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Abstract

In safety-critical process industries such as oil and gas, operators depend on Human-
Machine Interfaces (HMIs) to monitor and control complex systems. As automation
increases, the operator’s role shifts from direct control to supervision; however,
maintaining Situational Awareness (SA) and Cognitive Load (CL) remains a central
challenge. Adaptive HMIs offer the potential to address this by tailoring information
presentation to the operational context. This thesis explores how Generative Al
(GenAl) can be configured to support adaptive HMIs in safety-critical environments,
using the oil and gas domain as a centered example. Through interviews with eight
operators and a literature review examining the intersection of SA, CL, adaptive
HMIs, and safety-critical environments, six design principles were developed. These
principles emphasize constrained, predictable adaptation rather than fully dynamic
interface behavior, ensuring operators retain understanding and control over both the
process and the interface. The principles were evaluated through a workshop with
six designers, providing initial validation of their applicability, particularly for
familiar domains such as alarm handling.

Taken together, the results point to the need for adaptive HMIs to
balance cognitive support with spatial stability and operator authority, aligning with
human-centered Al foundations of reliability, safety, and trustworthiness. The study
contributes to understanding how GenAl can enable context-aware, adaptive support
while maintaining transparency and human oversight essential to safety-critical
operations. Future work should focus on implementing these principles in functional
prototypes and evaluating them in realistic operational settings.
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Sammanfattning

I sékerhetskritiska processindustrier, sdsom olja och gas, dr operatérer beroende av
ménniska-maskin-grianssnitt (HMIs) for att overvaka och kontrollera komplexa
system. I takt med att automationen okar skiftar operatdrers roll fran direkt kontroll
till Overvakning, men att upprétthdlla situationsmedvetenhet (SA) och hantera
kognitiv belastning (CL) forblir centrala utmaningar. Adaptiva HMIs erbjuder
potential att adressera detta genom att anpassa informationspresentationen till det
operativa sammanhanget. Denna uppsats utforskar hur generativ Al (GenAl) kan
konfigureras for att stodja adaptiva HMIs i sdkerhetskritiska miljéer, med olje- och
gasindustrin som ett centralt exempel. Genom intervjuer med atta operatorer och en
litteraturstudie som undersoker skdrningspunkten mellan SA, CL, adaptiva HMIs
och sidkerhetskritiska miljoer utvecklades sex designprinciper. Dessa principer
betonar begrinsad och forutsdgbar anpassning snarare dn ett fullt dynamiskt
granssnittsbeteende, vilket sékerstiller att operatorer behéller forstaelse och kontroll
over bade processen och sjdlva grinssnittet. Principerna utvirderades genom en
workshop med sex designers, vilket gav en initial validering av deras tillimplighet,
sarskilt inom vélkdnda doméner sdsom larmhantering.

Resultatet pdvisade att adaptiva HMIs maéste balansera kognitivt stod
med stabilitet och operatorskontroll, i linje med mainniskocentrerad Al:s
grundpelare: tillforlitlighet, sdkerhet och trovérdighet. Uppsatsen bidrog till
forstaelsen for hur GenAl kan mojliggora kontextmedveten adaptiv support
samtidigt som transparens och minsklig &vervakning, vilka &r visentliga for
sdkerhetskritiska operationer, uppritthills. Framtida arbete bor fokusera pa att
implementera dessa principer 1 funktionella prototyper och utvirdera dem i riktiga
operativa miljoer.

Nyckelord

Adaptiva HMIs, Processindustrier, Sékerhetskritiska miljoer, Manniskocentrerad
Al
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1 Introduction

Operators in process industries continuously interact with and depend on systems in
safety-critical environments to maintain safe, stable operations. In industries such as
oil and gas, this is particularly important, since production relies on continuous
monitoring of complex processes where errors or missed information can have
serious consequences. At the same time, this industry has moved toward increased
automation (Zuboff, 1988), leading operators’ roles to shift from directly controlling
processes to primarily monitoring them (Atkinson & Hollender, 2009). With this
shift, interaction with the system mediated through Human-Machine Interfaces
(HMIs) has become more abstract (Atkinson & Hollender, 2009), moving away from
physical buttons to more screens and abstract process graphic interfaces (Katzel,
2012). As the interface becomes the main communication channel between the
operator and the system (Strand & Lundteigen, 2017), allowing operators to manage
the entire processes (Simeone et al., 2014), operators also become more dependent
on the information presented, how it is presented, and where it is placed.

In the oil and gas domain, this dependence is especially evident as
operators use HMIs that display large amounts of process information, alarms,
trends, and system data. These interfaces are essential for monitoring and control,
but their complexity can make it demanding to identify what is most relevant at any
given moment. At the same time, operators must maintain an overall understanding
of the process rather than only isolated details, since losing important context can
have serious consequences. This creates a central challenge for interface design in
safety-critical environments. If interfaces present too much information, they may
increase Cognitive Load (CL); if they present too little or filter information too
aggressively, they may instead affect Situational Awareness (SA). Designing HMIs
is therefore not only about providing information, but also about supporting
operators in managing both detail and overview simultaneously.

Alongside automation and design, Adaptive User Interfaces (AUIs)
and adaptive HMIs have emerged as fields that could increase SA while keeping CL
low. Their promise lies in the ability to adjust the presentation of information to the
operator, task, situation, and environment, potentially reducing unnecessary
cognitive burden and making relevant information easier to identify. However, in
safety-critical environments, adaptation also raises an important concern: if the
interface changes what is shown, when it is shown, or how it is organized, it may
also influence how operators build and maintain an understanding of the larger
process.

Adaptive HMIs, therefore, present both an opportunity to reduce CL and a
design challenge in how they influence SA. Recent developments in Generative
Artificial Intelligence (GenAl) offer new possibilities for enabling AUls by
providing contextual support, synthesizing information from multiple sources, and
dynamically adjusting interface content based on operational state. GenAl enables
the interpretation of context and the generation of relevant responses that support
operators’ varied and evolving needs. However, applying GenAl in safety-critical
environments also raises questions about how such adaptation should be designed to
maintain reliability and predictability, while allowing for operator control. This
study, therefore, aims to answer the research question:



RQ: How can adaptive industrial HMIs using generative Al be designed for
safety-critical environments to enhance situational awareness while minimizing
cognitive load?

As adaptivity can be a broad concept in combination with operators’ opinions,
this study aims to answer RQ by creating design principles. These principles will be
derived from the intersection of adaptive and safety-critical HMIs, integrating
literature findings and operator opinions to minimize CL and increase SA.

2 Background
2.1 Oil and Gas

Process industries both require and implement many safety procedures for system
maintenance and operator safety (King, 1990; Bensonch et al., 2022). The oil and
gas industry is one of many industries that follows strict safety procedures, including
the two-barrier philosophy applied to wells (Khalifeh & Saasen, 2020; NORSOK
Standard D-010). A well, in this context, is the drilled pathway in the seabed that
provides access to subsurface oil and gas reservoirs. Because a well creates a direct
connection between high-pressure formation fluids and the surface, maintaining
control of the well is critical. For this reason, the safety philosophy requires that a
well must always have two independent barriers in place so that, if one barrier fails,
the other can still prevent an uncontrolled release of formation fluids. Typically, the
primary barrier is the hydrostatic pressure exerted by the drilling fluid, while the
secondary barrier is provided by mechanical well control systems, such as the
blowout preventer and cemented casing. This redundancy is fundamental to
maintaining well control during drilling operations.

Despite this safety philosophy, oil drilling is considered a high-risk activity,
whether conducted onshore or offshore. Maintaining well barriers during drilling is
crucial and can be demanding, as it requires continuous monitoring and maintenance.
Risk assessments are therefore an important part of managing drilling operations (B
et al., 2020). One method used for risk assessment is Probabilistic Risk Assessment
(PRA), a systematic approach that evaluates potential risks, their consequences, and
the likelihood of errors occurring (He et al., 2022). However, PRA depends on
Human Reliability Analysis (HRA), which assesses the probability of human error in
socio-technical systems where people and technology interact (Strand & Lundteigen,
2017). Since human actions can influence system performance and may introduce
errors that automated systems cannot prevent, HRA becomes essential for
understanding the full risk picture (Strand & Lundteigen, 2017; Park & Boring,
2025). According to Strand and Lundteigen (2017), human errors are divided into
two types: omission-based errors and commission errors. Omission-based errors
refer to situations where required actions are not performed, while validation errors
refer to incorrect or unintended actions. Because operator actions directly influence
system reliability, the design of HMIs becomes central to reducing error and
strengthening HRA (Boring et al., 2011).

As fluids are extracted from the seabed, they undergo phase separation. Phase
separation technology is widely used in the oil and gas industry for separating oil,
gas, and water streams (Strand & Lundteigen, 2017; Li et al., 2022). This separation



is performed using a three-phase separator, a common component of oilfield Central
Processing Facilities (CPFs). CPFs’ main functions include collecting fluid from oil
wells, separating the well stream into three phases (oil, gas, and water), treating them
using physical and chemical methods, and transporting products that meet export
standards (Li et al., 2022). For phase separation to occur, the oil (along with water)
is directed into a separation tank, where it is cleaned. In the oil and gas industry, this
process also reduces the Basic Sediment and Water (BS&W) content, thereby
removing remaining impurities such as water, sand, paraffin, and dirt from crude oil
(Warren, 1962). This process is then repeated until the water is purified and can be
released back into the ocean, and the oil is free from water and can be stored until
transported to shore. The processes carried out in oilfields include oil, gas, and water
treatment; oil and gas transportation; chemical injections; and heating systems. A
Distributed Control System (DCS) is used to comprehensively monitor the
production processes and to collect, analyze, and manage the operating parameters
of all equipment in the CPF. DCS can be described as integrated automation
platforms that enable operators to monitor and control production processes in real
time across the process industries (Zhang, 2010; Tkacik et al., 2023). One commonly
used DCS is ABB’s 800xA, which supports control and automation and is applied
across several process industries (ABB, n.d.a.). However, 800xA is not deployed on
all platforms or in all regions, and the specific DCS environment may vary by
operator and site. A key element in a DCS is the Process Graphic Map (PG-map),
or Process Graphics 2 (PG2) which follow different aspects of graphics, depending
on the environment (ABB, n.d.b.), and can be summarized as a structured visual
representation of the plant or system and is available across all HMIs, allowing
operators to navigate and monitor the process in real time, access detailed equipment
views, and maintain a consistent understanding of process status throughout the
control system (Hollifield & Perez, 2012).

DCSs are commonly used in CPFs and are described as reliable, open, and
flexible (McPhillips et al., 2002), with a Central Processing Unit (CPU) that
manages redundancy, communication, power supply, and input/output functions (Li
et al., 2022). Electrical signals from field equipment are transmitted to the DCS via
the CPU, enabling automated control of valve and pump operations as well as the
separation process. Control valves are essential components in oil and gas piping
systems, where they regulate flow rates and key process parameters such as
temperature, pressure, and tank levels, and commonly handle multiphase oil-water
flows (Atif et al., 2024). Operators continuously monitor and adjust key parameters
via HMIs in the control room to ensure safety and optimal performance, while also
monitoring real-time alarms and production status and manually controlling pumps
and valves when needed (Li et al., 2024).

Despite extensive automation, oil and gas operations remain safety-critical,
and operator performance therefore continues to play an important role in
maintaining safe and stable production. In this context, HMIs play a central role by
shaping how operators monitor, interpret, and act on process information (Groth &
Mosleh, 2012; Strand & Lundteigen, 2017). In safety-critical environments, HMIs
must therefore support operator performance, maintain SA, and facilitate informed
decision-making (Mojumder & Ruddro, 2023). HMIs are therefore not limited to
digital screens but encompass the broader interaction between the operator and the



system (Wittenberg, 2016), while also serving as a bridge connecting operators to
automated processes (Villani et al., 2019).

2.2 Adaptability

User Interfaces (Uls) are something most people engage with daily, both in their
personal lives and at work. This increase in interaction with systems has led to
simpler interfaces that must still convey complex information and functionalities
(Miraz et al., 2021). The need for continuous change and development in interactions
has led to Uls being continually researched, updated, and adapted to emerging
technologies, changing demands, and user needs. Adaptation has emerged as a
solution to this, as it is defined as the task of modifying interfaces to fit a specific
demographic group (Abrahdo et al., 2021) and to accommodate different users’
needs (Benyon et al., 1987).

Within this broader development, research has introduced Intelligent User
Interfaces (IUIs) to enhance interaction. Maybury (1998) defines [UIs as HMIs that
“aim to improve the efficiency, effectiveness, and naturalness of human-machine
interaction by representing reasoning” (p. 3). AUIs build upon this foundation by
incorporating intelligent mechanisms within HMIs to enable interface adaptation.
Adaptation has also been referred to as plasticity, which describes how software and
interfaces accommodate users and support their mental processing during interaction
(Miraz et al., 2021).

To further understand how adaptation is conceptualized, Stephanidis (2001)
distinguishes between two core purposes: user-invoked adaptation and automatic
adaptation. The former refers to adaptation through pre-determined system
capabilities, where the user decides what is displayed and how the system behaves.
This form of adaptation is most implemented through Graphic User Interfaces
(GUIs) and is limited to the restricted degree of personal adaptation it allows. While
being restrictive, Gaspar-Figueiredo et al. (2025) also found that ephemeral display
menus via GUIs can increase CL compared to static ones. Automatic adaptation, on
the other hand, refers to systems that adapt to users by identifying usage patterns and
preferences. This approach is the same as “manual” personalization, as the system
continuously monitors user interaction and dynamically adjusts to the user’s abilities
accordingly (Stephanidis, 2001). In this form, adaptation through AUIs can improve
the User Experience (UX), adjust content depending on the context, reduce CL,
adapt to its users, adjusting its behavior, as well as be regarded as helpful (Carrera-
Rivera et al.,, 2024; Gaspar-Figueiredo et al., 2025; Maybury, 1998; Gajos &
Chauncey, 2017; Browne et al., 1990; Trumbly et al., 1994). However, dynamically
adaptive UI can introduce complexity for operators, reducing predictability and SA
(Lindley et al., 2026). On the other hand, a lack of AUIs can steepen the learning
curve, hinder UX, and reduce efficiency (Carrera-Rivera et al., 2024).

It 1s, however, important to distinguish between adaptation and adaptive.
Adaptability refers to the user’s ability to adapt to the system, whereas adaptivity is
the system’s ability to adapt to its users (Gajos & Chauncey, 2017). According to
Miraz et al. (2021), UI’s can either be designed for a task-specific context or be made
intelligently adaptive. Intelligent Adaptive Systems are responsive to users’ wants
(Miihlhduser & Gurevych, 2008) and have become an integrated part of AUIs in
response to the ever-changing needs of users and industry (Findlater & Gajos, 2009).



Despite this development, the conceptualization of AUIs remains debated. Miraz et
al. (2021) note a lack of clearly defined constituents of what constitutes an adaptive
interface and how it should behave. Meanwhile, Carrera-Rivera et al. (2025) argue
that AUIs can be made intelligent and leverage Artificial Intelligence (Al) to enable
contextual, real-time adaptation that enhances UX. Nevertheless, even the notion of
“intelligent” lacks conceptual cohesion across research (Volkel et al., 2020). Despite
this lack of cohesive definition, adaptation, automation, and interaction consistently
appear as core aspects of IUIs and, by extension, AUIs.

2.2.1 Adaptive and GenAl

To further structure this field, Carrera-Rivera et al. (2024) identify three pillars
underlying AUIs: Al, user modeling, and Human-Computer Interaction (HCI). Al
includes Machine Learning (ML) algorithms and Large Language Models (LLMs),
while user modeling concerns profiling, context awareness, and personalization. HCI
relates to User-Centered Design (UCD) and UX. The most common technical
approaches to AUIs include ML-based and rule-based systems, although
recommendation systems are also frequently used to analyze user behavior and
support interface adaptation (Carrera-Rivera et al., 2024). Rule-based systems
represent one of two main categories of AUISs, the other being data-driven systems.
Abrahdo et al. (2021) explain that rule-based AUIs follow predefined principles that
may lead to rigidity and limited scalability across user scenarios. Data-driven
systems, in contrast, rely on ML to determine adaptation based on collected user
data, which may require significant computational and data resources. Among data-
driven approaches, Deep Reinforcement Learning (DRL) combines reinforcement
learning with neural networks to create systems that can learn optimal behaviors and
make decisions in dynamic environments (Frangois-Lavet et al., 2018). A
Specialized Reinforcement Learning Agent builds upon this foundation by
combining DRL with probabilistic modeling to focus learning and decision-making
on specific process situations, especially abnormal states, rather than treating all
situations in the same way (Abbas et al., 2024). In this way, adaptation becomes
more context-sensitive and can support the operator with more targeted control
recommendations (Abbas et al., 2023; Abbas et al., 2024). Alongside these
developments, LLMs have opened new possibilities for dynamic Generative Ul
(GenUI), enabling it to adapt to user needs, context, and environment (Borji, 2023).
By using Retrieval-Augmented Generation (RAG), it is possible to ground LLM
responses in validated documentation, improving reliability for safety-critical
applications (Freire et al., 2025). In this sense, GenUI can be understood as a
generative form of AUI that leverages Al’s ability to interpret operator input and
generate relevant output (Okopnyi et al., 2024).

These technical developments are closely linked to broader
advancements in Al within HCI. According to Mukti & Trisilia (2025), Al in HCI
has evolved from an early rule-based technical phase (1980-1992) toward today’s
real-time personalization. Early systems offered limited adaptivity, whereas
developments in deep learning between 2020 and 2024, including GenAl, have
enabled more dynamic adaptive interfaces. At a conceptual level, adaptive systems
have been described as consisting of three components: afferential, inferential, and
efferential (Oppermann, 1994). Afferential components collect user data such as
keystrokes, workflows, and behavioral patterns. Inferential components analyze this



data to determine adaptive behavior. For adaptation to occur, some predefined basis
must exist, either theoretically grounded or rule-based. Lastly, efferential
components represent the execution layer, where interface elements such as
functions, system messages, and objects dynamically adjust to user needs. Together,
these components outline how adaptive systems can be structured.

Beyond system architecture, research has also examined how control
is distributed between the user and system in adaptive environments. Lavie and
Meyer (2010) argue that AUIs can employ different levels of adaptability and should
not be understood as uniformly adaptive systems. The degree to which adaptation is
cooperative or system-controlled reflects varying levels of initiative. This discussion
relates to the concept of mixed initiative, defined by Allen et al. (1999) as a strategy
in which each agent contributes according to its strengths. In HCI, this concerns how
control is shared between humans and Al Allen et al. (1999) describe different levels
of mixed initiative: single initiative, basic mixed initiative, sub-dialogue initiation,
fixed-subtask mixed initiative, and negotiated mixed initiative. At the single-initiative
level, one agent controls the interaction. Basic mixed initiative allows limited system
intervention. More advanced forms enable temporary sub-dialogues or negotiated
control, in which both agents continuously assess who should take the initiative
based on context and capability.

This interplay between human and system control can also be
examined through Levels of Automation (LOA) (Shneiderman, 2022). In this context,
Lavie and Meyer (2010) examined four different LOA: (1) manual, where no
adaptation occurs; (2) user selection, where the system suggests alternatives and the
user selects the preferred option; (3) user approval, where the system selects and
initiates an action that the user can either approve or reject; and (4) fully adaptive,
where the system selects, initiates, and executes the action, and the user can only
accept or terminate it. These LOAs can be understood as reflecting different stages
of industrial development. Currently, while the processing field sees a continued
need for automation (Jimsé-Jounela, 2007), different parts of the industry operate at
different LOA, and oil and gas are commonly associated with /ndustry 4.0 (Lu et al.,
2019), with the next trend being Industry 5.0 (Hamdani & Chihi, 2025). Industry 5.0
shifts the focus from technology to a stronger emphasis on human-centric,
collaborative systems, where technological advancement is measured not only by
autonomy but also by how effectively it supports human workers (Zizic et al., 2022;
Alves et al., 2023; Hamdani & Chihi, 2025). This shift brings renewed attention to
how HMIs can be designed to integrate Al and automation while maintaining
effective human support in increasingly safety-critical environments. Within
Industry 5.0-oriented industrial settings, GenAl has been described as having the
potential to support dynamic adaptation and data-driven decision-making
(Passalacqua et al., 2024). Furthermore, this emphasizes the need for HMIs that can
support operators in interacting with increasingly autonomous and intelligent
systems. Therefore, in this thesis, AUIs will be defined in an industrial setting as
adaptable interfaces that dynamically change their behavior and outputs depending
on the context, user role, expertise, and current tasks. Since adaptive HMIs apply
AUI principles in industrial control environments, both terms refer to interfaces that
adapt to support operators. Throughout this thesis, both terms will be used to reflect
this relationship, with adaptive HMIs denoting industry-specific implementations of
AUI concepts.



2.3 Situational Awareness and Cognitive Load

Situational awareness is a cognitive operator that focuses on perception and the
ability to understand and make timely decisions in both static and dynamic
environments (Endsley, 1995). SA is a dynamic process in which awareness is
continuously formed and updated as situations evolve. Research, therefore,
emphasizes three key aspects: awareness as a process, the situation being interpreted,
and the subject or system (e.g., people, teams, and artifacts) that holds the awareness
(Lundberg, 2015). Wirstad (1988, as cited in Endsley, 1995) identified SA as an
important part of large-system operations and tactical and strategic systems, where,
for the former, it denotes an awareness of patterns, system behaviors, as well as
deviations needed to manage the system, and, for the latter, according to Endsley
(1995), it refers to the ability to make critical decisions based on the identified
features of the situation. Maintaining SA can be taxing, especially in constantly
changing environments, where decision-making is critical for safety-critical process
industries and operators must recognize situations and act accordingly (Kaempf et
al., 1993).

This reliance on SA to navigate and make crucial decisions can increase
operators’ CL and, in turn, lead to cognitive overload. CL is a combination of the
mental load imposed by the tasks operators must perform (e.g., what to view,
decision-making, and information-loaded screens) (MacDonald, 2003) and the effort
required to analyze and comprehend information (Khan & Suhluli, 2025). High
levels of CL can limit an operator’s ability to process information effectively,
potentially affecting SA and decision-making performance in complex environments
(Tsang & Vidulich, 2006). In safety-critical domains, poorly designed interfaces or
excessive information presentation may further increase CL, making it more difficult
for operators to maintain an accurate understanding of the system state. It is therefore
important to design HMIs that are adaptive and facilitate SA while keeping the CL
low.

2.3.1 Situational Awareness, Cognitive Load, and GenAl
While high CL can limit operators’ ability to engage in critical analysis, GenAl can
reduce and increase it. In the context of safety-critical work, Al has been shown to
function as a Cognitive Assistant (CA), a system that interacts conversationally with
operators to acquire and comprehend knowledge and support decision-making
(Freire et al., 2025). As a form of cognitive support, Khan and Suhluli (2025) found
that using GenAl to compile findings reduces mental load, as users can rely on its
support. Building upon this, Al has been shown to foster positive relations in work
environments (Wang et al., 2025), and positive emotions have been proven to aid
cognition and reduce mental load (Subramaniam & Vinogradov, 2013). However,
Khan and Suhluli (2025) also found that there is a belief that GenAl can increase CL,
decrease motivation, and increase cognitive fatigue. They note that, in the long term,
overreliance on GenAl as a supportive tool could contribute to "resilience atrophy"
and increased cognitive strain; additionally, it has been shown to decrease critical
thinking and negatively affect CL.

Regarding AI’s interplay with SA, Jiang et al. (2022) found that Al can
influence operators’ SA by shaping how information is presented and projected.
Depending on how Al is used, it can affect operators’ ability to maintain SA by



influencing perceived control, confidence in the system, and task complexity. Al has
also been shown to enhance operators’ attention, memory, and problem-solving
(Twabu, 2025) by providing real-time feedback (Kalyuga & Sweller, 2005).
However, a significant concern with close reliance on Al is the lack of experience
(Jiang et al., 2022). If operators lack manual experience with the system or the
required mental models, they may fail at tasks or struggle to work efficiently with
Al

2.4 Theoretical Framework

While AUIs are emerging and becoming more common, there is still a gap in
understanding how they can aid operators and become integrated into process
industries compared to today’s static HMIs. To address this gap, it is essential to
examine the intersection between the theoretical foundations of adaptive interfaces
and the practical realities of operator work in process industries, using the oil and
gas domain as an example. Therefore, this thesis aims to create design principles for
GenAl in adaptive HMISs that enable the interface to adjust fluidly to the current DCS
process, error handling, and the immediate task at hand. In theory, this approach is
intended to reduce operator CL and increase SA However, significant grey areas
remain regarding what AUIs are and how they function in industrial contexts. While
research has shown that personalization and adaptation can increase engagement
with Uls and reduce CL in other domains, the extent to which this adaptivity affects
HMIs in process industries remains unexamined. Similarly, utilizing Al for a mixed-
initiative approach enables system-human interaction, yet there is a gap in
understanding how this can be applied to support operators in the oil and gas
industry.

In contrast, the need for predictable HMIs in the oil and gas sector stems
from the demand for safety and reliability. Operators must maintain a stable mental
model of the system. The interface must behave consistently, and any deviation from
this norm is treated as a potential fault. This presents a fundamental tension:
traditional AUI theory often emphasizes reducing information to lower CL, yet in
safety-critical environments, the goal is not to hide information but to present
complex data in a way that allows the operator to build a complete mental picture,
detect subtle patterns, and anticipate future states. By applying a comparative
conceptual framework, it becomes possible to identify this intersection and devise
design principles that reconcile these two perspectives, ensuring that adaptivity
supports rather than undermines the operator’s ability to maintain control and
awareness in high-stakes environments.

3 Method

This study adopts a qualitative research-through-design approach to develop design
principles for adaptive HMIs utilizing GenAl in safety-critical environments. The
research combines three main activities: semi-structured interviews, a focused
literature review, and conceptual design explorations. The literature review identifies
existing knowledge on AUIs and safety-critical HMI design, while the interviews
provide domain-specific insights into current practices and challenges in offshore oil



and gas operations. These insights inform the conceptual design phase, where
potential principles and concepts for AUIs are explored. The following sections
describe the participants, materials, measures, procedures, and analysis used in the
study.

3.1 Interviews

Semi-structured interviews were chosen for their flexibility and versatility, allowing
a combination of predefined questions and the exploration of emerging topics during
the conversation (DiCicco-Bloom & Crabtree, 2006). This approach is particularly
suitable for investigating complex professional domains, where participants’
expertise and experience can provide nuanced insights into current practices and
challenges (Wengraf, 2001), making it well-suited to understanding the realities of
operator work in process industries. A key advantage of this format is that it enables
reciprocity between the interviewer and participants, allowing for follow-up
questions and deeper exploration of experiences and perspectives as they naturally
arise (Galletta, 2013; Rubin & Rubin, 2012).

Eight participants took part in the study, representing different roles across
several process industries, including oil and gas, mining, pulp and paper, and
industrial research and development (see Table 1). Although not all operators worked
specifically in oil and gas, they were included because they provided valuable
insights from working in safety-critical environments with similar monitoring and
control challenges. All interview questions were developed based on prior
knowledge from literature and organized into an interview guide (see section 9.1)
covering the main topics of the study (Kallio et al., 2016). This guide provided a
structured framework while still allowing participants to express and elaborate on
relevant aspects of their professional practice, ensuring that the interviews remained
both focused and responsive to each participant’s unique context.

Table 1

Participants
Interview Process Industry Number of Occupation

participants
Interview A Oil and Gas 2 Process control designer
& Project leader
Interview B Oil and Gas 1 Performance manager
Interview C Process Industry 1 HMI designer
Interview D Mining 1 UX lead
Interview E Research and 1 Al lead
development

Interview F Pulp and paper 1 Operator
Interview G Pulp and paper 1 Operator leader




3.2 Literature Review

A literature review was conducted to establish a comprehensive understanding of
how AUIs, GenAl, operators, and HMIs are designed and received in safety-critical
environments today. The aim was to identify the current state of knowledge
regarding adaptive interfaces in industrial contexts, the role of GenAl in enabling
dynamic adaptation, and the specific challenges and requirements associated with
HMI design for process control operators. While this study employed a literature
review, it was not a systematic review and therefore did not follow strict inclusion
or exclusion criteria. Instead, the search strategy focused on identifying peer-
reviewed articles, conference proceedings, and industry reports that addressed the
intersection of AUIs and safety-critical systems, drawing from /EEE Xplore, ACM
Digital Library, Scopus, and Taylor and Francis Online. Search terms were
structured around core concepts: adaptive user interface, GenAl, HMI design,
process control, oil and gas, situational awareness, cognitive load, LLMs, and
operator workflow.

The review prioritized literature that explicitly addressed the design,
implementation, or evaluation of adaptive interfaces, with particular attention to Al-
driven adaptation mechanisms. Articles examining AUIs and adaptive HMIs in
industrial, safety-critical, or high-stakes environments were given precedence, as
were studies providing theoretical frameworks applicable to such contexts and those
exploring the impact of interface design on operators’ SA, CL, or decision-making.
However, a significant portion of the existing literature on AUIs and GenAl focuses
on “manual” adaptivity, in which users themselves modify the interface, such as
customizing layouts in a mobile device or desktop application. As this did not align
with the thesis’s focus on system-initiated, Al-driven adaptation, many of these
studies were excluded. Similarly, articles that did not explain how Al had been used
to enable adaptive behavior were discarded, as the mechanism behind adaptation was
central to understanding its applicability in process control environments. Studies
focused solely on consumer applications, without transferable insights for industrial
HMIs, were also excluded for the same reason.

3.3 Design Prinicples

3.3.1 Intersection of Literature and Interviews
From synthesizing the findings of both the interviews and the literature, six design
principles were constructed. This interdisciplinary approach was chosen to ensure
that all principles are grounded in both previous research and the realities of operator
work in process industries. To enable this synthesis, the interviews were summarized
into two primary dimensions: cognitive load and situational awareness, relating to
the two primary subjects: adaptive HMIs and safety-critical HMIs. Following this
structure, the literature was also summarized into the same dimensions with
corresponding subjects. This created a structured framework that enabled the
identification of where interview observations aligned with, extended, or
contradicted existing literature.

Through this process, recurring themes were identified across both data
sources. For CL, these included alarm load and alarm handling, the importance of
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predictable interface structures, the cognitive burden of information retrieval, and
the challenges of slow process dynamics. Meanwhile, for SA, recurring themes
included the need for transparency in adaptive systems, the role of controlled
salience in detecting critical changes, the importance of temporal continuity across
shifts, and the risks of adaptation in time-critical contexts. Once these themes were
identified, they laid the foundation for consolidating related themes into broader
principles that provide actionable guidance on how to use GenAl to design adaptive
HMIs. Each principle was structured to address a specific aspect of the intersection
between CL, SA, adaptive capabilities, and safety-critical constraints. The principles
were iteratively refined to ensure they were concise, actionable, and grounded in the
synthesized findings rather than being purely theoretical or empirical.

Lastly, GenAl was related to the principles to determine how it should be
designed to behave, enabling adaptive HMIs. This involved mapping specific GenAl
capabilities, such as data-driven pattern recognition, LLMs, RAGs, and rule-based
constraints, to the identified themes and principles. By grounding the principles in
this intersection, it is possible to acquire guidance that is both practically applicable
and theoretically sound for designing GenAl-enabled adaptive HMIs in safety-
critical process control environments, as it is an emergent technology for use in
process industries. While adaptive HMIs have been explored in industrial contexts,
the application of GenAl for this purpose remains an emerging area with limited
deployment in process industries. This makes it particularly important to ground
design principles in established understanding of SA, CL, and safety-critical HMI
requirements, while exploring how GenAl’s unique capabilities can be configured to
support rather than disrupt operator work in high-risk environments.

3.3.2 Evaluation

To evaluate how the design principles are received and how applicable they are, a
workshop was held. The workshop was conducted online via Microsoft Teams, as
not all users were able to attend in person, and one hour, with Figlam used as a shared
workspace, allowing participants to upload their physical pen-and-paper sketches to
view and present their work. Since all users are experienced with Figma, FigJam
allowed them to view and present their own sketches and ideas online. One UX lead,
two senior UX researchers/designers, two associate UX researchers/designers, and
one junior UX designer were recruited for their relevant expertise in designing HMIs
across different process industries.

The workshop commenced with a ten-minute introduction covering the
concepts of adaptivity, oil-water separation, and the purpose of the evaluation.
Importantly, the three principles they were shown were not explicitly explained in
the introduction, by design, to avoid influencing participants’ interpretation. Instead,
they were shown, and the participants were asked to read them and form their
understanding from that, to allow for a complete evaluation of new users’ first
impressions. In contrast, adaptivity was briefly explained to provide a better
understanding of its definition and connection to GenAl. Following the introduction,
the participants were shown a mock-up of an existing HMI (Figure 1) depicting the
first stage of the oil-water separation process. Alongside this reference, they were
presented with three of the six design principles on the FigJlam board and given ten
minutes to sketch an HMI of a PG portraying the DCS process of oil-water
separation. They also had to read and choose to design using one or more principles
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during these ten minutes before uploading their sketches to Figlam. Only three
principles were used due to time constraints, and the evaluation of participants’
thought processes was prioritized instead of the remaining three principles.

Once all designs were uploaded, each participant was given three minutes
to present their sketch and describe their thought process, for a total of eighteen
minutes for the presentations. This was followed by a twenty-minute group
discussion in which participants collectively reflected on the three principles, the
design task, and the broader concept of adaptivity in HMIs. All designs and responses
were subsequently analyzed by reviewing participants’ verbal feedback and the
drawn design to identify their perceptions of the principles’ clarity, applicability, and
usability. During the analysis, the findings were compiled into two themes:
Understanding and Designing, and Understanding of Adaptivity, which served as an
evaluation of the design principles.

4 Results

4.1 Interviews

4.1.1 Operators’ Workflow and Situational Awareness

Operators today are heavily reliant on static DCS/HMI screens to keep processes,
e.g., oil-water separation, within trip limits (Interview A; Interview B). Trip limits
are predefined safety thresholds in control or safety systems that, when exceeded by
a measured parameter, automatically initiate an immediate shutdown of equipment
or a process to prevent damage, release, or unsafe conditions (Baybutt, 2013).
According to Interview A and Interview B, these trip limits are set by engineers, not
by operators, while warning alarms are configured at varying thresholds to trigger
before the trip limits are reached. Over time, operators develop tacit knowledge to
filter nuisance alarms and prioritize what is genuinely critical, which becomes
essential for managing alarms in day-to-day monitoring (Interview A; Interview B).

When these limits are exceeded, alarms sound loudly, requiring
operators to manage alarms, search for errors, and implement action plans (Interview
A; Interview B; Interview F; Interview G). Therefore, according to Interview A and
Interview B, a big part of the operator’s workload is to continuously monitor key
variables and values through a set of persistent overview displays and clickable
faceplates that provide detailed control and access to trends. This "manual"
interaction is currently important for operators to retain a deeper, more reliable SA
of system processes. From prioritizing SA to facilitating easier workload and alarm
management, a central requirement in the workflow is to provide a consistent,
reliable overview while still allowing operators to drill down and adapt their focus
to specific system needs (Interview A; Interview B). This is not limited to oil and
gas as a process industry, as other process industries also involve alarm management
and system overview (Interview F; Interview G; Interview D).

However, operators’ workload is not limited to alarm management; it
is also about DCS processes. Interview B describes production as a tightly coupled
chain from wellhead to export, where offshore facilities must handle highly variable
multiphase inflows. Irregular slugging and changing compositions mean automation
cannot always smooth disturbances; in some cases, poorly tuned controls amplify
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oscillations and propagate disturbances downstream. As a result, operators often take
manual control during transients, and because process responses can be slow, it may
take hours or even multiple shifts to see the effect of a setpoint change, leading to
sustained attention and repeated interventions (Interview B). This delay is recurring
for operators, and while it is mentioned in the shift handover when one operator
finishes for the day and another takes over, and in the shift logs, it can be overlooked
or missed (Interview F).

4.1.2 Alarm Management in Safety-Critical HMIs

In interviews with the oil and gas professionals, trip limits and their preceding
warning alarms form an important safety boundary that operators continuously
monitor (Interview A; Interview B). In this sense, alarms are not only events to
respond to, but also a structuring mechanism for how information must be presented
in HMIs. Combined, these interviews describe alarm handling as a central part of
safety-critical HMI requirements: alarms must be noticeable without overwhelming
the display and presented in a predictable, spatially meaningful way that supports
rapid localization and diagnosis (Interview A; Interview B; Interview C). These
alarms are usually presented in a fixed view, allowing operators to have SA over the
HMIs and process (Interview F).

As alarms are a huge part of safety-critical HMIs and are described as
central and continuously viewed, they should therefore remain consistently visible
and, within PG-maps, appear in the specific area or unit where they are triggered,
thereby introducing design constraints within platforms such as 800xA (Interview
C). Interview C emphasized that safety-critical HMI design is commonly
misunderstood, particularly regarding the use of color, whereas in practice one of the
key principles is to keep interfaces largely greyscale so that abnormal colors (e.g.,
red) stand out clearly when something deviates, helping operators avoid missing
critical information.

Additionally, regarding safety-critical HMlIs, Interview E discussed
how responsibility should be shared between automation and the operator in time-
critical environments and linked this directly to requirements for adaptive HMIs.
They argued that in situations with short reaction times, introducing additional
adaptive/automated behavior can place operators in a "danger zone," because it adds
another layer they must track while the process continues to evolve. From this
perspective, adaptive HMIs should have clear boundaries between what the system
may do automatically versus what requires operator decision, and these boundaries
become stricter as the required response time decreases (Interview E). In practice,
this means that, according to Interview E, adaptivity that changes presentation or
prioritization can be acceptable, but adaptivity that initiates actions or changes
operator control becomes less appropriate as time-criticality increases, unless the
system can make its intent transparent and keep human-control.

4.1.3 Adaptive HMis

During work, operators create mental models to ease CL and maintain SA, leading
to a learned reliance on static, "manual" interactive HMIs (Operator F). This learned
workflow means that when asked about AUIs, they were somewhat hesitant towards
the idea, as they believed it to be problematic because it takes away from learned
behavior and reliance (Interview F) and their need for control (Interview G).
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Contrary to this, from a UX and architectural perspective, AUIs were framed as
something that could help operators observe the system and simplify workload, but
only if the underlying HMI graphics are modernized first, since many current
graphics are considered outdated (Interview C; Interview A). Additionally, some
process industries already use some form of adaptivity, (e.g., camera-based
monitoring in mining) but this is often implemented as an additional layer rather than
integrating directly into the DCS/HMI platform (Interview C; Interview D). While
some operators are used to interacting with an Al system daily that handles and
assists (in certain pulp and paper processes), the operator’s behavior and openness
towards Al circles back to their need to control and override the system’s suggestions
(Interview G).

During the interviews, a theme, work actions, was recognized to be
recurring and included the following concepts: trust, autonomy, and predictability,
which were consistent as conditions for adaptivity across multiple interviews. This
theme is important to highlight in the design of adaptive HMIs, as operators may
currently view Al systems as uncertain or a threat to autonomy (Interview C;
Interview G). This ties into the idea that long-established manual interaction patterns
make change difficult; adaptivity, therefore, needs to happen gradually rather than
"too hastily" (Interview C). Interview F expands on this, noting that their experience
with an Al monitoring system is mostly reliable; however, it can still be uncertain
and freeze when values diverge significantly, requiring manual intervention to keep
the process running smoothly. The same operator also views Al as more
"present/retrospective" than progressive, while their expertise is built around
learning trends and anticipating what current values may lead to.

Regarding the concept of Al-driven adaptivity, Interview E offered a
complementary perspective from an agentic AI viewpoint. They emphasized that
introducing Al agents requires keeping the human meaningfully in the loop, and that
this depends on transparency of the agent’s intention. In this framing, Interview E
emphasizes that AUIs are not only about adapting the presentation of information
but also about communicating why the Al proposes or performs an action, enabling
the operator to accept, reject, or intervene when needed. Interview E also
acknowledged that AUIs add an additional layer for operators to track, since the
operator must monitor both the current process and the adaptive support. However,
they described this as a trade-off: the extra monitoring burden can be justified if
GenAl removes other tasks that are even less desirable for operators.

While adaptive HMIs might seem desirable, the interviews revealed
that they were mostly seen as positive when tied to alarm management and
troubleshooting, rather than changing the interface layout. One operator expresses
caution about personalization because they learn where everything is on the screen,
and changing that "trained overview" would expand both workload and CL, as well
as slow down error searching (Interview F). Although they were positive toward a
consistent, dedicated alarm screen that adapts its content by presenting measures and
actions they can take, and toward a system that can learn from recurring alarms,
collect data over time, and present previous successful solutions and relevant trends
so operators can replicate and learn. Similarly, Interview G was positive about
AI/AUIs as tools for problem-solving and for surfacing information that can become
blind spots when operators view the HMIs for too long. They also point out that some
stored information can be viewed as inaccessible or otherwise hard to access in
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critical moments, such as retrieving relevant database information (materials,
notes/observations) for use during disturbances. At the same time, Interview G
expands on this and expresses uncertainty about AUlIs that "change the display
depending on context," describing them as potentially disruptive, in the same way it
would be disruptive if someone changed folder locations on a desktop. This concern
aligns with the UX perspective that static HMIs are valued because everything stays
in the same place, and therefore any adaptivity must be standardized and predictable,
allowing operators to remian in control (Interview D). Interview B adds that GenAl
is a potential support tool rather than a replacement for operators: it could provide
earlier warnings of degrading behavior, suggest likely root causes by correlating
trends and past events, and help prioritize alarms most likely to lead to trips, provided
it is implemented with strong grounding, data-quality checks, and robustness against
sensor faults.

When asked more closely about predictability as a part of AUI, the
responses were divided. Interview A noted that it could be valuable to use a longer
retrospective period than the current, limited one (weeks instead of days). They
expand on this by expressing a desire for a system that adapts and can go back to see
which trends caused which trips. Additionally, Interview G, from another process
industry than Interview A, was open to predictions and to GenAl that adapts the Ul
to the current information needed, leading to fewer alarms. On the other hand,
Interview F did not see a need for offered predictions of future trends, as operators
can predict them themselves, and adding AUIs can cause mistrust. However, they
were open to predictable GenAl in the form of event simulations if they needed to
change process values. Interview B, however, argued that AUIs leave room for
targeted improvement, such as emphasizing core and fast-changing variables while
visually downplaying stable signals, improving access to longer historical trends and
event comparison, leading to an increase in field context (e.g., camera feeds or live
device status) that reduces uncertainty and the need for manual field checks.

4.2 HMI Design Today in Literature
4.2.1 Operators’ Workflow in the Oil and Gas Industry

In highly automated process industries, operators’ work has increasingly shifted
toward supervisory control, where they monitor system status, detect deviations, and
intervene when necessary (Atkinson & Hollender, 2009). Compared to earlier
control environments, this reduces direct sensory engagement with the process, such
as sound, vibration, and other physical cues, and increases reliance on information
mediated through HMIs (Atkinson & Hollender, 2009). Consequently, the interface
becomes a key channel through which operators perceive plant status, coordinate
actions, and decide what to do next (Strand & Lundteigen, 2017). In such settings,
operators also tend to prioritize pragmatic quality, focusing on information that is
immediately useful for the task and decision at hand (Flegel et al., 2022). This
implies that workflow is partly shaped by how the HMI structures information,
supports prioritization, and makes critical changes salient at the right time.

In offshore oil and gas production, maintaining SA is particularly
important because operations involve complex, tightly coupled processes in which
small deviations can escalate if not identified and addressed early (Sneddon et al.,
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2012). A recurring challenge is continuous alarm activity, which can increase
workload and reduce sensitivity to alarms over time in safety-critical environments
(Xu et al., 2025; Michels et al., 2025). Offshore operators are also described as
working under demanding conditions that require sustained attention to prevent
incidents and accidents (O’Dea & Flin, 2001). When combined with shift-work
patterns, these conditions can contribute to fatigue and disrupted sleep, which may
affect attention and performance (Kang et al., 2025; Berthelsen et al., 2015). At the
same time, prior work indicates that automation can support operators in alarm-
related tasks compared to no automation (Onnasch et al., 2014). Taken together, this
suggests that support functions need to be designed to reduce unnecessary workload
while preserving operators’ understanding of what is happening and why.

These information-processing demands can be understood through skill-,
rule-, and knowledge-based behavior, as described by Rasmussen (1983) and
Rasmussen and Vicente (1989). Skill-based behavior is largely automatic and
requires little conscious control (Rasmussen, 1983; Rasmussen & Vicente, 1989),
and has been described as prominent in offshore plants (Atkinson & Hollender,
2009). Rule-based behavior involves following a known course of action guided by
procedures, training, or learned cues. Knowledge-based behavior is activated in
novel, unexpected, or ambiguous situations and requires operators to interpret
disturbances, diagnose causes, and select actions. This mode is typically associated
with higher CL than skill- and rule-based modes. From an HMI perspective, this
highlights that interface demands may vary across operational states, since what
supports efficient routine monitoring is not necessarily what best supports diagnosis
and decision-making during disturbances.

To monitor and control production, separation, and treatment processes,
operators rely on multiple screens to showcase DCS-based HMIs. HMIs play an
important role in HRA by guiding operator actions, shaping performance, and
influencing the likelihood of errors (Groth & Mosleh, 2012). Strand and Lundteigen
(2017) also emphasize that human and system performance in oil and gas operations
are closely linked to how operators interact with technical systems. This highlights
the importance of not viewing HMIs as only displays, but as operational tools that
influence operator behavior, CL, and the ability to maintain SA over time. However,
some studies propose minimizing visual stimuli to further leverage adaptivity, which
can reduce CL by minimizing the search-and-find for operators when interacting
with HMIs (Chew et al., 2021).

4.2.2 Adaptive HMIs

Burggraf et al. (2021) evaluated assistant systems from the following criteria:
complexity reduction, transparency, flexibility, efficiency, and error reduction. Their
results suggest that users perceive adaptive variants as advantageous, particularly
because they increase transparency by making workflows more tangible for
operators. This was mainly attributed to giving operators greater control over which
information is visualized. Participants also expected benefits from adaptive, process-
specific information presentation, including more efficient access to relevant process
data, improved flexibility when work content changes, and demand-oriented
information that can reduce assembly errors and provide cognitive relief.

As seen in section 2.3.1, AUIs could support both reduced CL and
improved SA. In process industries such as oil and gas, operators are required to
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continuously assess system states and make critical decisions, thereby increasing CL
(Stoessel et al., 2008). To mitigate this, support systems are needed that function as
cognitive aids (Burggrif et al., 2021). This implies that adaptive HMI design should
prioritize mechanisms that reduce unnecessary mental effort while supporting
operators’ ability to perceive and interpret system states, thereby maintaining SA.

According to Cao et al. (2025), data-driven AUIs enabled by LLMs can
generate relevant entities and relationships based on users’ inputs and the
environment, allowing interfaces to adapt to the expressed information and
interaction needs. Such generative and malleable AUIs support open-ended tasks by
dynamically configuring interface structures and content while adapting to tasks and
intentions. Additionally, Mukti and Trisilia (2025) found that AUIs in industrial
settings can be implemented to handle crises by enabling real-time adaptability
through dynamically adjusting systems to evolving contexts, user needs, and
interaction.

Cao et al. (2025) proposed three design goals for achieving generative,
malleable AUIs using task-driven models that respond to dynamically changing
environments and user interactions. These goals focus on capturing essential entities,
relationships, and constraints while allowing flexible user workflows. The outcomes
are AUIs that provide operators with interactive tools, such as natural language
prompts and direct model inspection, to adapt interfaces to their evolving needs.
Meanwhile, task-driven models and design goals can further align with Oppermann’s
(1994) description of adaptive systems as consisting of afferential, inferential, and
efferential components. While task-driven models allow for dynamic integration
between humans and Al systems (Afroogh et al., 2025), they primarily extend the
inferential component by enabling continuous interpretation of user input, contextual
constraints, and task requirements, rather than relying on static representations
(Krishnan, 2025).

However, while task-driven and generative capabilities allow interfaces to
be dynamically configured based on evolving conditions (Cao et al., 2025),
compared to rule-based systems that depend on predefined logic, limiting flexibility
(Abrahao et al., 2021), they still risk the context retention problem (Krishnan, 2025).
Two key aspects of this problem are systems’ contextual prioritization and temporal
discontinuity, meaning that context is lost or misprioritized in LLMs, and that
information is lost in longer interactions (Krishnan, 2025; Veseli et al., 2025; Liu et
al., 2024). Additionally, despite these context-related challenges, the inclusion of
interactive mechanisms such as malleable computing, or mixed initiative, allows
both the user and the system to contribute to the interaction depending on context
and capability (Allen et al., 1999). Rather than fully automated adaptation, these
approaches describe a more collaborative distribution of control, in which users can
influence when and how adaptation occurs.

Utilizing GenAl for adaptive HMIs, Villani et al. (2019) found that when
designing it, adaptation can be conceptualized through three levels: perceptual-,
cognitive-, and interaction-levels. The perceptual level focuses on how information
is presented, adjusting visual or auditory outputs to match the operator’s sensory
capabilities. Meanwhile, the cognitive level addresses what information is displayed,
considering the user’s skills, current task demands, and situational context. Lastly,
the interaction level considers how the user engages with the system, selecting
appropriate input and control modalities to support smooth and efficient interaction.
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By structuring adaptation in this way, AUIs can remain technically robust while
providing tailored support that responds to evolving operational and user
requirements.

4.2.3 Safety-Critical HMis

Current DCS PG-maps are commonly designed using grayscale color schemes, in
alignment with safety-critical HMI design guidelines, where color is used sparingly
to highlight abnormal situations such as alarms and critical events (Hollifield et al,
2008; Hollifield & Perez, 2012). This design approach aims to direct operators’
attention toward safety-critical information, limit perceptual distractions (Proctor &
Van Zandt, 2018), reduce visual clutter, and support rapid identification of deviations
from normal system states. Accordingly, safety-critical HMI design guidelines
combine both safety requirements and usability principles that interfaces are
expected to adhere to (International Organization for Standardization [ISO], 2020a;
Grobelna et al., 2025). These guidelines emphasize clarity, consistency, and
prioritization of information to support reliable operator performance in high-risk
environments. In addition, industry guidelines such as EEMUA 191 (Engineering
Equipment and Materials Users Association, 2013) and High-Performance HMI
principles (Hollifield et al., 2008) further reinforce the importance of minimizing
unnecessary visual elements, standardizing displays, while ensuring that abnormal
situations are clearly distinguishable. However, such principles may also introduce
design constraints in systems such as PG2, where different graphical rules are
applied depending on the operational context within 800xA (ABB, n.d.b.).

Another important standard for HMI design is ISA-101 (International
Society of Automation [ISA], n.d.), which provides a structured framework for
organizing information across different levels of abstraction. ISA-101 defines four
hierarchical levels of HMI displays: (1) overview displays that present the overall
system status; (2) unit-level displays that focus on specific process areas; (3) detailed
displays that support task execution; and (4) diagnostic displays that provide in-depth
system information and support troubleshooting (O’Brian, n.d.). This hierarchical
structuring supports operators 1in navigating between high-level system
understanding and detailed process control depending on situational demands.

The International Organization for Standardization (ISO) also plays
an important role in safety-critical interface design, alongside ISA standards, by
providing general HMI guidelines. ISO 9241-110 (ISO, 2020a) outlines ergonomic
dialogue principles, such as consistency, task suitability, and user control, which are
relevant to the design of effective HMIs. In contrast, ISO 15007 (ISO, 2020b)
focuses on visual attention and glance behavior, primarily within the context of
driving. While not developed for industrial HMISs, its emphasis on minimizing visual
overload and supporting rapid information perception may still offer useful
perspectives for safety-critical interface design. In addition to visual and structural
design principles, safety-critical HMIs are closely connected to human factors
considerations. One important aspect in this context is the type of information the
system must collect and process to support operator performance. Villani et al.
(2019) identify cognitive strain and performance degradation as key indicators for
assessing operator state. These indicators provide insight into how operators interact
with complex systems and how interface design may influence workload and
performance over time.
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Alarm management is a key aspect of safety-critical HMI design, as
poorly designed systems can overwhelm operators and reduce safety (Katona, 2021).
Studies (Simonson et al., 2021; Michels et al., 2025) emphasize the importance of
alarm rationalization, where each alarm has a clear purpose, represents a specific
risk, and requires a defined response. Without this, alarm flooding may occur,
leading to confusion and desensitization. Therefore, it is crucial in HMI design to
prioritize alarms based on severity and urgency, ensuring that critical alarms are
clearly distinguishable while less urgent ones are presented unobtrusively (Murtarelli
et al., 2021). This is particularly relevant in the context of adaptive HMIs, where
only essential and context-relevant information should be presented to avoid
unnecessary cognitive load (Mojumder & Ruddro, 2023).

Additionally, a challenging factor for adaptive HMIs in safety-critical
process industries is their ability to handle situations that were not anticipated during
design or training. In oil and gas operations, where systems rely on predefined
models and historical data, unexpected process deviations, rare equipment failures,
or unusual environmental conditions may occur (Garcia et al., 2025;
Balasubramanian, 2018). When such novel events arise, system responses may not
fully align with operational needs, potentially affecting safety and decision-making.
This highlights an ongoing challenge in ensuring reliable and safe integration of
GenAl-driven adaptive HMIs in safety-critical environments.

4.3 Summary

The following tables summarize the findings from the interview study and the
literature review with a specific focus on how they relate to CL and SA. Rather than
presenting design recommendations, the aim is to consolidate the most recurring
observations into a compact overview that can serve as a basis for later analysis and
principle development. Table 2 summarizes the interviewees’ descriptions of AUIs
and safety-critical HMIs in relation to CL and SA.

Table 2

Summary of interviews

Interviews
Adaptive Ul Safety Critical HMlIs
Cognitive AUl introduces additional monitoring Alarms:
Load demand: alarms can be frequent/noisy;
AUIs can create an extra tracking task operators handle this with tacit
viewed as a trade-off and increased CL; filtering and prioritization, but it is
only worth it if other operator tasks are cognitively demanding (A)(B).
reduced (E). Static predictable HMls:
Trust and predictability: fixed screens, persistent overviews
adaptivity changes can disrupt learned and faceplates support rapid
screen geography, leading to increased scanning because operators know
workload and (D)(F)(G). where things are (A)(B)(D)(F).
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Interviews

Adaptive Ul

Safety Critical HMIs

Cognitve
Load

AUI for alarm handling:

a consistent alarm screen with context-
dependent guidance (measures/actions),
recurring-alarm, and access to relevant
history/trends (F).

Support for delayed effects: operators
value help with understanding
consequences of manual changes when
process response is slow (B)(F).

Data/knowledge retrieval:
compiling hard-to-access information at
critical moments reduces CL (G).

High threshold for newcomers:

new operators face a steep threshold with

a high level of CL (F)

Situational
Awareness

Transparency:
operators need to understand Al
intent/goals/actions so they can
accept/reject/intervene; without this, SA
suffers (E).

Adaptive surfacing of weak signals:
Al/AULI is useful for early warning of
degrading behavior and surfacing “hidden
alarms” (B)(G).

Contextual explanations improve
comprehension:
correlating trends/past events and
showing recurring-alarm histories helps
explain what is happening and why (B)(F).

Adaptive display changes:
changing layouts by context/user can
cause disorientation and “process
disturbances,” as predictability is tied to
feeling in control (D)(G)(F).

Time-criticality sets limits:
in short reaction-time contexts, having
AUIs can push operators into a “danger
zone,” risking reduced SA because the
process evolves faster than the operator
can track an additional layer (E).

Crowding:

HMIs engineered early and seldom
updated become
crowded/outdated (B); interfaces
get added and rarely removed (D);
crowdedness contributes to missed
cues and higher CL (G).

Slow process dynamics:
hours/shifts between setpoint
change and outcome increases

workload and vigilance demands

(B)(F).

Trip limits + warnings:
operators continuously monitor
trips; warning alarms precede trip
limits and guide attention toward
emerging risk (A)(B).

Overview + drill-down structure:
persistent overview screens +
faceplates + trends help maintain
an ongoing picture of process state
(A)(B).

Salience discipline:
greyscale interfaces with accent
colors reserved for deviations help
operators notice changes (C).

Alarm locality:
alarms should appear tied to the
unit/area where triggered,
supporting rapid localization and
comprehension (C).

Limits of current salience:
high alarm volumes and crowded
displays can hide important cues;

“new eyes” at shift change can
reveal missed deviations (A)(B)(G).
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Table 2 highlights that the interview findings cluster around a few recurring areas.
These include alarm load and alarm handling as continuous sources of workload,
the importance of predictable and stable interface structures for efficient monitoring,
and the potential value, as well as risks, of adaptive support depending on
transparency, trust, and time-criticality. To complement the interview results, Table
3 summarizes the corresponding literature-based findings using the same structure.
The purpose is to show where the literature aligns with, extends, or problematizes
the interview findings. While literature provides broader concepts and established
design principles (e.g., controlled salience, alarm philosophy, and hierarchical

information structure), it also highlights risks and limitations.

Table 3

Summary of Literature

Literature

Adaptive Ul

Safety Critical HMI

Cognitive Load

Complexity reduction:
adaptive systems are framed as
cognitive aids by presenting task-
relevant and demand-oriented
information.

Reduced “search-and-find” effort:
adaptivity is described as lowering
workload by minimizing navigation
and visual search for relevant data.

Generative/task-driven adaptation
can help in crises:
task-driven and LLM-enabled AUls
can dynamically configuring content
to match evolving tasks and
contexts.

Risks:
context retention problems can
create extra CL to verify, recover, or
re-establish context.

Shared control reduces:
mixed initiative/malleable
approaches emphasize a
collaborative distribution of control
so users can influence when/how
adaptation occurs.

Adaptation at different levels:
perception (how presented),
cognitive (what is shown), and
interaction (how users act).

Controlled salience:
grayscale-first displays with sparse
color for abnormal states aim to
limit distraction and reduce visual
clutter so critical changes stand out.

Clarity, consistency, prioritization as
controls:
safety-critical guidance emphasizes
predictable structure and
prioritization to support reliable
performance under CL.

Hierarchy of information depth:
multi-level display structures
(overview > unit > detail >

diagnostics) support navigating

complexity without presenting
everything at once.

Alarm management:
alarm rationalization and
prioritization are emphasized to
prevent alarm flooding, confusion,
and desensitization.

Workload/performance:
cognitive strain and performance
degradation are described as
relevant indicators for assessing
operator state.

21



Literature
Adaptive Ul Safety Critical HMI

Abnormal stands out:
calm baseline + salient abnormal
cues support quick detection of
deviations and critical events.

Situational Transparency:
Awareness adaptive variants improve
transparency, making workflows
more tangible by giving users control
over what information is visualized. Structured navigation:
hierarchical display levels support
moving between global system
understanding and detailed
troubleshooting based on situational
needs.

Context- and task-oriented
presentation:

AUlIs help operators perceive and
interpret system state by tailoring
content to task demands and

situation. Alarms:
alarms should have clear meaning
and required response, while
prioritization should ensure critical
alarms remain distinguishable during
disturbances.

Dynamic configuration:
generative/malleable AUlIs adapt
structure and content to user
intentions and environments.

Risks:
temporal discontinuity and
contextual mis-prioritization can
undermine correct understanding of
the situation over time.

Limits in novel situations:
safety-critical contexts highlight the
challenge that adaptive/Al-driven
behavior may not align with
operational needs in unanticipated

Mixed initiative: events, which can affect safe
collaborative control keeps the decision-making and SA if not
operators engaged in adaptation handled robustly.
decisions, supporting understanding
and trust.

Taken together, Tables 2 and 3 provide a consolidated view of how empirical and
literature-based findings relate to CL and SA in process-industry HMI work. Across
both sources, the most recurring themes concern (1) alarm loudness and alarm
philosophyas a dominant driver of workload and attention management, (2) the need
for predictable structure and controlled salience (e.g., stable layouts, limited visual
noise, clear highlighting of abnormal states) to support fast detection and
interpretation, and (3) the role of context and transparency in maintaining SA,
particularly when automation or adaptive support is introduced. A final cross-cutting
point is that both interviews and literature emphasize trade-offs: systems can reduce
operator effort by prioritizing and structuring information, but they can also
introduce new cognitive demands (e.g., monitoring an additional support layer or
dealing with context loss), making boundaries for user control and adaptation
behavior central to sustaining SA over time.
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5 Design Principles for Adaptive HMIs

The summarized findings led to six design principles that serve as a guide for how
adaptive HMIs should be designed to support operators in safety-critical process
industries, specifically the oil and gas domain. These six principles act as a guide to
minimizing CL while mentaining high SA:

(1) Preserve spatial stability and predictable structures: Adaptation of the
HMISs should occur within predefined interface regions, as operators rely on
stable spatial mappings to locate information efficiently. This means that
while adaptation can occur on screen and be dynamic, it still needs to be
predictable. Adaptive systems should not reorganize layouts or move
elements dynamically in an inconsistent manner; their behavior should
instead be predictable and learnable, so operators retain SA over processes,
do not lose trust, and retain mental models of DCS operation.

(2) Use controlled salience to guide attention: Adaptive HMIs should follow
established safety-critical design principles, reserving color and visual
intensity for deviations, alarms, or critical states. Adaptation should
emphasize, filter, or enlarge relevant information based on context, reducing
visual search without increasing clutter, when it identifies deviations or
errors. This behavior must be consistent, so the operator learns to recognize
an "Al suggestion" versus a system alarm, allowing them to retain control
over the adaptivity.

(3) Enhance alarm handling by providing contextual support: Alarm lists
and their locations should remain stable and predictable to enable rapid
recognition and response. Adaptivity should provide contextual information,
such as relationships between variables, relevant actions to resolve alarms,
and historical patterns, reducing the need for manual information search
during high-workload situations, fostering memory consolidation, and
lowering the threshold.

(4) Enable context-aware information retrieval and temporal continuity:
Adaptivity should be used to showcase and surface relevant information
across distributed sources, reducing the need for manual retrieval. Interfaces
should support understanding over time by highlighting process evolution,
including slow dynamics, delayed effects, and prior actions. Additionally,
having adaptive information should facilitate shift-handovers by
summarizing ongoing states, recent actions, and expected outcomes.

(5) Regulate adaptation based on time-criticality and context: Interface
adaptivity should adapt to time-critical situations to avoid additional
monitoring demands. In low-time-pressure contexts, adaptation can support
analysis and workload reduction, while in time-critical situations, it should
be minimized and information prioritized based on the event. Adaptive
systems should also account for system confidence; when uncertainty is high
or conditions are unfamiliar, adaptation should be reduced and clearly
communicated to assist operators and their workflows rather than introduce
uncertainty.

(6) Support transparent and controllable adaptation: Adaptive behavior
must be understandable to operators. The system should clearly communicate
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why information is highlighted, filtered, or suggested. Interfaces should
support mixed-initiative interaction, allowing both system-initiated
suggestions and user-driven requests, while always enabling operators to
override or ignore adaptive features.

5.1 Application of the Design Principles

As the design principles were created to define the system’s behavior and how it
should act, the following four figures illustrate how these principles can be put into
practice and demonstrated in a real operational context. It is important to note that
all designs are static mock-ups, rather than functional prototypes. The aim of these
figures is to showcase how dynamic and adaptive HMIs can behave when the
principles are applied. These four conceptual visualizations translate the theoretical
framework into a tangible, communicable form grounded in the context of the DCS
process of oil and water separation, providing a realistic, domain-specific setting for
exploring how GenAl-driven adaptivity could support operators in a process control
environment.

Figure 1

Baseline image of a static HMI

ALARM LIST
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Figure 1 serves as the baseline, depicting a static HMI showing the first of three
processes in an oil-and-water separation system, where no adaptivity occurs, the Al
assistant is turned off entirely, and the cognitive burden of interpreting, correlating,
and acting on information falls entirely on the operator. This baseline design serves
a deliberate purpose: to illustrate the contrast between a non-adaptive interface and
the adaptive elements in the other figures. All three conceptual designs in figures (2,
3, and 4) adhere to principle (1), spatial stability and predictable structures, ensuring
that operators can rely on a consistent spatial layout regardless of the adaptive
content displayed at any given moment. By constraining all adaptive behavior to
designated regions of the screen, the designs ensure the PG-map and all core process
information remain stable, visible, and accessible. This principle is clearly
demonstrated in Figure 2, where adaptivity is contained entirely within a dedicated
Al Assistant panel located in a consistent position on the screen. The dedicated area
serves as a door for interaction between the operator and the Al system. Since its
location never changes, the operator always knows where to fix their gaze on
adaptive information provided by GenAl. Within this panel, the system provides
suggestions, guides the operators in decision-making, and offers a high-level
overview of the current system state, aligning with principle (4): enable context-
aware information retrieval and temporal continuity. This principle emphasizes
surfacing relevant information proactively and reducing the need for the operator to
manually search across multiple data sources.

Figure 2

Design Principles (1), (2), and (4)

ALARM LIST
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Figure 2 also demonstrates the use of principle (2), use controlled salience to guide
attention, in combination with principle (1), showing how spatial stability and
controlled salience can work together to guide operator attention without creating
clutter or visual noise. By selectively highlighting process values with color, the
operator’s eye is drawn to those that have changed or may require attention, without
crowding the rest of the display. This is one way to deliberately and carefully use
visual emphasis, where color is not applied broadly but reserved for deviations and
points of interest, following the ISO-established conventions for safety-critical
design. Alongside this, a warning triangle appears dynamically on the seperation
tank within the PG-map to indicate an active or approaching alarm. This dynamic
element is itself an example of controlled adaptation; it is contextually placed,
spatially stable, and immediately interpretable to an operator who is familiar with
the interface.

Pressing the warning triangle causes a faceplate to emerge, as shown
in Figure 3. This faceplate demonstrates how adaptivity can be triggered by operator
action, reinforcing the principle that operators remain in control of what information
is surfaced and when, so as not to be overwhelmed by the system. The faceplate
appears within a predefined, spatially consistent space, in line with principle (1), and
its content updates dynamically based on the specific alarm or error that has been
triggered, which is the core expression of principle (3): enhance alarm handling
through contextual support. Rather than presenting the operator with a static list of
alarm codes, the faceplate provides contextual information tailored to the situation.
This could include related process variables, potential causes of the alarm, suggested
corrective actions drawn from standard operating procedures, and an indication of
the potential consequences if the alarm is left unaddressed. Adaptivity from this
perspective is therefore not arbitrary but purposeful, changing in direct response to
what the operator needs to know at that specific moment.

Figure 3

Design principles (1) and (3)

ALARM LIST
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The last two principles (5) and (6) are demonstrated in Figure 4, which shows a trend
chart of current BS&W levels alongside an Al-generated predictive trendline. While
the levels portrayed indicate a potential deviation in values, it is not yet at the point
of an immediate crisis and therefore affords the operator a window of time for
analysis rather than demanding an instant reflexive response. By keeping the
information appropriate to the situation and adapting it to action plans, behavior, and
predictive analysis, it is possible to illustrate the kind of context-sensitive regulation
that principle (5) describes: regulate adaptation based on time-criticality and
context. Rather than simply visualizing the current upward trend, using GenAl, it is
possible to perform and show complex analytical work on the operator’s behalf,
generating a predictive trendline that illustrates the expected outcome if the
recommended action is followed. This moves the interface from being merely
descriptive to being genuinely prescriptive, giving the operator not just a picture of
what is happening but a data-backed vision of what could happen next. This form of
“show-and-tell” in the different principles (4, 3, and 5) is what lies behind principle
(6), support transparent and controllable adaptation, in designing adaptive HMIs
that do not present their prediction as an authoritative fact but instead ground it
transparently in its own evidence. This is a fundamental requirement for building
operator trust in an Al system, as it transforms the Al from an opaque black box into
a transparent reasoning partner.

Figure 4

Design Principle (5) and (6)

ALARM LIST

Al ASSISTANT
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5.2 GenAl for Designing Adaptive HMIs

The six design principles for adaptive HMIs work hand in hand with GenAl
capabilities to ensure effective operation. Based on the literature and interview
findings, different implementations of GenAl can be used to implement these
principles. Firstly, preserving spatial stability while adapting information salience
relies on data-driven pattern recognition models that continuously assess process
variables based on rate of change, threshold deviations, and correlations with active
alarms (see section 2.2.1 and 4.2.2). These models can operate as background
processes that evaluate which information is critical at any given moment, allowing
the interface to adjust visual properties such as brightness, border thickness, or font
weight without reorganizing spatial structure. By combining data-driven evaluation
with rule-based constraints that enforce boundaries for color discipline and alarm
locality, the system can dynamically emphasize critical information while
maintaining a predictable structure that supports operators’ SA.

Secondly, supporting transparent and controllable adaptation requires
explainable mechanisms that make system reasoning visible to operators. LLMs are
particularly well-suited for generating natural-language explanations that reference
specific process data, historical patterns, and detected anomalies. To ensure these
explanations are grounded in validated information rather than hallucinated content,
RAGs can be employed. RAG grounds LLM responses in retrieved documentation
from controlled sources, enabling operators to trace suggestions back to their source
and verify their basis (Freire et al., 2025). When the system adjusts salience or filters
information, LLMs can produce contextual justifications grounded in observable
system states and presented in language that operators can interpret. LLMs also
enable mixed-initiative interaction, where operators can pose conversational queries,
and the model interprets these requests, retrieves relevant information, and generates
appropriate responses.

As mentioned in section 2.2.1, ML techniques trained on historical
alarm logs, process data, and operator action that can be used to identify recurring
alarm patterns, correlations between process variables, and similarities to past
events. When an alarm triggers, these models query historical databases to retrieve
similar occurrences and extract relevant contextual information. Additionally,
continuous background monitoring using anomaly detection algorithms can identify
weak signals such as slow drifts or subtle correlations before they trigger formal
alarms, addressing the interview findings about hidden alarms that are missed due to
crowded displays and sustained attention demands.

By enabling context-aware information retrieval and temporal
continuity, it is possible to address the challenge of distributed knowledge and slow
process dynamics described in the interviews. RAG is particularly suited for this
purpose, as it can integrate information from multiple sources such as DCS histories,
maintenance databases, and operator logs, and synthesize this distributed knowledge
into coherent presentations. This can reduce the navigation burden that increases CL
during critical moments. At shift change, the system can automatically generate
handover summaries that make prior actions, ongoing processes with expected
outcomes, and developing system states visible to operators.

Effective implementation of these design principles may require
integrating multiple GenAl approaches rather than relying on a single technique (see
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section 2.2.1 and 4.2.2). Data-driven pattern recognition and anomaly detection
provide continuous assessment of process states, while ML on historical data enables
pattern recognition and correlation analysis. On the other hand, LLMs generate
natural language explanations, process conversational queries, and synthesize
distributed information. Meanwhile, rule-based constraints enforce safety-critical
boundaries, and uncertainty estimation regulates when adaptation is appropriate.
This layered architecture allows each GenAl component to contribute its strengths
while compensating for limitations, creating adaptive HMIs that reduce CL and
enhance SA while maintaining the safety-critical constraints essential to process
control environments.

5.3 Evaluation of Design Principles

All six participants were briefly introduced to the topic of adaptive HMIs before
being asked to choose one or more of the three design principles presented. Four
participants chose design principle three, enhance alarm handling through
contextual support, while the remaining two combined and designed based on all
three principles. When analyzing the workshop’s outcomes, two distinct themes
emerge: Understanding and Designing, and Understanding Adaptivity. It is
important to note that the design principles were not deliberately explained before
the design process began, to avoid influencing participants’ perceptions of them.

5.3.1 Understanding and Designing

All designers were presented with the same reference image depicting the first stage
of an oil-water separation process. Given that only ten minutes were allocated to both
understanding the principles and producing a design, several noted that the time was
limited, making it difficult to fully immerse themselves in the task and the principles.
This constraint may also have been compounded by the unfamiliarity of both the
process domain (oil and gas) and the DCS from which they were asked to design,
phase one of three in the water and oil separation process. Despite this and the shared
starting point, all six resulting designs were distinct from one another, even among
those working from the same principle. While alarm handling was a consistent
feature across all designs, the visual presentation and the application of adaptivity
varied considerably. This shows that although the principles are clearly understood,
they are also open to interpretation, affording designers flexibility in their
application. A recurring observation, however, was that many participants
incorporated manual interaction elements, such as buttons, switches, and press
actions, to retrieve information. This may reflect prior experience with non-adaptive
HMIs in process industries, or a design preference for retaining some degree of
operator control over the interface.

After designing, they were asked to present their designs and describe their
thought process, and all six found the three principles clear and comprehensible. One
who selected principle (3), enhance alarm handling through contextual support,
described it as "clearly formulated and quite concise," and this view was consistently
shared among the four who chose it, characterizing it as clear, concise, and easy to
comprehend. The two participants who incorporated all three principles
acknowledged that time constraints limited the depth of engagement, but also shared
the consensus that the principles remained easy to follow and design from. Beyond
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general comprehension, the designers also reflected on the principles’ content. One
noted that principle (3) prompted a shift in perspective, particularly regarding the
distinction between stable and adaptive interface elements. At the same time, this
designer viewed the principle as largely consistent with current design practice.
Meanwhile, another participant noted that the three principals were closely related,
suggesting they functioned in complementary rather than independent ways. A third
approached the task as an opportunity to contextualize the principle and explore how
it could be operationalized to support operators in practice.

5.3.2 Understanding of Adaptivity

For many designers, adaptivity was a relatively unfamiliar design concept,
particularly when considered as a design medium in an industrial context. Some
found it cognitively demanding to reason from an adaptive perspective, given limited
prior exposure to this subject when designing PG-maps, and one pointed out that
working with adaptivity "requires more thinking of design and understanding of the
concept to make a good adaptation." In contrast, another participant found the
concept more intuitive, describing it as "easy to think of adaptivity as a background
to a design; it is quite straightforward."

When asked whether incorporating Gen Al into the design process
introduced additional complexity, one participant reflected that Al is inherently
interactive and dynamic, continuously processing data and generating output. This
dynamic nature was perceived as making it difficult to clearly define the boundaries
and uniqueness of the individual design principles, as understanding their
implications alongside GenAl required time and careful reading, despite the
principles themselves being clearly stated. Building on this, another designer
proposed a distinction between two levels of adaptivity: content- and presentation
layout-level adaptation (Wang et al., 2024). Content-level adaptivity: Al that
retrieves information or operates as a chatbot, responding to real-time data and user
input, was characterized as a reactive, already established form of adaptation.
Presentation layout adaptivity, by contrast, refers to the ability of generative Al to
dynamically integrate both informational content and visual presentation, which the
participant identified as a more advanced capability and a meaningful evolution
beyond the static interfaces prevalent today.

Further reflection on the principles led one designer to raise the
distinction between descriptive and prescriptive design in adaptive HMIs. They
argued that while describing the current state of a system reflects standard practice,
the more significant and challenging goal is to be prescriptive, conveying not only
what is occurring but also the meaning, consequences, and implications of a situation
to the operator. A related concern was raised by another designer, who questioned
how operators can be assured that the information and action plans generated by an
Al in an adaptive HMI accurately and reliably reflect the system state, and that these
outputs have not been compromised by biases or degraded over time. This reflection
raises broader questions about how the design principles can address issues of
transparency and trustworthiness in the context of adaptive HMIs while still enabling
automation.
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6 Discussion

This study aimed to create design principles for how GenAl can be used in adaptive
HMIs, with a particular focus on supporting operators’ SA while reducing their CL.
By creating a knowledge base on how GenAl can support operators, this thesis
provides valuable insight into how it can be used to create adaptive HMIs in safety-
critical environments that support operators in cognitive-demanding tasks. Although
the principles were neither implemented in a fully developed adaptive HMI nor
evaluated in a real operational setting, they still provide understanding and new
insight into this emerging field. This contribution is relevant considering the
increasing need for human-Al collaboration in Industry 5.0, where operators still
need to monitor, interpret, and adjust the DCS to ensure stable process performance
(Angulo et al., 2022). Industry 5.0 opens opportunities for AUIs to assist operators
with their workload (Hamdani & Chihi, 2025) and to function as a CA for them
(Freire et al., 2025). Understanding not only whether Al can support operators, but
also how such support should be designed, becomes crucial as HMIs increasingly
mediate the relationship between operators and complex industrial processes,
particularly in the oil and gas domain.

The analysis of the interviews revealed that operators continuously
monitor various DCS processes and manage alarms when deviations occur. All six
principles were therefore designed with the same fundamental goal: maintaining
operators’ SA at a high level while lowering their CL, addressing the core tension
behind AUIs and adaptive HMIs when introducing Al. The benefit of adaptive HMIs
in the oil and gas domain is to create context-aware systems that use ambient
intelligence to avoid information overload, instead personalizing and adapting the
information to the given context (Fischer, 2012). Importantly, the use of GenAl is
intended to yield information tailored to the situation and process state, rather than
overloading operators or adapting solely to individual operator preferences. This
distinction is essential in safety-critical environments where consistency and
predictability across different operators and shifts must be maintained. By surfacing
relevant information (e.g., system state, alarms, and values) operators can better
understand why fluctuations in the system or alarms might occur, leading to
increased SA (Endsley, 1995; Lundberg, 2015) and reduced CL (Khan & Suhluli,
2025). However, there is always the risk that adaptive support removes too much
interpretive work from the operator, potentially reducing engagement, critical
thinking, and readiness to intervene rather than improving them (Khan & Suhluli,
2025; Jiang et al., 2022). This creates an important design trade-off that runs through
all six principles. On one hand, GenAl may reduce mental effort by compiling
relevant information, supporting information-intensive tasks, and providing real-
time assistance (Khan & Suhluli, 2025; Kalyuga & Sweller, 2005). On the other
hand, AI may also increase cognitive fatigue, reduce motivation, and negatively
affect critical thinking if operators become overly dependent on its support (Khan &
Suhluli, 2025). The principles, therefore, seek to balance providing helpful support
with maintaining operator engagement and critical oversight.

All six principles aim to address this balance by focusing on how
GenAl and adaptive HMIs can aid operators. Principles (1) and (2) establish the
foundation by preserving spatial stability and using controlled salience, ensuring that
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adaptation occurs within predictable structures rather than disrupting operators’
established mental models of the interface. This directly responds to operators’
concern that changing learned spatial layouts would increase rather than decrease
CL, as expressed in the interviews, where operators emphasized that they learn where
everything is on the screen and that changing this trained overview would slow down
error searching. On the other hand, principles (3) and (4) focus on reducing cognitive
work by providing contextual support for alarm handling and enabling context-aware
information retrieval. These two principles address the substantial workload
operators described around alarm management and the need to manually search for
relevant information, such as trends, relationships between variables, and previous
successful solutions to recurring problems. By surfacing this information
contextually, GenAl can reduce the time and mental effort required to compile
relevant context during high-workload situations. Lastly, principles (5) and (6)
regulate how and when adaptation occurs, ensuring that adaptivity is reduced in time-
critical situations when additional monitoring demands would be counterproductive,
while maintaining transparency and operator control throughout.

The workshop evaluated three of the six principles, indicating they may
serve as a basis for design, though this limited scope means the full principle set
remains untested. In particular, principle (3), enhance alarm handling through
contextual support, was perceived as relatively easy to understand and design from.
This may stem from the principle itself being clear and concrete, alarm handling
being a familiar concept, or a combination of both. The preference for this principle
aligns with what operators emphasized in interviews: alarm management is a central
and continuous part of their workflow, making contextual support in this area
immediately relevant and valuable. However, since four of the six participants
primarily used principle (3), the findings provide limited insight into how well the
full set of principles works in practice. Of the remaining principles, only two (1 and
2) were tested to a smaller extent, while three were left unexplored due to time
constraints. The focus on principle (3) likely reflects the fact that alarm management
is already an established part of HMI design, while adaptivity as a design material
remains less familiar, or it stems from it being more actionable than the other two.
This pattern makes it challenging to evaluate how clear and consistent the principles
are in themselves, separate from designers’ existing familiarity with certain problem
domains. When faced with the novelty of designing adaptive behavior, designers
appeared to gravitate toward what they already knew how to work with, suggesting
a design fixation (Jansson & Smith, 1991; Viswanathan et al., 2016). Since the
workshop was time-limited and introduced a new design theme, it remains difficult
to determine whether this concentration reflects limitations in the principles’
usability or whether a longer, more iterative design process would have enabled
participants to engage more fully with the principles (Partl & Hussein, 2024). The
findings should therefore be understood as a first indication of relevance rather than
a validation of the full principle set, suggesting that future work should provide
designers with more time and support when exploring less familiar aspects of
adaptive interface design.

The need for operators to retain SA of the HMI itself, not just of the
underlying process, shapes how adaptation should be designed. Although adaptivity
may reduce information search and thereby lower CL, maintaining SA in safety-
critical enviorments is itself cognitively demanding (Kaempf et al., 1993). Operators
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must therefore not only understand the current process state but also track what the
interface is showing them and why, particularly when that presentation changes
based on context. In safety-critical environments, this creates a significant design
tension: too little adaptivity may leave operators with unnecessary manual visual
search and interpretation work, forcing them to navigate complex information
structures to find what they need (Ahn & Brusilovsky, 2013; van Nooijen et al.,
2024). Too much adaptivity, however, risks disrupting stable mental models and
increasing uncertainty about what information is available and where to find it (Jiang
et al., 2022; Shneiderman, 1993). For this reason, the principles emphasize bounded
adaptation rather than unrestricted interface change. This approach recognizes that
operators build mental models not only of the process but also of the interface and
interaction itself, and that unpredictable interface changes can disrupt these models
even when intended to be helpful. For this reason, the principles emphasize bound
adaptation rather than unrestricted interface change.

By focusing on creating UCD that allows for human oversight,
particularly when errors are costly or when system behavior is difficult to anticipate,
the principles align with the core foundations of Human-Centered AI (HCAI):
reliable, safe, and trustworthy systems (Shneiderman, 2022). Shneiderman (2022)
emphasizes that the goal of HCAI is to enhance, augment, and amplify operators’
performance, and it can only be achieved if operators maintain accurate SA of both
the operational reality and the Al system itself. When SA is lacking or deviates from
the actual state of human-Al interaction, the potential of HCAI to support
performance is severely impaired. Therefore, rather than maximizing adaptation to
reduce the operator’s workload at all costs, the principles aim to regulate adaptation
so that the operator remains able to understand, anticipate, and, if needed, override
the system’s behavior. Understanding the reasons behind all six principles helps
explain how they connect with adaptability’s three components: afferential,
inferential, and efferential (Oppermann, 1994). The principles place particular
emphasis on the inferential layer, where decisions about what to adapt and how are
made. While adaptivity is displayed in the efferential layer, the design of the
inferential layer shapes the degree of autonomy the system has relative to the control
retained by the operator. The design behind the inferential layer can be further
understood through Villani et al.’s (2019) three levels of adaptation: perceptual,
cognitive, and interaction, where the design principles primarily operate at the
perceptual and cognitive levels, adapting presentation and prioritization of
information while preserving spatial consistency and operator control. For this
reason, the principles advocate a mixed-initiative approach (Allen et al., 1999) in
which the operator and the HMI both contribute to adaptive decisions, rather than
the system taking full control of information presentation. This interplay is
operationalized primarily at levels one and two of LOA (Lavie & Meyer, 2010). At
level one, the interface adapts what is displayed on screen, but operators can turn
adaptivity on or off based on their preferences and the situation. At level two, the
system provides suggestions and contextual information, but all final decisions about
how to interpret this information and what actions to take remain firmly under the
operator’s authority. This ensures that adaptation serves as a support tool rather than
replacing operator judgment and decision-making.

The emphasis on constrained, transparent adaptation becomes
especially important when LLMs are introduced as a mechanism for powering
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adaptive support. LLMs offer strong potential for contextual assistance and flexible
information retrieval (Cao et al., 2025), capabilities that could be valuable in
supporting operators as they navigate complex process situations. Their ability to
synthesize information from multiple sources and provide contextually relevant
explanations aligns with the needs identified in safety-critical HMI design: hierarchy
of information depth, abnormal standouts, workload, controlled salience, and
adherence to ISO standards (ISO, 2020a) for design. However, while task-driven and
generative capabilities allow interfaces to be dynamically configured based on
evolving conditions (Cao et al., 2025), they face challenges that rule-based systems
avoid through predefined logic (Abrahdo et al., 2021). Rule-based systems, though
limited in flexibility, provide predictable behavior that operators can learn and
anticipate, a characteristic that aligns well with the identified operators’ need for
static interfaces and for information to retain its place. In contrast, LLMs face
significant challenges in safety-critical environments beyond their well-documented
tendency to hallucinate (Freire et al., 2025). Contextual retention problems,
including misprioritization and temporal discontinuity, can cause LLMs to lose or
misprioritize information over longer interactions (Krishnan, 2025; Veseli et al.,
2025; Liu et al., 2024). In process industries where operators need to track slow-
moving dynamics and correlate events across shifts, such limitations could
undermine the very temporal continuity that principle (4) aims to support. If
operators are expected to rely on GenAl-based support when diagnosing issues,
interpreting alarms, or deciding on corrective action, the system must be perceived
as trustworthy, and its outputs must be verifiable. Hallucinated, weakly grounded, or
overly confident responses risk undermining this trust and may introduce new safety
concerns rather than reducing CL (Shneiderman, 2022; Freire et al., 2025). In an
environment where incorrect information can lead to serious consequences,
operators must be able to trust that the information provided by adaptive systems is
accurate and well-founded, or at minimum be able to easily verify its basis.

RAG-based approaches offer a way to address these challenges while
preserving the benefits GenAl can provide for SA and CL. By grounding LLM
responses in retrieved documentation from controlled containers of standard
operating procedures, equipment specifications, and prior issue reports (Freire et al.,
2025). This creates traceability that RAG provides, allowing operators to see not just
what the system suggests but also where that suggestion comes from, and addressing
the trust concern operators raised about Al being "uncertain" or producing unreliable
outputs. When operators can trace a system suggestion back to a specific procedure
or documented case, they are better positioned to evaluate its relevance and reliability
in the current context (Freire et al., 2025; Shneiderman, 2022). This transparency
maintains human oversight, which is essential in safety-critical environments, while
providing operators with better-grounded information support that reduces the CL of
information compilation without removing their interpretive authority.

6.1 Limitations

While this thesis focused on developing design principles for the utilization of GenAl
in adaptive HMIs, several limitations should be acknowledged. First, the study did
not include user testing with real operators in the oil and gas industry, or in any other
process industry. As a result, the findings remain more theoretically grounded and
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cannot fully account for how operators would perceive, interpret, or respond to such
adaptive behavior in real-world situations. Additionally, the thesis focused on
demonstrating their perceived use rather than on developing and evaluating a
functioning prototype. Although this made it possible to explore design ideas at an
early stage, it also meant the principles were not tested against actual system
behavior. Furthermore, as only three principles were evaluated, and one was
predominantly chosen, it is not possible to draw any conclusions about how the
remaining three are to be designed from or received. Also, in practice, GenAl-driven
adaptivity may behave differently than expected during conceptual design, especially
since LLM-based systems can produce variable outputs depending on context,
prompt design, and available data. Without an implemented prototype, it was
therefore not possible to evaluate how well the principles hold up when translated
into real interaction, nor how they influence the balance between adaptivity,
predictability, operator control, and trust.

Lastly, this thesis could not assess the long-term effects of adaptive behavior
on operator performance, CL, or SA. Since the principles were neither tested nor
examined over time, it remains unclear how operators would learn, appreciate, and
behave with such systems in repeated use. This is particularly important in safety-
critical environments, where trust, predictability, and stable mental models are
developed gradually rather than in a single interaction. Finally, because the thesis
focused on design principle development rather than technical implementation, it
does not fully address the practical constraints involved in deploying GenAl in
industrial environments. Issues such as data quality, system integration, model
reliability, governance, and validation of Al-generated output were therefore outside
the scope of the thesis. These factors are likely to have a major influence on whether
the proposed principles can be realized safely and effectively in practice.

6.2 Further Work

To comprehensively evaluate the design principles developed in this thesis, they
need to be implemented in functional prototypes and tested in real operational
settings over extended periods. While the workshop evaluation provided an initial
indication that the principles can serve as a foundation for design work, particularly
in familiar domains like alarm handling, the limited time frame and focus on
conceptual design leave several important questions unanswered. Future work
should address both the design applicability and technical implementation of these
principles.

From a design perspective, the principles need to be tested with
operators in realistic scenarios that reflect the complexity and time pressure of actual
control room work. The workshop revealed that designing adaptive behavior beyond
established HMI conventions remains challenging, suggesting that designers would
benefit from more time and iterative exploration when working with less familiar
principles. Future evaluations should therefore provide opportunities for designers
to engage with the complete principle set, not just those aligned with existing
knowledge domains. Additionally, operator testing is essential to understand how the
principles affect SA and CL in practice. Such testing should examine how operators
experience bounded adaptation over time, whether they develop trust in GenAl-
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powered contextual support, and how mixed-initiative interaction functions during
both routine monitoring and high-workload alarm situations.

From a technical perspective, a functional backend system needs to be developed
to demonstrate how GenAl can be programmed to adhere to these principles while
maintaining the reliability and transparency required in safety-critical environments.
This includes implementing RAG-based approaches that ground GenAl responses in
validated documentation, addressing context retention challenges that could
undermine temporal continuity, and developing mechanisms that enable operators to
trace system suggestions back to their sources. The system should also operationalize
the different levels of adaptation described in the principles, ensuring that adaptivity
remains constrained and predictable while still providing meaningful support. Future
work should explore how such systems can be integrated with existing DCS
platforms and safety-critical HMI design standards, ensuring that GenAl-powered
adaptive support complements rather than conflicts with established design
guidelines and operator workflows.

7 Conclusion

In conclusion, this thesis found that adaptive HMIs for safety-critical environments
must balance cognitive support with predictability and operator control to effectively
enhance situational awareness while minimizing cognitive load. Through interviews
and a literature review, six design principles were developed that emphasize
constrained adaptation rather than fully dynamic interface behavior, aligning with
the core foundations of human-centered Al: reliable, safe, and trustworthy systems.
These principles focus on how GenAl can support operators by contextualizing
information, surfacing relevant historical patterns, and reducing manual search
efforts, while ensuring that human oversight and decision-making authority remain
central. By prioritizing mixed-initiative interaction and transparent adaptation, the
principles demonstrate that GenAl-powered adaptive support should serve as a tool
that complements rather than replaces operator judgment. However, the evaluation
revealed that while principles for familiar domains such as alarm handling were
readily applied, designing adaptive behavior beyond established HMI conventions
remains challenging, suggesting that future work should focus on iterative
development and real-world testing to fully realize human-centered adaptive support
in safety-critical industrial environments.
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9 Appendix

9.1 Interview Questions

Background:
e (Can you describe your role and what types of DCS projects you work on?
e What does your typical design process look like, going from requirements to final
interface?
e Who are the main users you design for? (operators, engineers, maintenance?)
Workflow:
e Do you know how do operators usually interact with the DCS during normal
operations, or how they wish they could interact with it?
e Are there any specific parts of the interface that the users rely more on or consider
critical for either safety or their ability to perform their work?
e What information does operators say is most important to have visible at all times?

¢ Do you know if interfaces are usually kept the same across operators, shifts, or sites?
Why or why not?
e What standards or guidelines do you follow when designing HMIs interfaces for
DCS?
e What are the obstacles with designing HMIs for DCS?
e How do you balance consistency/standardization with site-specific needs?
Adaptivity:
e In today’s interfaces when working with DCS processes, how much flexibility do
operators usually have to change or configure the interface?
e Do operators prefer having more control over the interface, or do they prefer it to
stay consistent?
¢ Have you seen cases where interface changes caused confusion or errors?
Reliance:
e How much do operators rely on automated recommendations or alarms?
e Have you observed situations where operators over-trust or under-trust the system?
Future:
e What do you see as the current advantages and/or limitations with today’s maybe
more static HMIs?
e What concerns do you think operators would have if the interface started adapting
automatically based on context and required less human input?
Additional ones:
e Ifyou could change one thing about current DCS interfaces, what would it be?
e Is there anything you think researchers often misunderstand about industrial HMI
design?
o Is there something you think is especially important to consider in safety-critical
systems?
o Is there anything else you think I should know or consider for my research?

Note: How these questions were asked depended on the participant being interviewed.
Operators were asked directly about their personal opinions and work processes, whereas
other professionals were asked about their experiences with operators and within their
specific fields. Additionally, not all questions were asked to all participants, as time
constraints limited some interviews and some questions had already been answered before
they were asked.
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