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Moritz Sprenger & Divyam Sood

Department of Computer Science and Engineering
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Abstract

This Master’s thesis explores the application of Large Language Models (LLMs) for
automating the process of ensuring requirement compliance in automotive software
integration testing. As the automotive industry increasingly incorporates intelligent
technologies, the complexity of testing for safety and functionality has grown, making
traditional manual compliance methods time-consuming and prone to errors. This
study aims at addressing these challenges by leveraging the capabilities of LLMs
to interpret and verify the compliance of test scripts with given natural language
requirements. The research follows a structured approach, starting with thoroughly
examining the current landscape in software development, testing practices, and
the specific challenges faced in the automotive sector. It then delves into the
theoretical underpinnings of LLMs, their application in software engineering tasks,
and the potential for automating compliance checks. Through a methodical process
involving dataset construction, perturbation, and evaluation, this study assesses the
performance of different LLM-based approaches to requirement compliance.

The results indicate that the available open-source models are not yet suited to fully
solve a domain-specific task requiring strong reasoning over long contexts. However,
they can potentially be employed as assistants, helping developers by providing
initial compliance suggestions. Additionally, the results show that these systems
are generally sensitive to small changes in the prompt and show different behavior
for distinct input perturbations. In contrast to the literature, our experiments
do not show improvements when using in-context learning or including external
knowledge, stressing that these techniques are not always beneficial in specific
domains. Further experiments with synthetic data reveal that the length of the
test scripts is an influential factor for the system performance as the performance
degrades considerably, even for extremely simplified test sequences and requirements,
when noise in form of unrelated test code is introduced. Building on the prompting
techniques, more agent-like LLM-based systems, that produce a compliance decision
in multiple steps, are explored. The results for the agent systems do generally
not improve upon the simpler prompting techniques and, although showing some
promising research avenues, suffer from accumulating errors in the intermediate steps.

Keywords: Automotive Software Testing, Requirement Compliance, Large Language
Models (LLMs), Perturbations, Natural Language Processing (NLP), Automotive
Safety Standards, Generative Al, Classification, Deep Learning.
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Introduction

1.1 Motivation

Within the domain of automotive engineering, testing plays a vital role in ensuring the
integrity, safety, and performance of vehicles. The automotive domain, characterized
by complex systems, evolving technologies, and safety requirements, necessitates
comprehensive testing procedures to enable optimal functionality [1].

The trajectory of automotive development witnesses a fundamental shift towards
intelligent technologies, advanced driver-assistance systems, and the emergence of
autonomous vehicles. Consequently, the complexity of testing has increased consider-
ably. Validation of individual functions and integration of these functions into the
vehicle architecture becomes essential to ensure a safe and functional system [1].
Moreover, the consequences of inadequate testing within the automotive sector ex-
tend beyond functional deficits. They encompass potential safety hazards, economic
implications, and decrease in consumer trust; this is further underscored by guidelines
like ISO 26262 [2] and Automotive SPICE [3] requiring rigorous testing processes.
System failures or oversights in identifying flaws can result in substantial recalls,
negatively impacting brand reputation and posing risks to drivers, passengers, and
road users.

When developing new features, parts, or capabilities in automotive engineering, their
correct and safe functionality has to be ensured. This can mean that engineers
formulate functional requirements on a Controller Area Network (CAN) bus signal
processing level in natural language. Software-based tests must meet these require-
ments to ensure correct functionality. Since the number of tests is enormous, the
test responsible and requirement author are usually different persons, and the test
scripts cover a collection of different scenarios, determining if existing tests cover
the requirements is time-consuming and expensive. This determination is necessary
to decide whether additional tests are needed to cover the requirement and ensure
system functionality.

Large language models (LLMs) have shown impressive performance in language
understanding and generation tasks, in general [4]. Additionally, they have been
successfully applied to software engineering tasks such as code generation [5]. We
aim to use an LLM to decide if a requirement formulated in natural language is
covered by existing test code.
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1.2 Related Work

The proposed project is on the intersection between requirements engineering, soft-
ware testing, and natural language processing (NLP).

The literature on requirement engineering is characterized by the trade-off between
the accessibility of natural language requirements and the ease-of-use of structured
representations of requirements [6]. Natural language requirements make it easy
for non-technical users, designers, and engineers to formulate requirements quickly;
however, due to the ambiguous and context-sensitive nature of natural language,
they are challenging to use in downstream tasks [7]. Some earlier works manually
translated requirements from natural language to formal language and used these to
automatically determine the requirement coverage of test code [8]. Other works try
to parse natural language requirements and iteratively refine them to generate formal
representations that can be used in downstream tasks; however, manual intervention
was still required in this process [6].

In recent years, model-based software engineering has decreased the manual labor of
deriving test cases from textual requirements. Here, requirements are formulated
directly or translated to a systems modeling language supported by graphical tools,
and the resulting model can be used to generate test cases or perform other analysis
tasks [7]. Some works in test suite reduction, where the goal is to reduce the size
of the test code, also consider requirement coverage as an optimization criterion.
Marchetto et al. [9] establish a connection between textual requirements and code
artifacts using lexical similarity techniques. However, in their approach, they have
access to the application, test codes, and use structures in object-oriented program-
ming languages.

The difficulty in processing natural language is a common denominator in all the
described approaches. In recent years, LLMs have transformed the natural language
processing (NLP) field, achieving state-of-the-art results on multiple benchmarks and
tasks like machine translation, text summarization, and question answering [4]. They
have also gained public attention as conversational agents, with ChatGPT [10] being
the most famous example. In addition to processing natural language, a growing
research field is applying LLMs to software engineering tasks, such as code generation
and code completion [5]. These models are either based on existing LLMs and
fine-tuned on code repositories or include code repositories in their initial training
phase. A majority of these works make use of closed-source very large LLMs such as
GPT-4 [11], but some authors show that smaller open-source models, such as Code
Llama [12] can also be effective at programming tasks.

Many of these models have also been applied to software testing. In software testing,
the most common uses of LLMs are test generation, test oracle generation, where the
desired output is generated for a test, or test input generation [13]. However, code
is mainly used as the model input for these tasks. An example that uses natural
language inputs is the work from Fakhoury et al. [14]. They explore the usage of
natural language issue descriptions to fix bugs in source code.

Another work by Fischbach et al. proposes a tool called CiRA (Causality detection
in Requirement Artifacts) [15], automatically extracting the causal relationships

2
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from natural language requirements, which will solve two problems: the manual
labor required by practitioners to extract these relations in order to determine the
combinations of cause and effect that need to be covered by test cases. The second is
automatic dependency detection between requirements. As modern systems become
more complex, the requirements and their relations constantly increase. Practitioners
need to keep an overview of the relationships between the requirements. This may
lead to undetected redundancies and inconsistencies within the requirements and,
consequently, to faults in the system design [7]. An automatic causality extraction
from requirements can help compare semantics by analyzing the different embedded
causal relations. As a result, relations between requirements can be identified
automatically (e.g., contradictory and redundant requirements).

Although there exists much work regarding the application of LLMs to testing, most
of the literature is focused on generating or altering code, and there is a lack of work
regarding early testing life-cycle processes like test requirements or the analysis of
existing code going further than creating comments or natural language explana-
tions [13]. An example of work in code analysis is Tufano et al. [16], who predict the
code coverage of test cases given both the test code and the application code.

To the best of our knowledge, no prior work has explored the compliance of natural
language requirements within the existing test code, given the textual requirements
formulated in natural language using an LLM. However, this is a specific use case of
applying LLMs to software engineering tasks that benefit from insights gained with
similar outlined problems.

1.3 Problem definition

The problem can generally be described as determining if an existing test case code
complies with a requirement given in natural language. Here, we define that a test
covers/is in compliance with a requirement when the test script tests the necessary
system functionality to ensure that the tested system fulfils the requirement. In this
project, the requirements refer to signals sent over the vehicle’s CAN bus, which
encode the state of vehicle components and functions. The requirement usually
states the desired behaviour, dependent on the component’s state or changes in state.
The following statement shows an example of such a requirement:

If Signalname goes missing, then the previous valid value (Active or
Deactive) shall be assumed. If no previous value exists, then the value
Deactive shall be assumed.

Given this formulated requirement and a collection of test scripts, the task is to
automatically decide if the requirement is covered by a test included in the test scripts.

In this work, the decision is solely based on the text representation of the tests and
requirements, and no access to the application code, tested system or execution
environment is available. This restricts the available information and feedback for the
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system, making the problem more challenging to solve. However, a solely text-based
decision represents a fast and resource-efficient approach since executing test cases
takes additional time and can also require a specific execution environment, which
can be expensive to provide since it needs to model the tested system.

1.4 Research question

The overarching goal of this project is to investigate the application of Large Language
Models (LLMs) in determining the compliance of a set of test scripts with natural
language requirements in the automotive domain. The primary focus is exploring
methods that leverage LLMs without access to the application code. The primary
research question guiding this exploration is the following.

How can LLMs be used to determine if a test script complies with a
requirement given in natural language?

Since the proposed question is rather broad, we will split it up into 2 distinct
subquestions:

1. How can the performance of an LLM-based system in the context of requirement
compliance be evaluated regarding performance and model understanding?

2. How do different LLM-based approaches perform according to objectives deter-
mined in (1)?

Understanding the performance of models is essential for assessing their usefulness
in achieving the task. Additionally, investigating possible limitations is essential in
developing an understanding of model behavior and can be a requirement for the
adoption of the model by users and other stakeholders. Thus, subquestion (1) seeks
to identify and implement a suitable evaluation scheme that considers the model’s
performance and gives further insights into the limitations of the model.

To comprehensively address (2), the project will explore various LLM-based ap-
proaches and evaluate their effectiveness using the evaluation scheme identified in

(1).



2

Background

2.1 Software Development & Testing

Software testing refers to verifying whether the software meets the technical require-
ments as guided by its design and development [17]. It involves efficient and effective
testing that checks whether the software meets user requirements by handling all
exceptional and edge cases. Software testing aims to identify errors, gaps, or anything
missing in the system compared to the actual requirements. Testing is an integral
part of the Software Development Life Cycle (SDLC), a systematic approach for
creating and deploying any software [18]. The SDLC includes a series of steps:
ideation, project initiation, requirement gathering analysis, design, implementation,
development, testing, deployment, and maintenance. Although these steps are not
strictly sequential, different levels of iterations occur between them [19].

2.1.1 Ideation

The ideation phase includes analyzing and brainstorming various ideas to find a
solution to a specific problem. These ideas may originate from users who articulate
their challenges or stakeholders and developers who seek solutions to existing problems
or aim to develop a new product.

2.1.2 Requirement Gathering Analysis

This phase involves communication among various stakeholders and the accumulation
and documentation of requirements from both the design and end-user perspectives
[20]. Requirements are broadly categorized into two parts: functional and non-
functional requirements [21]. Functional requirements describe what the software and
associated features should do, focusing more on user requirements. Non-functional
requirements describe how the software should work, define the corresponding prop-
erties, and focus more on user expectations. While they are desirable, non-functional
requirements are not mandatory.

After gathering the above, the software requirement specification (SRS) document
[22] is obtained, which is critical for the next steps.
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2.1.3 Design

This phase uses the SRS document produced in the previous step as input. It involves
identifying the testing techniques, test scenarios, test cases, test data, and expected
test results. At the end of this stage, the testing team should have an outlook of the
test cases needed to provide appropriate coverage for the software.

2.1.4 Implementation

After completing the design phase, developers write test cases planned for the design
phase. This phase aims to take the low-level design created from the previous phase
and convert it into the programming language of choice. At the end of this stage,
the testing team should have a set of comprehensive and accurate test cases that
provide adequate coverage of the software or application.

2.2 Requirement engineering

Requirement Engineering is a systematic and disciplined approach to discovering,
documenting, and maintaining the requirements of a software system [23]. It is a
critical process that aims to ensure that the system meets the needs of its stakeholders.
The process involves various activities such as requirements elicitation, analysis,
validation, and management.

The first step in requirement engineering is to gather the requirements from stake-
holders. Stakeholders can be end-users, customers, managers, developers, or any
other party involved in the development and implementation of the system. The
gathered requirements are then analyzed to ensure they are complete, consistent,
and unambiguous [24]. This involves identifying any conflicts or ambiguities in
the requirements and resolving them. Once the requirements are analyzed, they
are validated to ensure they are accurate, feasible, and achievable. This involves
confirming that the requirements meet all stakeholders’ needs and comply with
relevant regulations or standards. During the development process, the requirements
are managed to ensure that changes to the requirements are tracked and controlled.
This helps to ensure that the system is developed in a controlled and organized
manner. Since this process of generating requirements is iterative and oscillates
between the development and the testing phase [25], there are many people involved
in the process, such as the customer, the sponsor, the users with different areas of
expertise, the development and the testing team and those responsible for system
architecture. This can result in the requirements being written in text form, making
them relatively informal—the ambiguity and diversity of human language causing
this informal nature.

In order to handle the growing complexity and variability of software systems,
model-based design, and testing methods have been developed [26]. Especially
for safety-critical systems such as those in the automotive, railway, and aerospace
domains, extensive testing based on the requirements is necessary. However, the
manual creation of requirements models from natural language requirements is time-
consuming, error-prone, and requires extensive expert knowledge. This is especially

6
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true in agile software development, which involves continuous improvements and
many changes to requirements. To asses the quality of textual requirements, different
criteria have been identified in the literature [27]-[29]. Génova et al. [30] give a
condensed overview of these criteria. The criteria can be split into two groups, criteria
that measure the quality of the requirement in how it helps to define the product
and criteria that judge the usability of the requirement. Examples for the first
group include walidability, which states that the requirements effectively describes
the system that fulfill the users needs and modifiability, which states how adaptable
requirements are. Criteria from the second group include, verifiability, which states
that the engineer must be able to check (verify) that the produced system meets the
specified system, understandibility, which states that the requirement is correctly
understood without difficulty, unambiguity, which states that there exists only one
interpretation for the requirement, and precision, which states that all used terms
are concrete and well defined [30].

2.3 Automotive context

The automotive industry is undergoing a significant transformation, incorporating
advanced features and functions into automobiles to meet the ever-growing market
demand. As a result, the development of automotive embedded systems has changed
from an electrical and mechanical engineering discipline to a combination of software
and electrical/mechanical engineering [31]. This transition has led to a paradigm
shift in development processes, methods, tools, and the required engineering skills.
The effects of this shift have been particularly significant in software testing, which
plays a critical role in ensuring the safety and reliability of automotive software.
Advanced testing equipment and test generation techniques are required to test the

complex software running on hundreds of interconnected electronic control units
(ECUs) distributed throughout the vehicle [32].

In terms of the software testing lifecycle in the automotive industry, the process
involves several testing stages to ensure the software’s safety and reliability. Several
SDLC methodologies, including Waterfall, V-model, and Agile, are utilized in software
development, each with its advantages and disadvantages [25], [33]. The Waterfall
model follows a sequential development approach, facilitating timely completion of
each phase but lacking flexibility for changes in earlier stages. Conversely, the V-
model, a modified version of Waterfall, allows for iterative testing and the involvement
of testers during the requirement phase. Agile methodology, characterized by its
rapid and adaptive approach to development, is also prevalent in the automotive
industry. Agile emphasizes collaboration, flexibility, and incremental delivery of
software features to meet evolving customer needs.

The testing process starts with developing test cases based on the system requirements
and specifications. It then proceeds to Unit Testing, where individual software
components are tested to ensure they work as expected. It is followed by Integration
Testing, where the different software components are integrated and tested.

System Testing is the next stage, where the entire system is tested for functionality

7
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and performance. Finally, the software is tested in the natural environment, known
as Acceptance Testing. In addition to these testing stages, automotive software
testing involves various types of testing, such as functional, performance, security,
and regression [34].

In addition to regular software testing paradigms, adhering to high quality and safety
standards is a challenge within the automotive industry, as software defects can cause
malfunctions, failures, or accidents. Moreover, software testing must consider the
high diversity and variability of software products, user preferences, driving behav-
iors, and scenarios. Additionally, software testing must consider software systems’
high complexity and interdependence, as they involve multiple layers, components,
and interfaces that communicate and coordinate. Furthermore, interactions and
dependencies between software and hardware must be considered between software
and external factors like traffic, weather, or network conditions [35].

2.3.1 Software Design

AUTOSAR (AUTomotive Open System ARchitecture) is the basis for developing
new modules inside automotive systems [36]. Before the adoption of this system, a
significant problem in the automotive software design was poor re-usability within
the development of software and hardware modules. This architecture supports the
development of standardized electronic systems that improve quality, performance,
safety, and environmental friendliness [37]. It provides a standardized architecture
enabling developers to create reusable software modules that can be easily integrated
into different automotive systems. This standardization also facilitated the devel-
opment of interoperable systems, allowing for more accessible communication and
cooperation between components and suppliers.

2.3.2 Tools

Within the Original Equipment Manufacturer (OEM) domain, specialized tools such
as CANoe and Simulink/MATLAB are used for software testing during different
stages. These tools enable the efficient and practical testing of complex automotive
software, ensuring that they function as intended and meet the industry’s stringent
safety and reliability requirements. These tools are integral to integration testing
as they enable the simulating and corresponding testing of vehicle behaviors based
on different conditions and changes made within the system. And, when a new
feature is to be added, an older one is to be removed, or both, the system as a
whole needs to be tested to maintain the requirement coverage. These tests are

written using tools such as CANoe, and the simulation environment is created within
Simulink/MATLAB [38].
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CANoe

The Controller Area Network (CAN) protocol, a widely adopted communication
protocol, enables different electronic devices in the automotive industry to communi-
cate with each other. CAN connects different ECUs in a vehicle and facilitates the
exchange of information and control signals [39].

The CANoe is widely used for developing, testing, and analyzing entire ECU networks
and individual ECUs [40]. It supports network designers, development, and test
engineers at OEMs and suppliers [41] on the whole development process — from
planning to the startup of entire distributed systems or individual ECUs. At the
beginning of the development process, CANoe is used to create simulation models
that simulate the behavior of ECUs. These models are the basis for analyzing, testing,
and integrating bus systems and ECUs throughout ECU development. This makes it
possible to detect problems early and correct them. Graphic and text-based analysis
windows are provided to evaluate the results. CANoe contains the Test Feature Set
for easy and automated test execution. It is used to model and execute sequential
test sequences and automatically generate a test report. The Diagnostic Feature Set
is also available within CANoe for diagnostic communications with the ECU [41]
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Theory

In the following section, Large Language Models (LLMs) are introduced and funda-
mental aspects of their training and usage are discussed, before language agents are
introduced. The chapter ends with a description of model explainability.

3.1 Large Language Models

In this work, we follow the definition of Zhao et al. [42] of LLMs, which states
that LLMs are Transformer-based [43] language models with billions of parameters,
which are trained on massive text data [44]. Examples for LLMs are GPT-4 [45],
LLama2 [46], GPT-3 [47] or Flan-T5 [48]. These models exhibit strong natural
language understanding abilities, usually pre-trained with an auto-regressive left-to-
right language modeling task. Given a sequence of tokens @ = {x1, ..., x,} the LLM
is tasked to predict the next token x; conditioned on the previous tokens x.; and
optimize the objective given in Equation 3.1:.

Liy(x) = zn:logP(xikBKi) (3.1)

=1

Due to the computational complexity of calculating this probability, the considered
tokens are usually restricted to a specific maximum count of considered tokens,
the context length. Using this training objective enables the usage of massive
amounts of unlabeled texts, usually crawled from internet sources, and is referred
to as self-supervised pre-training. Standard corpora used in this step are books
(BookCorpus [49]), web sources (CommonCrawl [50], Wikipedia [51]) or open-source
licensed code repositories (e.g. GitHub) or code-related discussion forums (e.g.
StackOverflow). Before being used in the pre-training step, these resources are
usually pre-processed to increase data quality.

After pre-training, LLMs can further be trained to increase their abilities in following
instructions to solve tasks and align their answers with human expectations. Instruc-
tion tuning denotes fine-tuning a pre-trained LLM with a supervised learning task,
where the model is presented with a task description (instruction) and optionally
some additional input and examples. The model is then expected to produce the
associated ground truth output and trained with the loss given by the produced and

11
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expected output [52]. Models, additionally trained in this fashion, tend to be able to
adapt to task descriptions not seen during this process [48].

The third step in the training process of LLMs is alignment tuning. This step aims
at aligning the model outputs with human preferences regarding criteria such as
helpfulness, honesty, or harmlessness. Alignment tuning is usually conducted by
gathering a dataset of human feedback, where human annotators rank a selection of
model-generated responses [53], or provide responses themselves [54], adhering to
previously outlined criteria. Then, a reinforcement learning-based approach is used
to align the model with the given human preferences [55], [56].

When using LLMs, tokens are generated iteratively, one at a time. For each token,
the LLM outputs a probability distribution of all the possible output tokens. There
are multiple different parameters governing how the distribution is generated and
used.

The temperature is a parameter that controls the entropy of the distribution, with
high values of temperature moving the distribution towards a uniform distribution
and low values of the temperature accentuating high probability outcomes [57].
Decoding is the process of choosing which token to choose from this probability
distribution. Multiple different decoding strategies effect the probabilistic behavior
of LLMs. The simplest decoding strategy is greedy decoding, where the token with
the highest probability is selected at each step. This enables a deterministic behavior
of an LLM given the same input and a fixed seed. However, due to the low search
depth, greedy decoding can miss more probable sequences of tokens. Beam search
addresses the issue of greedy decoding by keeping track of the current best n token
sequences at each generation step according to their probability. It selects the final
generation sequence with the highest probability [58]. Due to this method being
biased towards shorter sequences, a length penalty is introduced to normalize the
sequence probability regarding its length [59].

3.1.1 Models

This work focuses on two prominent language model architectures: CodelLlama34
[12] and Mixtral8x7B [60]. Initially, our investigation began with CodeLlama34 due
to its reported ability to comprehend code better than its predecessor, Llama2 [46].
Subsequently, we explored various models and found Mixtral8x7B to be particularly
noteworthy. Below, we provide a concise overview of each architecture based on
publicly available information.

3.1.1.1 CodeLlama34

CodeLlama34 comes from a family of large language models released by Meta. Along
with this model, Meta also released many other differently-sized and specialized
models. In terms of sizes, there were 7B, 13B, 34B, and 70B, and in terms of
their specializations, the instruction-tuned models that were used for chatting and
question-answering capabilities, and Python specialization models, which are called
Code Llama — Python. Each type has 7B, 13B, and 34B params. Meta has followed
a gradual approach to specialize and increase the capabilities of Llama2 models,
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ranging from infilling to extended input contexts and instruction finetuning. Different
variations and combinations of these three approaches have created Code Llama,
Code Llama-Python, and Code Llama-Instruct. Roziere et al. [12] explains these
combinations using the Figure 3.1.

CopE LLama

Long context (7B =, 13B =, 34B)
fine-tuning
Lrama 2 Code training 208 Fl?r:é":;:]‘;“g _, CopELLama - INsTRUCT
Foundation models — Infilling code training = (7B =, 13B =, 34B)
7B, 138, 348 oL
(7B, 138, 34B) 5008 Python code
it

Long context

aining Fine-tuning Cope LLAMA - PyTHON

(7B, 13B, 34B)

100B 20B

Figure 3.1: The Code Llama specialization pipeline.

The basic recipe for training includes code training and infilling code training, where
the base model Llama 2 is finetuned on a code dataset of 500B tokens. The dataset
comprised 85% code, another 8% of natural language related to code, and the last
7% are natural language to help the model keep its natural language understanding
skills. For the Python-specific model, an additional dataset of 100B tokens consisting
of 75% Python code, 10% of another code, and 10% natural language was used for
finetuning. For the next step, to make these models support context length longer
than the native context length of LLama 2 (4096), the models are finetuned on 16k
length sequences. Then, they can be used via extrapolation for sequence lengths up
to 100k tokens with some degradation in the output quality. This longer context
length would allow for repository-level reasoning, which is often impossible to fit
within the context of 4096.

Instruction finetuning is used for further training on Code Llama - Instruct. An
example of such a data point used as shown in [12] is:

”? Prompt:
In Bash, how do I list all text files in the current directory (excluding subdirec-
tories) that have been modified in the last month

Response:

You can use the find’ command in Bash to list all text files in the current
directory (excluding subdirectories) that have been modified in the last month.
The command would be:

find . -maxdepth 1 -type f -mtime -30 -name "*.txt"
Here’s a breakdown of the command:
« . specifies the current directory.

o -maxdepth 1 tells find’ to only search the current directory and not any
subdirectories.

o -type £ tells 'find’ to only search for files (not directories or other types
of files).

13



3. Theory

o -mtime -30 tells 'find’ to only search for files that have been modified in
the last 30 days.

e -name "*.txt" tells 'find’ to only search for files with the "txt’ extension.

Note that the -mtime option uses the number of days since the file was last
modified, so -mtime -30 means "modified in the last 30 days." If you want to
search for files modified in the last month, use the -mtime -3030 option. ™’

Phind has done further fine-tuning of this instruction-tuned model [61], and we
choose to go with this fine-tuned version because of its better positioning on relevant
evaluation benchmarks. The model is named Phind-CodelLlama-34B-v2.

3.1.1.2 Mixtral 87B

Mixtral 8x7B [60] is a sparse mixture of expert language models with the same
architecture as Mistral 7B [62], with the difference that each layer is composed
of 8 feedforward blocks termed experts. Jiang et al. claim to have the model
perform better or equivalent to bigger models like Llama2 70B and GPT-3.5 on most
evaluation benchmarks, e.g., it performs better than Llama2 70B on tasks that require
multilingual understanding, code generational capabilities, and mathematical abilities.
The architecture allows only a certain number of parameters during inference for
every token, which allows faster inference speeds [60]. The Mixture Of Experts (MoE)
block, it introduces, contains multiple experts (networks/Feed Forward Network
(FFN)) preceded by a gating function that decides which expert an incoming token
must be routed to, as shown in Figure 3.2. Therefore, each token has access to 47B
parameters. However, only 13B parameters are used during actual inference [60].

Mixture of Experts Layer

ggating
{weights

inputs router —m<>outputs}
IJ;> expert |y X

Figure 3.2: Mixture of Experts Layer [60].

MoE modules for a given input x are determined by the weighted sum of the output
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of the expert networks, where the gating network gives the weights. i.e., given n
experts EO, E1.....En-1, the output of the expert layer is given by:

Yo G(x) - Ei(x)

Compared with the available state-of-the-art LLM Llama 2 70B, Mixtral outperformed
or matched it on all the evaluation benchmarks except the reading comprehension
benchmarks, using 5x fewer active parameters during inference.

3.1.2 Prompting

Since LLMs are designed to generate words conditioned on previous words, the
primary way of interacting with them is by providing a seed text that is to be
completed by the LLM, a so-called (prefix) prompt [63]. Prompts can take many forms,
like questions, instructions, or unfinished text fragments. Due to the importance of
prompting for the performance of LLMs, there is an extensive body of work outlining
how prompts elicit the desired behavior of an LLM [63]. This section introduces a
selection of prompting techniques and terminology.

Prompt engineering denotes creating prompts for an LLM to achieve a specified
task [64]. Although prompts can have a plethora of different forms, four main
elements differentiate prompts: The task description, which typically contains the
task and specific instructions the LLM is supposed to follow; the input data, which is
the instance data necessary to achieve the task, contextual information, which is task
and input data specific context that can help the LLM in completing the task and
the prompt style, which describes how the other elements are adapted for different
LLMs as well as formulated to elicit the desired behavior [42].

Some empirically discovered design principles can help engineer effective prompts [42],
[65]. An example of such a principle is the unambiguous formulation of task descrip-
tions. Additionally, utilizing model-specific formats or giving a role description, like
"You are an expert code-reviewer', can increase the performance of these models [42],

[65].
In-context learning

First proposed by Brown et al. [47], in-context learning is a paradigm that utilizes
the observation that LLMs can generalize better to unknown tasks by presenting a
few examples as demonstrations. Critically, in-context learning requires no update to
the model parameters, which can be prohibitively expensive, but the demonstrations
are given as part of the prompt.

Depending on the number of given demonstrations, in-context learning differentiates
between zero, one, and few-shot prompts. In a zero-shot setting, no examples
are presented; just the task description and optional input data and contextual
information are provided to the model. For one- and few-shot approaches, the
contextual information includes demonstrations of the required tasks with task
descriptions and the expected answers [66]. Following are example prompts for zero,
one, and few-shot learning techniques for the given task description:
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Task Description: "Translate the following sentence into Swedish: "Hello, how are
you?’"

e Zero-shot Learning:

— Prompt: "Translate the given English sentence into Swedish. Sentence:
"Hello, how are you?’ Translation: '

e One-shot Learning:

— Prompt: 'Translate the given English sentence into Swedish’. Sentence:
"How is your day going?’ Translation: "Hur gar din dag?’ Sentence: "Hello,
how are you?’ Translation: "

e Few-shot Learning:

— Prompt: 'Translate the given English sentence into Swedish’. Sentence:
"How is your day going?’ Translation:’Hur gar din dag?’ Sentence: "Where
do you live?” Translation:’Var bor du?’ Sentence: 'Hello, how are you?’
Translation: "

For one- and few-shot approaches, the selection of demonstrations and their structure
influences the effectiveness. Random sampling can be employed for the selection,
or more advanced approaches use the similarity between the current task and the
demonstration to select an appropriate one [67]. For tasks that require more complex
reasoning, Wei et al. [68] showed that including intermediate reasoning steps in the
explanations, referred to as Chain-of-thought (CoT) prompting, can elicit better
performance and reasoning of the model e.g

Task: If a box contains 3 apples and 4 oranges, how many fruits are there in total?
Chain of thought prompt:

o If a box contains 3 apples and 4 oranges, how many fruits are there in total?
Start by counting the number of apples in the box. Then, count the number
of oranges in the box. Add the number of apples and oranges to get the total
number of fruits.

Answer: 3 apples plus 4 oranges equals 7 fruits in the box.

3.1.3 RAG

Recent advancements in LLMs have showcased remarkable abilities in generating
highly fluent and human-like texts while possessing extensive world knowledge. How-
ever, a notable challenge arises from their susceptibility to producing hallucinations
or factually incorrect information. This issue stems from the models’ limitations in
accurately memorizing all information, compounded by a training procedure that
needs more incentives for expressing uncertainty. Auto-regressive models used in
LLMs treat their previous statements as evidence, leading to these "hallucinations".
Moreover, the constant need to keep these models updated with the latest facts poses
a challenge due to the significant computational resources required for training [69].
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Retrieval Augmented Generation (RAG) has emerged as a promising approach to
address this challenge [70]. This methodology involves coupling user input with
additional information to assist the model in providing factually correct responses,
even for information it may not have been initially trained on. An example of how
this approach is used is augmenting the model’s prompt with proprietary company
information, enabling it to accurately address questions that a model trained solely
on open-source data might struggle with or provide erroneous responses to [71].
This framework involves retrieving external information and passing it to the model
through prompts.

RAG operates by initially retrieving information from an external data source based
on a query and then using this information to inform subsequent generations using
the LLM. By grounding responses in retrieved evidence, RAG increases accuracy and
mitigates issues such as hallucinations or factually incorrect information. Initially,
RAG was designed to improve existing pre-training strategies by training LLM
and retriever components in an end-to-end system [72]. Today, RAG is commonly
associated with inference tasks only.

A naive RAG system involves three essential steps: pre-processing, indexing &
retrieval, and generation [70]. Pre-processing refers to converting raw data into a
standard text format. The standardized text is then divided into smaller chunks
suitable for the context length of the LLM’s and the embedding model. The smaller
chunks are transformed into vector representations using an embedding model and
stored in a vector database post-indexing using appropriate indexing structures.
These embeddings enable similarity search during the retrieval process. Finally, an
index is created based on these chunks and their corresponding vectors. Indexes are
generally grouped into two categories: flat and approximate nearest neighbor [73].
The user can choose either of these categories based on their preference for accuracy
needs versus retrieval speed.

Upon receipt of a user query, the system employs the same embedding model to
convert the query into vector representations. Then, it performs a similarity search
between the encoded query and the vector representations inside the indexed vector
store created earlier. This gives retrieved chunks, which are then used in the next
generation step wherein the chunks, along with the user query constructed with a
carefully selected prompt template, are fed to the LLM. The approach to designing
the prompt template may vary based on the task, allowing it to either draw upon
its inherent parametric knowledge or restrict its responses to the information in the
provided documents.

The RAG framework is not just limited to semantic searches within vector databases
[74] but also extends to lexical ones based on pre-defined criteria, e.g. if to answer a
query, a model needs external information about the customers who made purchases
between specific date ranges, it would be more efficient to search and filter for those
date ranges and pass the information to the LLMs instead of encoding the data
to vectors. Task-specific modelling problems may require information from specific
databases, which may only sometimes need the keys to be represented as vectors to
find the corresponding values. The keys may be directly filterable from within the
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query, and the corresponding values should be retrieved from a simpler relational or
non-relational database instead.

3.1.4 Self-Refine

Like humans, LLMs do not always produce the best answer on their first try; this
could happen for various reasons, ranging from generation configurations to slight
changes in prompt tokens. Some recent works have been done to address this problem,
one of them being self-refine [75]. This technique proposes refining an initial LLM
output through iterative feedback and refinement. Unlike other techniques primarily
within the training paradigm, such as additional training, reinforcement learning,
and supervised finetuning, this technique relies on just one LLM: the generator,
refiner, and feedback provider. The loop discussed in the work entails alternating
between two generative steps, i.e., the feedback and the refiner. It works by initially
generating an output, which is then sent back to the same model to ask for feedback.
The feedback and the initial output are sent back to the model to refine the initially
generated output. This loop continues to be executed until no further refinement is
needed; this stopping criterion can either be a score that the feedback model provides,
or we can have a pre-defined number of iterations, i.e., this stopping criterion is
task-based. The technique has been shown to improve over the base models across
multiple tasks and benchmarks, but the gains on math-based reasoning tasks are only
about 5%. This modest improvement stems from the inability of LLMs to accurately
identify whether there is any error, as the errors here can be much more nuanced
than text-based tasks. This, however, can be mitigated if there is an external source
of feedback that can identify if the answer is incorrect.

3.1.5 Self-Consistency

Self-consistency [76] seeks to enhance the decision-making process of large language
models by moving away from conventional greedy decoding methods [77]. The
approach involves generating multiple, varied reasoning paths by adjusting generation
parameters and utilizing these diverse outputs to determine the most consistent
answer. This technique draws on cognitive and social psychology principles, which
propose that humans naturally strive for consistency in their beliefs, attitudes, and
actions. By applying this concept to language models, self-consistency ensures that
their outputs remain logical and consistent throughout different sections of a response
or across multiple iterations [76].

This method, like self-refinement, does not require additional training and is used
during the model’s inference phase. The technique uses majority voting among various
responses, generating or choosing the most consistent response. Multiple responses
are generated from different model configurations that can include changes in model
parameters such as the temperature or decoding techniques. Initially, it generates
a variety of reasoning paths rather than just following the direct, greedy approach.
Then, it identifies the most consistent response by evaluating and integrating these
varied paths. It is based on the intuition that a complex reasoning problem typically
admits multiple ways of thinking, leading to its unique correct answer.
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3.2 Language agents

In recent years, more complex systems based on LLMs have been proposed to solve
complex tasks and interact with the world. These language agents combine the
language understanding capabilities of LLMs with the field of agent design [78]. We
follow the conceptual framework of Cognitive Architectures for Language Agents
(CoALA) [79] to describe the structure, components, and terminology of language
agents in this work. Summers et al. [79] ground their framework in prior research into
production systems [80], which generate outcomes by iteratively applying rules, and
cognitive architectures, which were systems designed to mimic human decision-making
by explicitly modeling processes such as perception, memory, and planning [81].

Due to its abstract nature, this framework is also suited to describe prompting
techniques introduced in Section 3.1.2; although these techniques by themselves don’t
constitute a (cognitive) language agent.

In this framework, language agents are structured into three main components:
the information storage or memory, the action space, and the decision-making
procedure [79]. Figure 3.3 shows an overview of the framework, whose components
will be broken down further in the following sections. The memory stores and
provides information, and the decision procedure represents the agents’ source code,
which includes a decision cycle loop that determines the following action that defines
the interactions between components.
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Figure 3.3: Overview of the CoALA framework. A: Components and processes of
the framework. B: A decision cycle in the decision procedure [79)].

3.2.1 Memory

In contrast to LLMs, which do not maintain information between calls and, thus,
all information has to be included in the prompt, language agents store information
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in different types of memory, enabling iterative problem solving and information
storage between interactions [79)].

Working memory

The working memory is the agent’s core memory component, which holds information
available for the ongoing decision cycle. This data structure persists through LLM
calls but is reset between agent calls, which have some analogies to the working mem-
ory of a computer. When calling the LLM, inputs are derived from the information in
the working memory, and outputs can be parsed back into it. Additionally, long-term
memory information and grounding action results observations can populate the
working memory [79].

Episodic memory

Episodic memory is a form of long-term memory that persists through agent calls
and contains experiences from past decision cycles or executions. These can be
retrieved to assist in planning. Writing to this memory can be considered a form of
learning [79].

Semantic memory

The semantic memory is the long-term memory that holds knowledge about the
world and can be initialized with knowledge sources relevant to the agents’ tasks.
This memory can also be accessed to retrieve information and populate the working
memory or write knowledge from the working memory, which enables the agent to
learn new semantic knowledge from experience [79].

Procedural memory

The procedural memory can be split into the implicit knowledge in the LLM weights
and the agent’s source code, which represents explicit knowledge. The agent’s code
contains the defined actions and the decision-making procedure. Compared to other
types of long-term memory, which can be considered optional or initially empty,
procedural memory is strictly required to establish the agent. Writing to explicit
knowledge can also be considered a learning action, but it is riskier since it can
threaten the syntactic functionality of the agent.

3.2.2 Actions

Actions define the interactions and information flow between different components of
cognitive language agents. The CoALA framework distinguishes between four types
of actions, which are displayed in Figure 3.4.

20



3. Theory

Internal External
A A
- N A

Reasoning Retrieval | Learning Grounding

\. J
Y

Planning

Figure 3.4: Action space of cognitive language agents [79].

Grounding actions

Grounding actions define the interaction of agents with external environments. Since
the primary processing unit of a language agent is an LLM, the action results must be
represented in textual form and stored in the working memory. Language agents usu-
ally interact with three main types of external environments. Physical environments,
where actions can alter the physical environment through some physical embodiment
(robotic arms) and perceptual inputs, must be converted to text. Dialogue interac-
tions with humans or other language agents that can provide instructions, feedback,
or other forms of guidance. Digital environments like games, APIs, or code execution,
which is the most common and available kind of external environment [79].

Retrieval actions

Retrieval actions are considered internal actions that read information from the
various forms of long-term memory into the working memory. Examples of retrieval
actions are database and document lookups, or dense-retrieval methods [79)].

Reasoning actions

Reasoning actions read and write to working memory. Their purpose is to allow the
agent to process and give context to memory items, and results can either be written
to long-term memory as a kind of learning or support decision-making and future
actions of the agent [79].

Learning actions

Learning actions alter parts of the long-term memory of the agent to affect the
available information or behavior between agent calls. The CoALA framework
differentiates between four different kinds of learning actions. First, it involves
writing experiences, like action sequences, to episodic memory. Second, it updates
knowledge of the semantic memory. Third, it updates LLM parameters using fine-
tuning or reinforcement learning techniques. Lastly, it involves updating parts of
the agent’s code. This can include altering or adding actions or altering the decision
procedure itself [79].
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3.2.3 Decision procedure

The decision procedure defines the agent’s control flow and represents the agent’s
top-level function. This procedure is usually a loop of decision cycles displayed
in Figure 3.3B, which results in a grounding or learning action. A decision cycle
comprises two main stages: the planning stage, which decides which action to take,
and the execution stage, which executes the determined action and terminates or
continues the decision cycle [79].

Planning

Planning consists of three steps and is supported by flexibly using reasoning or
retrieval actions. The first step is to propose a set of candidate actions. Depending
on the complexity of the agent and action space, this can be the complete set of
actions or a subset. Additionally, this process can be governed by predefined stages
or if-else conditions set by the agent developers. When multiple actions are proposed,
the actions can be evaluated by assigning a value to each. This can, for example, be
realized with heuristic rules or LLM reasoning. Based on the evaluation results, in
the selection stage, action is chosen, or the planning stage is re-executed if evaluation
results are unsatisfactory [79].

Execution

After selecting an action in the planning stage, the action is executed by calling the
associated code. Depending on the agent implementation, this action might be a
grounding or a learning action. After the execution, either the decision cycle starts
again and an observation from the environment is made, or the decision cycle is
terminated, and the agent execution ends [79].

3.3 Model explainability

Although LLMs have shown strong performance in a range of NLP tasks, their usage
in production systems depends on the reliability of their outputs and the trust users
can have in these systems. For both of these factors, model explainability plays
a central role. Following Doshi et al., we understand explainability as the ability
to present the behavior of a model in a human-understandable manner and use it
interchangeably with interpretability [82].

Model explainability techniques can be categorized into local and global explanations.
Local explanations try to increase the understanding of how a decision is made for a
single instance. In contrast, global interpretability methods try to provide insights
into the general behavior of models [83].

Different local explanation methods are used for LLMs. Feature-attribution-based
methods aim to discover the relevance or importance of individual features on the
model’s output. These methods include perturbation-based methods [84], where
inputs are perturbed by deletion, masking, or altering, and gradient-based ap-
proaches [85], where the partial derivate of the output concerning the input is
calculated to measure the sensitivity of the output to changes in the input [83].
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In contrast, example-based methods aim to explore model behavior from the per-
spective of individual samples, so they probe how the output changes with different
inputs. Here, two main perturbation-based techniques exist: adversarial examples
and counterfactuals [83]. Adversarial examples exploit that neural-based models are
highly sensitive to small changes in the input, which are typically insignificant to
humans. They are constructed by perturbing the input’s less important components
to expose language model weaknesses [83].

Counterfactuals aim to provide causal explanations and assume the input to be the
cause of the prediction under the Granger causality [86]. More specifically, given an
input  and the perturbed input Z, the output changes from y to §. This probes
the influence of changes to the input on potential changes in the predictions [83].
Counterfactuals are mostly constructed by humans or perturbation techniques. For
perturbation techniques, usually, a two-step process is employed. First, important
tokens are identified. Then, the tokens are edited or deleted to produce a perturbed
sample [87]. Ross et al. [88] use gradient-based attribution to identify necessary
tokens in their system MICE and minimize the number of edits using binary search.

For LLMs, natural language explanations are another approach to generating and pre-
senting explanations for users. These approaches differ when explanations concerning
a prediction task are generated. The most common approaches are predict-and-
explain, explain-and-predict, and generating predictions and explanations jointly.
Additionally, different models can be employed for the explanation and prediction
task [83]. Although natural language explanations are very user-friendly, due to
their easy interpretability for humans, they are harder to quantify, and the relation
between the given prediction and the provided explanation is an open research
field [89].

Next to getting insights into the model reasoning and explanations, estimating
uncertainty is another approach to increasing user trust [90]. Commonly, logits have
been used to derive the uncertainty [91]. However, these are not always accessible,
especially with closed-source models, which is why multiple non-logit-based (known as
confidence elicitation) approaches have been proposed. Consistency-based approaches
generate multiple predictions by introducing randomness in the generation process
and checking the consistency between them [83]. When the consistency between
answers is high, a high confidence is assumed [83]. LLMs can also be prompted to
provide textual certainty in their answers. This can either be implicit by them using
direct and specific language when they are confident, more indirect and ambiguous
language when the uncertainty is higher, or explicit by prompting them to generate
a percentage number for how certain they are. However, calibrating models to
provide accurate uncertainty estimates has proven to be difficult, and models are
often overconfident in their answers [92].
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Methods

This chapter describes the employed methods and lays out the performed steps and
design choices.

4.1 System overview

Although we propose different systems that solve the described task of deciding
if a given test script covers a requirement given in natural language, the systems
share some common structure described in this section. Even though some proposed
systems can be classified as prompting techniques, we frame all of our systems using
the framework of language agents as introduced in Section 3.2. This is done for two
main reasons: firstly, it eases the comparisons between different systems by using
the same terminology for components, and secondly, it simplifies the identification of
possible extensions in future research.

Each proposed system has one or multiple LLMs as its main components. Additionally,
all systems take a test script and a requirement as textual inputs and produce a
compliance decision in combination with natural language reasoning as their final
grounding action. With the task of checking the compliance of a test script with a
requirement being very specific and uniform in how it is solved between different
samples, we identified that having a dynamic planning process is of lower priority
and use static plans, determined by the developers, for our systems.

4.2 Data

This section first describes the used dataset, including the data sources and struc-
ture. Then, the preprocessing steps are introduced, followed by the applied data
transformations and the generation/synthesis of new data.

4.2.1 Dataset

The data in this work concerns automotive embedded systems, specifically the
functions and interactions of electronic control units (ECUs). These are usually
controlled by setting signals over the CAN bus. The initial dataset consists of 201
requirements and 237 test scripts.
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The requirements are formulated in natural language and are the basis on which
vehicle functions are developed per the V-model. The requirements cover various
functions, from washing wipers to the light machine. Additionally, they differ in
complexity, clarity, and self-containment, i.e., their reliance on external information
to be understandable. Some requirements describe the interactions of a few selected

signals, while others define global policies that must be met for groups of signals and
ECUs.

The test scripts are written using Volvo’s internal test specification framework. The
framework produces a structurally simple language that differentiates between three
main building blocks. Functions are the main elements, and a test script is described
and executed as a sequence of functions. The available functions are pre-defined and
have a capitalized name followed by a colon (":"). Functions consist of (multiple)
potentially nested parameters that specify, change, or check the states of the ECUs.
These parameters take arguments as their input, which can be numerical values,
signal names, or signal states. Additionally, comments can be defined inside functions
as comment functions. When comments are embedded inside a function, they are
prefixed with a ";" and continue until the next parameter is given. An example of a
function in a test script is:

Code Listing 4.1: Example of functions in test scripts

StateChange: ;Go to GB Stacked Set(Type(CAN) Node(ECUl) Message
(x%) Signal(A) Value(1l)) Wait(200 ms)

StateCheck: ;Verify that output signal is NotAvailable Wait (0
ms) Check(Type(CAN) Node (ECU_A) Message (xx%) Signal (B)
Comparer(=) Value (7))

Here, the two functions StateChange and StateCheck are called consecutively. In the
StateChange function, first a descriptive comment is given, before Signal A is set to
the Value 1 and a Wait of 200 ms is enforced. Then, the StateCheck function starts
with a descriptive comment and a waiting time of 0 ms, before Signal B is compared
to the Value 7.

The dataset annotates the relationship between test scripts and requirements with
human supervision. The annotated relationship is the compliance of a test with a
given requirement. That means that the associated test script is understood to cover
the requirement. However, there is no one-to-one relationship between requirement
and test script. There can be multiple associated test scripts for each requirement,
and each test script can cover multiple requirements. Even when a test script is only
associated with one requirement in the dataset, the code in the test script can cover
more functionality than described in the requirement.

In addition to requirements and test scripts, two external data sources are considered
in this work. The first data source is a snapshot of the CanDB, which contains
information about the signals in the car, like their encoding, datatype, and possible
values. We precisely extract the value information, which defines a value range by
stating minimum and maximum values or enumerating possible states and their
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names. This information is stored in a JSON file with the signal name as the key
and the associated information as a dictionary.

The second data source is function descriptions from the internal knowledge-sharing
platform, referred to as PnTool information. These descriptions are manually created
and presented on an HTML page. They contain the function’s name, a natural
language description of its purpose, a selection of parameters used in the function,
and an example of syntactically correct usage. We scrape these web pages and
extract the information for each described function. Then, the information is stored
in a JSON file, with the function name as the key and the function information as a
dictionary.

4.2.2 Data preprocessing

For the internal data sources, i.e., test scripts and requirements, several data cleaning
and pre-processing measures are done to format them correctly for further analysis.
We received these datasets in delimiter-separated file format with "x" as the delimiter.
The test scripts and the requirements are provided in separate files. After renaming
the column to more explicit and descriptive names, e.g., renaming the description
within the requirement dataset to the name requirement, we fill the null values with
empty strings within both datasets.

Within the test script dataset, for a certain number of rows, the annotated ground
truth req_ground__truth was mentioned as a string value ’[]’; we remove such rows.
Additionally, the req ground_truth had to be cleaned using a regex as it was
sometimes present between ’[]” and sometimes as is. Additionally, two possible
columns within the test dataset could contain the actual test script, namely test
script and purpose. Having looked at the dataset comprehensively, we concluded
that the column ’test script’ would often contain the test script. However, the string
value had to begin with either the string ScriptTool or TestScriptStart; if neither is
found within the test script, we do the same check within the column purpose’ to
identify a potential test script. If neither column satisfied this condition, we remove
the row. Now, we rename this column to ’test’. Some test scripts reference other test
scripts using an Include function; since we did not have access to the referenced test
scripts, we remove all test scripts that reference other test scripts.

After manually reviewing the provided requirement dataset, we split the requirements
into three quality categories (1,2, 3) in decreasing quality order. The criteria used to
classify the requirements are the complexity, defined by the length and number of
described steps in the requirement; the clarity, meaning how unambiguous the require-
ment is formulated; and the self- containment, i.e., how much external knowledge
not contained in the requirement is needed to understand the requirement. These
criteria are derived and slightly adapted from the criteria described in Section 2.2.
After classification, the requirement dataset contains 89 of quality 1, 65 of quality 2
and 46 of quality 3.

Finally, the pre-processe datasets are written into JSONL files and ready to be utilized
for subsequent analysis or integration into other systems for further exploratory or
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development work.

We create an abstract lookup table class for the external data sources, which offers
the method lookup. Building on top of it, we create CanDirLUT, which takes a
directory path containing the .dbc files (files containing data about can signals),
use__presaved__dict as arguments. The class contains several methods to create a
signal table to find information about particular signals later. The use_presaved__dict
arg was introduced later as the initialization and creating of the signal table took
quite a lot of time depending on the number of .fbe files, so we create and save the
table into a JSON, as stated earlier, to use since the dbc files do not change too
often and are static in the info they give per signal.

The second lookup class we create is named PnDocumentLUT, which allows for
looking into the available documentation of functions within the test scripts. To
create this lookup table, we scrape the SharePoint page using Beautiful Soup using
the Sharepy API, wherein we look at the relevant HTML tags that hold the necessary
information to store inside the table and extract them from each function’s page. As
stated earlier, this is stored inside a JSON, and any particular function description
can be searched by calling the class method lookup.

4.2.3 Data perturbations

Several data perturbations are conducted to construct a more diverse dataset and
probe our system’s behavior in different circumstances. The applied perturbations
are mainly based on the structure of the test scripts described in Section 4.2.

Due to the content of the test scripts being a programming language instead of
natural language, the effect of applying specific perturbations is more predictable
and results in the construction of counterfactuals. For example, if the requirement
asks for a specific behavior of signal x and all mentions of signal x in the test script
are replaced with different signals, one can assume that the label changes and the
transformed test script no longer covers the requirement. However, natural language
requirements often do not mention specific signals and can cover more general aspects.
Still, we argue that the broad application of perturbations on these structured inputs
leads to a change in the label. This change can be caused by the syntactic impact
of changes or the semantic impact of content changes like replacing signal names.
Although the change in label is not guaranteed, its probability is high enough to
gain insights into how the system reacts to the perturbation. In the following, the
perturbation used is described, as well as the assumed impact the perturbation likely
has on the label.

Following are the possible perturbations for test scripts with examples highlighting
the effects of different perturbations:

Code Listing 4.2: Example of a short test script before perturbation

[Preparation Sequence] [Main Sequence]

Comment : >>>>> INITIALIZATION <<<<<

CaplTestCase.Common_Init: ;Initializes all common signals to get the test system up and running.

Comment: ;>>>>> START TEST <<<<<

StateChange : ; Request fan activation and verify that outputs are active. Set (Type (CAN) Node (
ECU1l) Message (ECUl) Signal(A) Value(InactiveActive Active (1))) Wait(200 ms) Check(Type(
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Internal) Node(ECU2) Message(—) Signal(B) Comparer(=) Value(l)) Check(Type(Internal) Node(
ECU2) Message(—) Signal (C) Comparer(=) Value(l))
Comment : ;>>>>> RESTORATION <<<<<
CaplTestCase . Common_ Exit : ;Clean up after execution (including setting vehicle mode to Parked).
[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

Remove comments:

This perturbation identifies and removes comments from the test script as displayed
in Listing 4.3. Comments are identified in the test script by being prefixed with ";"
and ending when a different component, functions, or parameters start. Additionally,
the Comment function is removed. When the comments of a test script are removed,
the label should not change, and the test script should be assumed to be the same
as the original. This perturbation probes the system’s sensitivity and reliance on the
content or presence of comments.

Code Listing 4.3: Remove comments perturbation example

[Preparation Sequence] [Main Sequence]

CaplTestCase.Common_ Init:

StateChange: Set(Type(CAN) Node(ECUl) Message (ECUl) Signal (A) Value(InactiveActive Active (1)))
Wait (200 ms) Check(Type(Internal) Node(ECU2) Message(—) Signal(B) Comparer(=) Value(1l))
Check (Type(Internal) Node(ECU2) Message(—) Signal(C) Comparer(=) Value(1l))

CaplTestCase.Common_ Exit :

[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

Remove/Replace components:

Test scripts are subjectively split into three phases by test developers: Initialization,
Test, and Restoration. Phases are marked by a comment that states the name of the
phase. This perturbation either removes the specified phases from the test script or
replaces them by sampling a random phase from a different test script while ensuring
that the phase is chosen from a test that is not compliant with the same requirement
as displayed in Listing 4.4. Due to the inconsistent usage, shortness, and lack of
relevance for the compliance, we choose only to replace the Test phase and assume a
change of the label.

Code Listing 4.4: Replace components perturbation example

[Preparation Sequence] [Main Sequence]

Comment: ;>>>>> INITIALIZATION <<<<<

CaplTestCase.Common_Init: ;Initializes all common signals to get the test system up and running.
Comment: ;>>>>> START TEST <<<<<

Set: ; Request lock Set(Type(CAN) Node(ECU1l) Message (ECULl) Signal (F) Value((1)))
AwaitValueMatch : ; Wait for command to be sent on CAN Timeout(200 ms) LogicalOperator (All)

Check (Type (CAN) Node (ECU1l) Message (ECUl) Signal (G) Comparer(=) Value((1)))
Comment : ;>>>>> RESTORATION <<<<<
CaplTestCase.Common_ Exit: ;Clean up after execution (including setting vehicle mode to Parked).
[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

Replace functions:

This perturbation replaces a subset or all of the functions in a test script as displayed
in Listing 4.5. Functions are replaced by sampling a different function from all
functions used in the available data set. Since there is external information regarding
the available functions, the perturbation probes the system’s sensitivity to proper
function usage. This can either be in regards to semantics or syntax. Since these
changes would lead to the test not being possible to compile, we assume a change of
label.

Code Listing 4.5: Replace functions perturbation example
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[Preparation Sequence] [Main Sequence]

StateChange: >>>>> INITIALIZATION <<<<<

StateCheck: ;Initializes all common signals to get the test system up and running.

Set: >>>>>  START TEST <<<<<

Wait : ; Request fan activation and verify that outputs are active. Set (Type (CAN) Node (ECUL)

Message (ECU1l) Signal (A) Value(InactiveActive Active (1))) Wait(200 ms) Check(Type(Internal
) Node(ECU2) Message(—) Signal(B) Comparer(=) Value(l)) Check(Type(Internal) Node(ECU2)
Message(—) Signal (C) Comparer(=) Value(1l))

AwaitValueMatch: ;>>>>> RESTORATION <<<<<

StateCheck: ;Clean up after execution (including setting vehicle mode to Parked).

[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

Replace parameters:

This perturbation replaces a subset or all of the parameters in a test script as
displayed in Listing 4.6. Parameters are replaced by sampling a different parameter
from all parameters used in the available dataset. This perturbation probes the
sensitivity towards changes in the parameters and we assume a change of the label.
This could, for example, be a mismatch of the arguments used with a replaced
parameter or the improper sequencing of nested parameters.

Code Listing 4.6: Replace parameters perturbation example

[Preparation Sequence] [Main Sequence]

Comment : ;>>>>>  INITIALIZATION <<<<<

CaplTestCase.Common_Init: ;Initializes all common signals to get the test system up and running.
Comment: ;>>>>> START TEST <<<<<

StateChange : ; Request fan activation and verify that outputs are active. Check (Set (CAN)

Compare (ECU1) Signal (ECUl) Check(A) Message(InactiveActive Active (1))) Type(200 ms) Type(
Check(Internal) Set(ECU2) Compare(—) Value(B) Signal(=) Message(1l)) Set(Node(Internal)
Message (ECU2) Signal(—) Set(C) Value(=) Check (1))

Comment: ;>>>>> RESTORATION <<<<<

CaplTestCase.Common_ Exit: ;Clean up after execution (including setting vehicle mode to Parked).

[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

Replace arguments:

This perturbation replaces a subset or all of the arguments in a test script as displayed
in Listing 4.7. The subsets are built by specifying which parameter the arguments
should or should not be replaced. Arguments are either replaced by sampling a
different argument from all arguments used in the available dataset or all arguments
used for the related parameter. The case where arguments are sampled globally from
all possible arguments generally leads to more severe perturbations since value types
are not respected and can vary depending on the parameter. When sampling from
arguments for the specific parameter, the resulting perturbations are less severe since
the arguments are used in the parameter context. This perturbation probes the
sensitivity towards changes in the arguments, which could be using a different signal
name or setting an existing signal to a different value. We assume that replacing
arguments in the test script changes the label.

Code Listing 4.7: Replace arguments perturbation example

[Preparation Sequence] [Main Sequence]

Comment: ;>>>>> INITIALIZATION <<<<<

CaplTestCase.Common_Init: ;Initializes all common signals to get the test system up and running.
Comment : >>>>>  START TEST <<<<<

StateChange: ; Request fan activation and verify that outputs are active. Set (Type(Internal)

Node (ECU2) Message (ECU2) Signal (F) Value(VehicleMode_ Parked (1))) Wait(300 ms) Check(Type(
CAN) Node(ECU2) Message (ECU1l) Signal (G) Comparer (..) Value(5)) Check(Type(CAN) Node(ECU2)
Message (ECU3) Signal (Z) Comparer(<>) Value(—6))

Comment : ;>>>>>  RESTORATION <<<<<

CaplTestCase.Common_ Exit: ;Clean up after execution (including setting vehicle mode to Parked).

[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

Compound perturbations:
This perturbation allows the combinations of the specific perturbations already

30



4. Methods

described. The perturbations are executed sequentially on the test script. The
perturbations used are order sensitive, so the same result is not guaranteed when
the same perturbations are applied in different order. The effect of the resulting
compound perturbation depends on the included perturbations. An example that
combines the removal of comments with the replacement of arguments is displayed
in Listing 4.8. We assume a label change if one of the involved perturbations leads
to a label change by themselves.

Code Listing 4.8: Compound perturbation example, which combines the removal of
comments with the replacement of arguments

[Preparation Sequence] [Main Sequence]

CaplTestCase.Common_ Init:

StateChange: Set (Type(Internal) Node(ECU2) Message (ECU2) Signal (F) Value(VehicleMode Parked (1)
)) Wait(300 ms) Check(Type(CAN) Node(ECU2) Message (ECUl) Signal (G) Comparer (..) Value(5))
Check (Type (CAN) Node (ECU2) Message (ECU3) Signal(Z) Comparer(<>) Value(—6))

CaplTestCase .Common__Exit:

[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

4.2.4 Data generation

Due to the lack of data quality and to probe the limitations of the systems, we
further generate some manual and synthetic data.

To investigate the importance of requirement complexity and clarity, we generate
25 manually written requirements. These requirements are simplified and adapted
versions of the original requirements classified as quality 1. The following shows an
example of an original requirement and the simplified, manually written version.

Original:

requirement name: SignalName: Washer Operation

requirement description: When SignalName changes to Active, the
following actions shall be carried out: Put the Windscreen Washer Pump
control pin to to 424V When SignalName changes to Inactive the
following actions shall be carried out: Put the Windscreen Washer Pump
control pin to GND or Open circuit For all other values of Signal Name,
the Windscreen Washer Pump control pin shall be set to GND or Open
circuit.

Adapted:

requirement name: Washer Operation

requirement description: When Signal Name changes to Active the fol-
lowing actions shall be carried out: Put the Windscreen Washer Pump
to on. When Signal Name changes to Inactive the following actions shall
be carried out: Put the Windscreen Washer Pump control pin off. For
all other values of Signal Name (Error, NotAvailable), the Windscreen
Washer Pump should be off.

This simplifies the requirement in three ways. The values are described more clearly
since in the test script, 24V is modeled with the value 1 and GND/Open Circuit with
the value 0 and using on/off respectively should simplify the translation requirement
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If {set_signal} is equal to {set_signal value}, then {check signal} should be
{comparison_ operator} {check signal value}.

Listing 1: Template for a simplified requirement

from the natural language values to the ones used in the test. The mention of pins is
removed since they are not explicitly mentioned in the test scripts, and only signal
names are used. The explicit enumeration for all other values (Error, NotAvailable)
because the model would need to rely on external information or assumptions to
know if all other states are tested.

To better understand possible limitations of the proposed system, we also generate a
synthetic dataset of test scripts and associated requirements. To build the synthetic
test scripts, we extract simple sequences of setting a signal value and then checking
the values of a selection of other signals. Here, for every test script we first check
for the presence of the Set and Check parameters in each function. If both are
present in a single function, the function is saved as a candidate. If only a Set
parameter is found the next function (skipping Wait functions) is searched for a
Check parameter before any other Set parameter. Given this condition the sequence
of both functions is saved as a candidate. For each test script we then sample one of
these new simplified sequences to limit the size of the resulting dataset.

Given these sequences, we generate a testscript by adding the INITIALIZATION,
START TEST and RESTORATION components, as well as common test scripts
prefixes and suffixes. Listing 4.9 shows an example of a simplified test script.

Code Listing 4.9: Example of a simplified test script

[Preparation Sequence] [Main Sequence]

Comment: ;>>>>> INITIALIZATION <<<<<

CaplTestCase.Common_Init: ;Initializes all common signals to get the test system up and running.

Comment: ;>>>>> START TEST <<<<<

StateChange : ; Request fan activation and verify that outputs are active. Set (Type (CAN) Node (
ECU1l) Message (ECUl) Signal (A) Value(InactiveActive Active (1))) Wait(200 ms) Check(Type(
Internal) Node(ECU2) Message(—) Signal(B) Comparer(=) Value(l)) Check(Type(Internal) Node(
ECU2) Message(—) Signal (C) Comparer(=) Value(l))

Comment : ;>>>>> RESTORATION <<<<<

CaplTestCase . Common_ Exit : ;Clean up after execution (including setting vehicle mode to Parked).

[Completion Sequence] [Conditions Sequence] [Constraints Sequence]

Having extracted a simplified test sequence, we generate the associated response
with a string template displayed in Listing 1. Here the signal names, signal values
and comparison operators are extracted from the simplified test sequence. If multi-
ple Set or Check parameters exist, they are concatenated to the requirement and
connected with an "and". The resulting requirement explicitly names the all the
signal information, making them substantially more precise than the requirements in
the dataset.

Having generated a simplified dataset, we scale the difficulty of the dataset in two
dimensions: length of the test script and complexity of the test sequence. To scale
the length we inject the generated test sequence into the START TEST component
of a randomly sampled test script that doesn’t share a signal name with the test
sequence. This is done to probe the effect of prompt length and noise on the LLM-
based systems. The complexity is scaled by concatenating multiple generated test
sequences and their associated requirements, with each complexity level being an
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additional sequence added.

4.2.5 Dataset construction

As described in Section 4.2.1, the available dataset has the relationship between
requirements and compliant test script as its ground truth labels. This establishes a
clear set of instances where the system is tasked to output a positive classification
decision, in the following referred to as positive samples. However, the choice of
negative samples is not as clearly defined. We refer to the task of constructing a
dataset for a specific experiment as dataset construction.

The construction of the dataset concerns only the choice of requirements and tests.
It does not include the decision about using external information sources since we
regard this as a matter of the compliance check system used.
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Figure 4.1: Overview of the dataset construction process.

Figure 4.1 outlines the process for constructing a dataset. The first decision point
for dataset construction is the choice of which requirements are included in the
experiment. This can include choosing manual requirements, a subset of the provided
requirements decided by their quality classification, the complete set of provided
requirements, or a combination.

After the included requirements are defined, we choose the test scripts with which
they are matched in the classification decision. Generally, we identify the compliant
tests for each requirement and include the tuple of requirements and compliant tests
in the dataset. Additionally, perturbations of the test scripts can be constructed
using the perturbations described in Section 4.2.3. The choice of perturbations used
is elaborated further in the respective experiment sections.

To include negative samples not created by perturbations, all non-compliant test
scripts are potential candidates. However, this poses several problems. The amount
of negative samples is much more significant than the amount of positive samples
for a requirement, which leads to a very imbalanced dataset. Additionally, the
computational cost of testing each requirement against approximately 240 test scripts
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is infeasible. Furthermore, the task’s difficulty might be low since test scripts usually
have different purposes and thus do not include the same or similar signal names.
To alleviate this problem, we sample one random test script as a negative sample
and one similar test script, where we define similarity as sharing at least one signal
name with the original test script.

Constructing a dataset has some inherent risks since it directly influences the difficulty
of the task and, therefore, the model performance. For this reason, comparative
experiments are always conducted with the same constructed dataset, making different
approaches comparable to the same task.

4.3 Evaluation procedure

This section introduces the evaluation scheme addressing research question 1. Fol-
lowing the provided dataset and problem definition, we frame the problem as a
classification task. Here, a system is required to provide a binary classification
decision if a test script covers a requirement formulated in natural language, given a
pair of test script and requirement.

For performance metrics, we focus on standard classification metrics, such as precision,
specificity, sensitivity, accuracy, and Fl-score. The type of error the classification
system makes has different significance and costs in this particular use case of checking
the compliance of a test with a given requirement. When the system makes a falsely
positive classification, and the system’s decision is relied upon, it is falsely assumed
that the test complies with the requirement. This can have severe consequences if
the requirement describes safety or security-relevant aspects. On the other hand,
making a falsely negative decision leads to possible redundancy in the test code or
unnecessary work because a new test would have to be written or an existing test
altered, which is more of a monetary risk and, therefore, lesser risk. Since the types
of errors have different significance, we explicitly include precision and sensitivity in
our classification metrics.

The evaluation scheme is primarily based on local example-based explanation methods,
which, when combined, can give a global perspective on model behavior. In this
work, we focus the evaluation mostly on structured input perturbations, described in
Section 4.2.3, to gain insights into how the systems react to changes in the input.
Data of different complexity and quality is generated or classified to further probe
the influence of changes in the data on the classification performance.

Given a constructed dataset (see Section 4.2.5) for an experiment, we evaluate
the performance of a system in the following ways. We stratify the results by
the perturbation used, the sampling technique of negative examples, or if it is an
original test. Then, each strata’s performance metric is calculated depending on
the underlying label as illustrated in Figure 4.2. We report the model’s sensitivity
for strata where the label is positive (the original test script, the remove comments
perturbation). For strata where the label is negative (sample of random test script,
sample of similar test script) or we make an assumption of a negative label as
described in Section 4.2.3, we report the specificity. This allows us to evaluate the
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system performance for different types of perturbed inputs and gain insights into
which changes in the input the model is sensitive to. This part of the evaluation
scheme relies on the reliable construction of counterfactuals, which is not guaranteed
in all cases (see Section 4.2.3) and evaluates the transformed or sampled samples
independently from the original test script and its classification.

Calculate
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Figure 4.2: Overview of the counterfactual-based evaluation scheme.

Since models that either always make a positive or negative classification decision
would perform very well in the respective strata, we also report metrics for larger slices
of the dataset. Figure 4.3 illustrates the approach. The global performance includes
the original tests and two sampled test scripts (random, similar), and accuracy,
precision, sensitivity, and F1l-score are reported since, here, the dataset consists
of a mix of positive and negative samples. This evaluation does not include any
perturbation and can, thus, be interpreted as an approximation of the performance
if the system was tested against the whole provided dataset.
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Figure 4.3: Overview of the performance evaluation scheme.
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To further deepen the understanding of the impact of input perturbations, we
consider the original test script and the associated system prediction jointly with
all perturbations and negative samples and analyze label flips as outlined in Figure
4.4. Here, we first observe the prediction for the original test script and then record
if a label flip, meaning a change of the prediction either from positive to negative
or vice versa, occurs for a specific perturbation or negative sample. We then report
the percentage of label flips independent of the initial prediction as the global flip
fraction and stratified by the initial prediction.

This approach does not rely on any label assumptions for transformed samples.
However, the correctness of the original prediction is not considered, and this
evaluation does not independently constitute a performance measure of the underlying
system. The results can give insights into what kind of perturbations the system is
sensitive to and which parts of the input are essential for the classification.
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Figure 4.4: Overview of the label flip evaluation scheme.

4.4 Prompting techniques

This section talks about the methodology and technical aspects of our experimentation
pipeline. Our system aims to do the review process by using different in-context
learning techniques, external data sources, and parsing protocols.

Component Overview

On a high level, our two main components that form the experimentation chain
are the Reviewer and ReviewerProtocol classes. These components help with the
interaction between the user sending in a pair of test scripts and a requirement and
our reviewing logic.

Reviewer & ReviewerProtocol

The Reviewer class manages dialogue between users and the LLM system, determining
appropriate responses to user queries. It is initialized with arguments such as: the
LLM, test script, requirements, and parameters related to external data sources and
parsing protocols.

The ReviewerProtocol class works in conjunction with the Reviewer to formulate
prompts made for specific review cases. By considering various combinations of input
parameters, such as the inclusion of signal dictionaries and function descriptions, the
protocol constructs prompt strings.
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The protocol extracts relevant functions from the test script if we enable signal
dictionaries. Additionally, if signal extraction is needed, it parses signals using regular
expressions from the test script. It then dynamically combines this information with
placeholders within a pre-formatted string, including placeholders for the test script,
requirement, signal dictionary, and function documentation.

Subsequently, the Reviewer’s chat method communicates with the LLM, sending the
constructed prompt string as input and receiving output containing decision and
reasoning. The protocol’s parse method uses regular expressions to extract decisions
and reasoning from the output string. In case of parsing errors, the system iteratively
re-sends the output string to the LLM, allowing up to 10 iterations to ensure proper
formatting for successful parsing.

Following is our current prompt configuration based on different in-context learning
techniques and external information sources:

Protocol Options

Displayed below are the protocol options defined for different scenarios with the
key of the dictionary representing the tuple of the arguments signal dict_ info,
pn__document_ info and in-context learning technique, and the corresponding values
are the prompts called for them:

protocol_options = {
(True, True, "ZERO_SHOT"): BASE_PROMPT + INPUT + SIGNAL_INFO +
FUNCTION_INFO +
FINAL_INSTRUCTIONS,
(True, False, "ZERO_SHOT"): BASE_PROMPT + INPUT + SIGNAL_INFO +
FINAL_INSTRUCTIONS,
(False, True, "ZERO_SHOT"): BASE_PROMPT + INPUT + FUNCTION_INFO
+ FINAL_INSTRUCTIONS,
(False, False, "ZERO_SHOT"): BASE_PROMPT + INPUT+
FINAL_INSTRUCTIONS,
(True, True, "TWO_SHOT"): BASE_PROMPT + TWO_EXAMPLE_INSTRUCTION
+ EXAMPLE 1 +EXAMPLE 2 +
INPUT + SIGNAL_INFO +
FUNCTION_INFO +
FINAL_INSTRUCTIONS,
(True, False, "TWO_SHOT"): BASE_PROMPT +
TWO_EXAMPLE_INSTRUCTION +
EXAMPLE_1 +EXAMPLE_2 + INPUT
+ SIGNAL_INFO +
FINAL_INSTRUCTIONS,
(False, True, "TWO_SHOT"): BASE_PROMPT +
TWO_EXAMPLE_INSTRUCTION +
EXAMPLE_1 +EXAMPLE_2 + INPUT+
FUNCTION_INFO +
FINAL_INSTRUCTIONS,
(False, False, "TWO_SHOT"): BASE_PROMPT +
TWO_EXAMPLE_INSTRUCTION +
EXAMPLE_1 +EXAMPLE_2 + INPUT+
FINAL_INSTRUCTIONS,
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Within the BASE_PROMPT given in Appendix 3,2, we refer to [65] to give the
model a role description by stating, "You are an expert code reviewer." . Through
empirical evidence from various iterations using different prompts, we observe that
this approach helps the model generate relatively better reasoning than when a
persona is not provided. Additionally, we provide the model with a description of the
task, stating, "You are given a test script written by a developer and a requirement
that it should fulfill. Your task is to evaluate if the test script strictly fulfills the
provided requirement." Additionally, we provide tour definition of compliance as
defined in Section 1.3. We then add a string describing how it should reason about
the task before making a decision: "The decision should be Yes/No on whether
the test script meets the requirements. As a reason, you should break down the
requirements and point out which parts of the test script fulfill them. Try to interpret
the requirement and reason if the tests meet the intention behind the requirement.
Some things are not directly mentioned in the requirement but are implied, so
you should also look for those in the test script. The Test Script is a sequence of
functions, which are separate lines. Each function has a name followed by a ’:’. Inside
the function, one or more (nested) parameters are called, with their arguments in
brackets ()" Within the BASE_PROMPT, we also instruct the model that it needs
to "Return the output in a JSON format, i.e., with decision and reason as its keys."

We add the actual test script and the requirement in the INPUT (see Appendix 4).
And, for providing the model with more context using external information, the
SIGNAL_INFO (see Appendix 6) and FUNCTION_ _INFO (see Appendix 7) are
included. This is where we place the signal definitions obtained from our CanDirLUT
and the function definitions obtained from our PnDocumentLUT.

For the two-shot learning technique, we introduce two different examples that
demonstrate the task and its completion, i.e., we show the model a test script, a
requirement, the relevant compliance decision, and the reason for compliance. We
use two such examples, making the prompt a two-shot prompt (see Appendix 8).

Within the reasoning, we follow the chain-of-thought reasoning trace approach
outlined in [68], which includes the sequence of steps to make the decision. This is
done by adding "Let us think step by step" at the end of our prompt and providing
explanations in our examples (see Appendix 5).

Following the agent framework described in Section 3.2, these systems’ decision
procedure consist of only one decision cycle that results in making the compliance
decision. Furthermore, the planning step in the system is fixed and not made by an
LLM. The cycle starts by getting the requirement and test script as inputs, then,
depending on the described system configuration, external information or examples
are retrieved from semantic memory to the working memory. These are then included
in the prompt as described above to elicit the LLM to make a compliance decision,
which is the resulting grounding action.

LLM Protocol

Underneath the functionality of inputting prompts as strings to the LLM, additional
formatting is needed for each kind of model based on the tokens used for the start
and end of the sequence to train it. For the two models we use, our protocols are

38



4. Methods

defined as follows:

The MiztralProtocol & CodelLlama34Protocol classes are designed to interact with the
Mixtral 7x8B model and CodeLlama-34B, respectively, facilitating communication
between the user and the models.

o Initialization: Upon initialization, the protocol accepts an optional argument
system,__instruction, a system prompt or instruction to guide the model’s
behavior during interaction. It sets up default roles for the user and Al and
start and end tokens for string and instruction sequences.

o Formatting: The format method constructs a prompt string for the model
based on the given user query (prompt), chat history (history), and primer
(primer). If a system__instruction is provided, it is incorporated into the prompt
to guide the model’s behavior. The primer can provide additional context or
constraints for the model’s response.

o Parsing: After generating a response, the parse method extracts the answer
from the model’s generated text. It also formats the text with start and end
tokens for string sequences to maintain coherence in the conversation history.

4.5 Agent approaches

We denote the following systems as agent approaches, since they include more than
one iteration of the decision loop. As described in Section 4.1, all outlined approaches
rely on static planning that doesn’t involve LLMs deciding on the next action directly.

4.5.1 Function evaluation

To simplify the test script, this approach tries to discard functions deemed useless
for making the final compliance decision.

Compared to the systems described in Section 4.4, this approach aims at simplifying
the problem before solving it, with the techniques described in Section 4.4. The
decision procedure for this system can be divided into two phases. The first phase
considers each function of the test script and decides if it is helpful for the final
compliance decision, whereas the second phase consists of the final compliance
decision as described in Section 4.4.

In the first phase, n decision loops are executed, where n is the number of functions
in the considered test script. In each decision loop, the LLM is given the requirement
and a function out of the test script in addition to the optional context around it.
Here, we consider three different systems depending on how much context is included
around the considered function. The first version considers the full test script and
marks the considered function; however, due to the high computational cost of
executing this for each function and such long prompts, we didn’t run experiments
for this version. The second version only includes the considered function, which leads
to the fastest inference but loses the most information, which might be necessary to
make a relevant decision for an individual function. The third version considers a
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window of one function before and after the considered function and includes those
in the prompt while marking the function of interest. This version is a compromise
between the two versions since it includes some context for the function of interest
while limiting the prompt length. We run experiments for both version 2 and 3,
which are further described in Section 5.6.

After processing the function and its context, the available external information for
the considered function is retrieved from semantic memory and saved to working
memory. Depending on the used version, prompt Appendix 9, 10 are then used to
elicit the LLM to make a decision on whether the considered function can contribute
to the final compliance decision. The function is deemed useful and saved to the
working memory. The construction of the prompt follows the same principles as
described in Section 4.4, with minor changes mainly to the task description.

After every function was evaluated for its usefulness, the second phase begins by
reconstructing the test script by concatenating the remaining functions that were
saved to the working memory. With this shortened test script, a final compliance
decision is made using the same approach as described in Section 4.4.

4.5.2 Requirement reformulation

Next to modifying the test script before making the final compliance decision, the
requirement is the second textual input that can be modified to impact the system’s
performance. This approach follows a model-based approach to reformulate the
requirement, given some quality criteria, without changing the semantic content.
Compared to the approaches outlined in Section 4.4, this system introduces an
additional decision loop before making the final compliance decision. In this loop,
the requirement is given to an LLM that is elicited to reformulate the requirement
with the prompt displayed in Listing 11. The prompt follows the outlined prompt
engineering principles and includes four criteria derived from the criteria described
in Section 2.2. The system then makes the final compliance decision with the
reformulated requirement following the process outlined in Section 4.4.

This approach aims at leveraging the language capabilities of LLMs to improve the
language of formulated requirements. However, by using an LLM to change the
requirement, it is possible that the LLM changes the requirement in ways that change
the human-annotated ground truth relationship between the requirement and the
test script.

4.5.3 Self-Consistency

In our agent framework, self-consistency is utilized as a selectable action to evaluate
the consistency of the responses generated. This approach addresses the sensitivity of
our models to specific prompt tokens, which led to the implementation of a method
where an odd number of responses are generated from a set of slightly varied but
semantically equivalent prompts. Having a consistency check as an action allows us
to use majority voting to force the most consistent response along with a confidence
score in the compliance decision.
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This aims at improving the decision-making by evaluating and comparing multiple
generated responses. This action leads to creation of several versions of a response
using different generation configurations, such as changes in temperature and sampling
settings, or by simply using semantically similar prompts. By verifying the consistency
among these varied responses, the approach helps ensure that the model’s outputs
are accurate and not too much dependent on the initial prompt we came up with.
This method enhances the overall quality and dependability on the model’s decision.

4.6 Baseline

It is common practice to compare machine learning systems to a simple baseline
to test if they can outperform a more straightforward approach and justify their
increased computational cost and investment effort. We define our baseline as a
regular expression-based string match. The baseline extracts all signal names from
a test script and makes a positive classification if any of the extracted signals are
mentioned in the test script. Otherwise, it makes a negative classification decision.

4.7 Failed Approaches

To address the research questions, we experimented with various methodologies
and explored different techniques; however, not all were extensively pursued. Time
constraints and preliminary assessments of the results with a small dataset led us
to prioritize other approaches for our experiments. In the following section, we will
enumerate these failed approaches:

 Requirement Decomposition: Since the requirements we had, contained
multiple causal relationships, we followed the approach proposed by Frattini
et al. [93], which aims at breaking down complex causal relationships into
simpler ones. We utilized a LLM to decompose more extensive requirements
into smaller pieces and attempted to measure the compliance of each sub-
requirement. However, this approach encountered several problems. Firstly,
verifying if all the sub-requirements generated were accurate representations
of the original requirement was challenging. Additionally, qualitative analysis
showed a general inability of the model to generate meaningful decompositions.
Furthermore, evaluating the compliance of each sub-requirement separately
did not necessarily guarantee compliance with the entire requirement.

o Test Translation to Natural Language: Checking the compliance of a test
script written in a specialized language with a natural language requirement is
a complex task involving various sub-tasks. These include understanding the
functions within the test script, their sequencing, arguments, parameters, and
more. Furthermore, understanding how these components interact within the
test script is required. Additionally, one must analyze the requirement within
the context of the system and cross-reference it with the understanding derived
from the test script. Making decisions based on these tasks in a single prompt
input can be challenging for the model. Therefore, we considered translating
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our dataset of test scripts into natural language pseudocode-based descriptions
to improve the model’s performance when comparing these descriptions against
the natural language requirements. However, this approach did not yield
satisfactory results as the translation process overlooked minor peculiarities
from the test script that could be crucial for ensuring compliance.

Test Translation to Python: Following the same concept as in the translation
to natural language, we attempted to convert the test scripts into Python. This
decision was based on the understanding that the model has been trained in
Python and might be able to make better compliance decisions when presented
with test scripts written in Python. However, we encountered issues similar
to those with natural language translation. The translated Python scripts
often overlooked certain checks, and the generated Python code’s syntax was
inconsistent across different test scripts. This inconsistency made constructing
prompts challenging for the next step of checking compliance.

Exact Signal Name Match: Based on the assumption that if a signal
name mentioned in the requirement is not even mentioned in the test script,
we attempted to extract signals from both our test scripts and requirements.
Signals from the test scripts were extracted using regular expressions, while
signals from the requirements were extracted using a LLM. This decision was
made because signals within requirements were not present in a consistent
pattern. However, this approach failed due to how the LLM extracted signals
from the requirements. The LLM tended to generate signal names based on
the information provided in the requirement, even if these signals were not
genuine. Consequently, we abandoned this approach.

Self-Refine: This technique involved reflecting on an initial generation,
creating feedback based on the initial input and output, and iterating this
process to gradually enhance the responses. We explored two different methods
for generating feedback. The first method allowed the model to review the
initial reasoning and decision-making process, prompting it to identify and
correct any issues within these areas over a fixed number of iterations (in our
case, five iterations). The second method involved assigning a feedback score to
each generation, with the model refining its previous answers until the feedback
score reached a specified threshold (for us, 8 out of 10). However, the technique
struggled due to the lack of an external feedback source, a limitation highlighted
in [94]. Our conjecture suggests that better results could be achieved with
access to an execution environment that could provide error tracebacks as
feedback. This area remains a promising direction for further research.
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Results

This chapter describes, analyzes and discusses the conducted experiments in this work.
First, the experiment for systems relying on prompting techniques are discussed.

5.1 Experimental setup

If not stated otherwise, the dataset used for all experiments is constructed according
to the descriptions in Section 4.2.5. Following are the included perturbations:

¢ RemoveComments

o ReplaceComponent-2: Replaces the START TEST component of the test
leaving INITIALIZATION, RESTORATION unchanged.

« ReplaceAllTestFunctions: Replaces every function in the test script.
o ReplaceAllTestParameters: Replaces every parameter in the test script.

» ReplaceAllTest Parameters-Signal: Replaces every parameter in the test script
except the Signal parameter.

» ReplaceTestParameters-Signal: Replaces every Signal parameter in the test
script.

o ReplaceAllTest Arguments: Replaces every argument in the test script.

o ReplaceAllTest Arguments-Signal: Replaces every argument in the test script
except the Signal argument.

o ReplaceAllTest Arguments-Comparer: Replaces every argument except the
Comparer argument in the test script.

» ReplaceAllTest Arguments-Value: Replaces every argument except the Value
argument in the test script.

o ReplaceTest Arguments-Signal: Replaces every Signal argument in the test
script.

o ReplaceTest Arguments-Comparer: Replaces every Comparer argument in the
test script; this changes the comparison operator, for example, from == to <.
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o ReplaceTestArguments-Value: Replaces every Value argument in the test script,
changing the values signals are compared against.

In addition to the 2 sampled negative samples, this leads to 13 perturbed test scripts
being added to the dataset for each annotated tuple of test script and requirement.
The choice of the transformations is mainly motivated by the observation that the
basis of the testing procedure is setting values for specific signals and checking related
signals for a specific value change in most test scripts. To probe if systems can detect
small changes in this procedure, we replace the three elements involved: the signals,
the comparison operator, and the values set or checked.

For the experiments, we fix the model temperature to 1 and use greedy decoding to
reduce the search space of potential configurations and to follow the given requirement
that the results should be deterministic.

5.2 Prompting techniques

This section describes the experiments conducted using systems mainly using prompt-
ing techniques and solving the classification task in one prompt. In these experiments,
we consider system changes in 3 dimensions: Model type, in-context learning tech-
nique, and the usage of external information. With 2 different options for each of
these dimensions, this leads to 8 run experiments and 1 experiment run with the
baseline system.

The results for the described experimental setup are displayed in Table 5.1, where the
metrics are reported for a subset of the dataset, including the original test script and
the two sampled negative samples, leading to a 1 : 2 ratio of positive and negative
classes. Generally, the results for systems that try to solve the problem in one prompt
are poor, and these systems generally do not exceed and mostly have noticeably
worse performance than the defined baseline. The only exception is the Mixtral
model that uses a Zero-Shot prompt and does not use external information. This
model setup outperformed the baseline closely in 3 of the 5 metrics. The generally
poor performance of these approaches might indicate that the problem is too complex
to be solved in one LLM prompt.

System Precision Sensitivity Specificity Accuracy Fl-score Mean prompt length
Mixtral Zero-Shot 0.66 0.38 0.90 0.73 0.49 2559

Mixtral Zero-Shot* 0.53 0.31 0.86 0.68 0.39 3493

Mixtral Two-Shot 0.43 0.43 0.72 0.62 0.43 4984
Mixtral Two-Shot* 0.35 0.68 0.38 0.48 0.47 5919
CodeLlama_ Zero-Shot 0.38 0.96 0.22 0.47 0.55 2669
CodeLlama,_ Zero-Shot* 0.36 0.96 0.15 0.42 0.53 3644
CodeLlama_ Two-Shot 0.40 0.70 0.46 0.55 0.51 5143
CodeLlama_ Two-Shot* 0.39 0.89 0.22 0.46 0.54 5809
Baseline 0.6 0.51 0.83 0.72 0.55

Table 5.1: Results including original and sampled test scripts for different combina-
tions of LLMs, prompting type, and the inclusion of external information. The "*"
indicates whether external information was made available to the model.
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Influence of LLM Model

There is a distinct difference between the two used models. Mixtral-based systems
make more negative classifications and, thus, generally have higher specificity and
precision, while CodeLlama-based systems have higher sensitivity due to generally
making more positive classifications. This is the case even having adjusted the
prompts to elicit more lenient behavior in the classification for Mixtral and more
strict behavior for CodeLlama, as can be seen in the different base prompt for both
models in Appendix 2, 3.

Influence of prompting type

The results for the prompting type are less conclusive than for the influence of the
model. For Mixtral-based systems, the accuracy degrades when using Two-Shot
approaches compared to Zero-Shot approaches, going from approximately 0.73,0.68
to 0.62,0.48 respectively. However, the Fl-score is slightly reduced for systems that
do not use external data. For systems using external data, the F1l-score increases,
and the general model behavior changes since this is the only Mixtral-based system
that gives more positive classifications than negative. For Codel.lama-based systems,
the accuracy increases slightly, going from approximately 0.47,0.42 to 0.55,0.46,
respectively. However, for Fl-scores, although smaller and inconclusive, the trends
look similar to Mixtral-based systems, where giving examples seems harmful for
not using external information and neutral or slightly positive when using external
information.

For Mixtral, including examples makes it more likely to give a positive classification,
and for CodeLlama, the effect is the opposite, increasing the fraction of negative
classification decisions.

Qualitatively reviewing the given reasoning for decisions reveals that the model often
conflates the given examples with the actual requirement and test query. In its
reasoning it then mixes the requirements together or refers to the example tests.

Influence of external information

The results for including external information are consistent between the two model
types. Including external information in a Zero-Shot prompt generally degrades the
system’s performance in all metrics. For Mixtral-based systems, this effect is slightly
more pronounced than for CodeLlama-based systems. For Two-Shot approaches, the
inclusion of external information has a different effect. It increases the fraction of
positive classifications for both system types, even reversing the general preference of
negative classification for Mixtral-based systems. This leads to increases in sensitivity
and decreases in specificity, ultimately leading to a drop in accuracy and slight gains
in Fl-score.

General observations

Taking into account the mean prompt length for the different prompting techniques,
we conjecture that the prompt length or more precisely the ratio of relevant informa-
tion and irrelevant information/noise might be impacting the performance of these
systems.
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5.3 Model understanding

To better understand how the system makes its decision, we present the analysis
of input perturbation impacts for the Mixtral-based Zero-Shot system without
external information since it achieves the best precision out of all systems. Table 5.2
displays the results, where columns for sensitivity and specificity report these metrics
for evaluation schemes relying on counterfactual assumption. The columns global,
positive, negative report the fraction of label flips. Positive and negative describe the
classification decision for the original test, whereas global is the fraction of label flips
regardless of the initial decision.

Since the original and test scripts, which were transformed by removing the comments
have a positive label, only sensitivity is reported for them. The label for the
sampled test scripts is negative, and only specificity is reported. Similarly, for
all input transformations except the removal of comments, we assume them to be
counterfactuals as argued in Section 4.2.3 and, therefore, having a negative label.

Perturbation Sensitivity Specificity Global Positive Negative
original 0.38

RemoveComments 0.20 0.27 0.58 0.05
ReplaceComponent-2 0.86 0.38 0.80 0.10
ReplaceTest Arguments-Signal 0.76 0.23 0.49 0.05
ReplaceAllTest Arguments-Signal 0.68 0.19 0.34 0.09
ReplaceTest Arguments-Comparer 0.60 0.09 0.13 0.06
ReplaceAllTest Arguments-Comparer 0.74 0.27 0.52 0.10
ReplaceTest Arguments-Value 0.60 0.16 0.21 0.12
ReplaceAllTest Arguments-Value 0.72 0.26 0.49 0.11
ReplaceAllTest Arguments 0.78 0.25 0.46 0.10
ReplaceTestParameters-Signal 0.63 0.16 0.24 0.10
ReplaceAllTestParameters-Signal 0.77 0.22 0.49 0.03
ReplaceAllTestParameters 0.79 0.25 0.55 0.04
ReplaceAllTestFunction 0.73 0.19 0.40 0.04
SampleRandomTests 0.91 0.45 0.93 0.11
SampleSimilarTests 0.90 0.39 0.86 0.07

Table 5.2: Results for Mixtral-based Zero-Shot system using no external information,
for different test inputs. The columns for sensitivity and specificity report these
metrics for the evaluation scheme relying on a counterfactual assumption. The
columns global, positive, negative report the fraction of label flips. Positive and
negative describe the classification decision for the original test, whereas global is the
fraction of label flips regardless of the initial label.

Generally, the input-dependent results show that the system shows different per-
formances depending on the type of test input provided, which indicates that the
system considers particular variables or structures of the test more critical for its
decision-making. The label flip results clearly show that label flips primarily occur
from a positive initial classification to a negative classification when the test input
is transformed or sampled. This strongly indicates that the system classification
decisions are not purely random, and the system recognizes that these changes make
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the test less likely to comply with the requirement. Furthermore, the results show
that a decrease in sensitivity and an increase in specificity positively correlate with an
increase in the flip ratio from originally positive to negative classification, indicating
that both proposed evaluation methods measure similar effects.

In removing comments, the sensitivity decreases sharply to approximately 0.20 from
0.38 for the original test. This is further underscored by a flip ratio of 0.58 from
a positive original classification. This shows that the system is less likely to give
a positive classification when comments are removed, indicating that the model is
basing part of its decision on the content of comments.

For input changes that result in a label change, the most robust performance is
shown for the sampling of random and similar tests as well as the replacement of
the START TEST component with sensitivities of 0.91,0.90,0.86 and flip ratios
from positive to negative of 0.93,0.86, 0.80 respectively. This is expected since these
constitute the most sweeping changes compared to the original test script, where
either the whole test script or the most important and most significant part of the
test script is completely replaced. The performance of the sampling of similar tests,
which have at least one signal in common with the original test, is only slightly
behind the performance of randomly sampled tests.

Analyzing the three elements of the predominant testing procedure, Signal, Comparer,
Value, shows that they have different impacts on the system decisions. To probe
this, transformations that only replace the argument for a specific element or all
other elements except the specified element are used. The results show that Signal
is decidedly the element with the biggest impact. Replacing only Signal shows a
label flip ratio of 0.49 compared to 0.13,0.21 for Comparer, Value respectively, con-
sidering flips from positive to negative. Additionally, when replacing all arguments
except Signal, the system shows the lowest positive flip ratio of 0.34 compared to
0.52,0.49 for Comparer, Value respectively. This clearly indicates that from these
three elements, the system is primarily focused on the presence of the Signal and, to
a lesser extent, how and to what value it is compared to. Surprisingly, replacing all
arguments in the test script has a slightly lesser effect than keeping the Comparer or
Value argument.

To probe the impact of parameter changes in the test script, we mostly focus on the
parameter Signal. Only replacing the Signal parameter shows a diminished impact,
with a specificity of 0.63 and a positive flip ratio of 0.24, compared to replacing the
actual signal name, which is the argument. This further indicates that the system is
more focused on the presence of a specific signal name than its proper usage in the
test. However, the proper usage of parameters, in general, has a sizable impact on
the system decision with positive flip ratios of 0.49,0.55 for all parameters except
Signal and all parameters, respectively, which is higher than the replacement of all
arguments with a positive flip ratio of 0.46.

The lowest impact out of all three main components: arguments, parameters, func-
tions, seem to be the functions with the lowest positive flip ratio of 0.4. This can be
interpreted as an indication that the system is not primarily focused on the language
aspect of the test script and its proper usage.

Since the external knowledge available mainly covers valid signal values for the
CanDB and function information for the PnTool documentation, using the stratified
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analysis, it is possible to gain some insights into whether the system uses this
information. Comparing the results of the Mixtral-based Zero-Shot system without
external information to the one using external information, some differences can be
identified. Although, as established, the system using external information generally
performs worse, it shows improvements for transformations concerning the Value
argument. Specifically, the specificity and positive flip ratio increase starkly from
0.60,0.13 to 0.70,0.45, respectively. However, the negative flip ratio also increases
from 0.12 to 0.17, which can likely be attributed to a general increase in the negative
flip ratio for this system. This can be interpreted as indicating that the external
information positively changes the system’s behavior for the specific information
it provides. For the function information in the PnTool documentation, no such
notable change can be observed for the transformation concerning the replacement
of all functions.

5.4 Requirement quality

Due to the deficiencies discovered in the data review process regarding requirements,
we probe how the quality of requirements affects system performance. Table 5.3
shows the results for or a subset of the dataset, including the original test script and
the two sampled negative samples. The results are stratified by the quality of the
requirements in the dataset described in Section 4.2.2 for requirements from the entire
dataset or given for the manually written requirements described in Section 4.2.4.
The results clearly show that the higher the quality of the requirements, the better the
system performs. For the quality levels in the given dataset, gradual improvements
in all metrics are observable. An especially large improvement in sensitivity occurs
for the manually written requirements, while the specificity decreases slightly. These
results indicate that the quality of the requirements can significantly impact the
system’s performance. Additionally, results are reported for the system described in
Section 4.5.2, where requirements are first reformulated by the system given some
quality criteria before the compliance decision is made. These results are marked as
"model-based" in Table 5.3. The results for the model-based reformulation show a
generally worse performance compared to their unaltered counterparts. This can be
explained by the model not having access to additional information that would enable
it to improve the requirement noticeably. Just providing a selection of requirement
quality criteria is not sufficient to improve the requirement and largely results in a
simple rephrasing of the requirement. Furthermore, although LLMs are generally well
versed at rephrasing text passages, the human-annotated ground truth relationship
between requirement and test script can get jeopardized by this process, posing a
risk to the integrity of the analysis.

5.5 Synthetic data

To probe the developed conjecture that prompt length and requirement complexity
impact the performance of the developed systems, we conduct experiments with
synthetic data generated as described in Section 4.2.4. The experimental setup
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Requirement Data Precision Sensitivity Specificity Accuracy Fl-score
Full 0.66 0.38 0.90 0.73 0.49
Full model-based 0.58 0.36 0.87 0.70 0.44
Quality 3 0.58 0.34 0.88 0.70 0.43
Quality 2 0.68 0.39 0.91 0.73 0.49
Quality 1 0.70 0.40 0.91 0.74 0.51
Manual 0.71 0.62 0.87 0.79 0.67
Manual model-based 0.63 0.63 0.81 0.75 0.63

Table 5.3: Results for Mixtral-based Zero-Shot system using no external information
including original and sampled test scripts for different requirement data.

matches use the same perturbations with a minor adaption for the sampling of
similar test scripts. Due to the shortness of the extracted sequences and the similarity
criterion of sharing at least one signal name, it is possible for a similar test to cover
the same requirement as the original test. To ensure that such overlaps do not occur,
we check that the sampled similar test is different in at least one signal name or
value. If that is not the case, a random signal name in the sampled test will be
replaced. We generate datasets for complexity levels 1, 2,4, where the complexity
refers to the number of concatenated test sequences, and with and without noise,
where noise refers to the placement of the generated test sequence into an unrelated
test script. We probe Mixtral-based systems either with or without the inclusion of
external information. This leads to 12 combinations of systems and datasets. Table
5.4 shows these experiments’ results.

External information Noise Complexity | Precision Sensitivity Specificity Accuracy Fl-score Mean prompt length
False False 1 0.83 1 0.90 0.93 0.91 651
False True 1 0.71 0.66 0.86 0.79 0.68 2458
True False 1 0.79 1 0.87 0.91 0.89 1003
True True 1 0.71 0.82 0.83 0.82 0.76 3224
False False 2 0.88 0.99 0.93 0.95 0.93 871
False True 2 0.75 0.79 0.87 0.84 0.77 2775
True False 2 0.84 1 0.90 0.93 0.91 1277
True True 2 0.69 0.87 0.80 0.83 0.77 3766
False False 4 0.93 0.99 0.96 0.97 0.96 1326
False True 4 0.79 0.94 0.87 0.90 0.86 3143
True False 4 0.85 1 0.91 0.94 0.92 1929
True True 4 0.75 0.92 0.85 0.87 0.83 4399

Table 5.4: Performance results for Mixtral-based systems applied to synthetically
generated data. The noise column indicates whether the generated test was injected
into a longer random test script and the complexity column indicates the number of
consecutive test sequences as described in Section 4.2.4.

Generally, the systems used on synthetic data vastly outperform those used on the
original and manually created datasets. This is unsurprising since the requirements
are vastly simplified and explicitly name every relevant signal and the associated
value. Additionally, the test scripts are vastly simplified for some synthetic datasets,
containing only a single test sequence for setting and checking a signal value in
extreme cases. The best-performing system didn’t make use of external information
and achieved an F1-score of approximately 0.961 on a dataset that did not include

49



5. Results

noise and had a test sequence complexity of 4.
Influence of noise

The results show that noise is the most influential factor in this experiment, with
the Fl-score degrading by at least 0.10 when adding noise independent of the other
probed factor. Additionally, the mean prompt length increases substantially and at
least doubles when applying the noise procedure. This shows that the test script is the
most influential factor in the prompt length. Additionally, these results support the
conjecture that the prompt length impacts the systems’ performance. We conjecture
that the noise around the relevant test sequence makes it harder for the model to
identify the relevant information to make good decisions. Additionally, the impact of
the noise decreases slightly the longer the initial test sequence is. This could indicate
that the ratio between relevant information and noise might also be an influencing
factor in addition to the absolute length increase.

Influence of complexity

The results suggest that an increase in complexity also increases performance. This
surprising observation can partly be explained by how similar tests are sampled
(described above) since, for low complexities, the probability of a similar test being
very close to an original test is higher and often only differs in one signal name.
However, the trend of increasing complexity resulting in increased performance is
also shown for datasets with added noise. The ratio of essential and noisy data
might be an influencing factor. This could be further encouraged by injecting all test
sequences in a consecutive block into the noise test script, and further experiments
are required to confirm if this phenomenon also occurs when the test sequences
are spread throughout the noise. Regardless of these factors, the results suggest
that appending unrelated requirements does not majorly effect the performance
of the systems, and other types of complexity need to be explored to further the
understanding of what makes a requirement complex for an LLM. Additionally, these
experiments highlight the limitations of the chosen performance evaluation scheme,
which is problematic for very short test script and leads to different difficulties in
the task.

Influence of external information

The results for the inclusion of external information are not conclusive. For non-noisy
data, the inclusion of external information degrades performance and, additionally,
increases the prompt length by approximately 50%. For noisy test scripts, including
external information improves performance for the least complex test sequences
but degrades performance for the most complex explored test sequences. Generally,
external information increases the sensitivity of the system.

Model understanding

To further deepen the understanding of the model decision making, we analyze the
model using the defined input perturbations similarly to Section 5.3. In contrast
to the performed analysis, and mainly for brevity purpose, we focus on datasets
without noise and complexities 1,4 as well as restrict the analysis to the sensitivity
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and specificity. Table 5.5 displays the results.

. Complexity 1 Complexity 4
Perturbation Sensitivity Specificity | Sensitivity Specificity

original 1 0.99
RemoveComments 1 0.99
ReplaceComponent-2 0.98 0.95
ReplaceTest Arguments-['Signal’] 0.97 1
ReplaceAll Test Arguments-['Signal’] 0.99 0.90
ReplaceTest Arguments-[’Comparer’| 0.34 0.05
ReplaceAllTest Arguments-['Comparer’] 1 1
ReplaceTest Arguments-["Value’] 0.52 0.16
ReplaceAllTest Arguments-['Value’] 1 1
ReplaceAllTest Arguments-|] 1 1
ReplaceTestParameters-[’Signal’| 0.01 0
ReplaceAllTestParameters-[’Signal’| 0.14 0.11
ReplaceAllTestParameters-[] 0.16 0.10
ReplaceAllTestFunction 0 0
SampleRandomTests 0.96 0.97
SampleSimilarTests 0.84 0.94

Table 5.5: Results for the Mixtral-based Zero-Shot system using no external infor-
mation, for different test inputs. The columns for sensitivity and specificity report
these metrics for the evaluation scheme relying on a counterfactual assumption.

Compared to the results for the real dataset analyzed in Section 5.3, we generally
see more extreme results for the synthetic data. The real dataset specificity values
are mainly between 0.60 and 0.90, whereas specificity ranges from 0 to 1 for the
synthetic dataset. The sensitivity is also significantly higher and approaches 1 for
some perturbations. Additionally, the system does not seem to rely on information
in comments for the simplified synthetic data since the sensitivity does not show
a decrease for the RemoveComments perturbation in contrast to the real dataset,
which showed a drop of sensitivity of nearly half for this perturbation. This can
be explained by the far more precise and complete requirements for the synthetic
dataset, making it easier for the system to extract all the necessary information from
the test code.

The trends identified in Section 5.3 are generally mirrored and amplified for the
synthetic data. The system is most sensitive to changes in the signal names, showing
specificities approaching 1 for perturbations that replace signal names. For Comparer
and Value, the specificity is significantly lower than Signal, supporting the conjecture
that the system is primarily sensitive to the correct signal names being present. Here,
similarly to Section 5.3, the impact of the value compared with seems to be higher
than the comparison operator with specificities of 0.52 and 0.34, respectively.

More language-based perturbations, like replacing parameters and functions, have a
significantly smaller impact on the synthetic data than the real data. The specificities
for these perturbations range between 0.16 and 0, indicating that the system does not
consider these changes when making a compliance decision. This starkly contrasts the
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real data, which showed comparable values between the main components: arguments,
parameters, functions. We argue that the synthetic results give a more realistic
indication of the system’s capabilities since the system results in these simplified
scenarios are more reliable and less noisy than the real data, where the systems did
not outperform the defined baseline. Additionally, and in contrast to the conjecture
and observation made in Section 5.3, the inclusion of external information does not
improve the results for the related perturbation, i.e., the replacement of values and
the replacement of function names. This indicates that the general length of the
prompt is not the primary reason for the ineffective inclusion of external information,
and other factors might impact it.

Comparing the two complexity levels for synthetic data without noise shows two
distinct trends. The lower complexity data set performs worse for sampling similar
tests with a specificity of 0.84 compared to 0.94 for complexity 4. This can be
explained by the sampling procedure as explained above. Additionally, this also
supports the explanation for the counter-intuitive performance differences between
lower and higher complexities for noiseless data. Considering the perturbation for
Signal, Comparer, Value, it can be observed that the complexity does not strongly
impact the performance regarding the signal names. However, a significant change can
be observed for the comparison operator and the value argument. The replacement of
comparison operator and value shows considerably higher specificity for complexity 1
of 0.34,0.52, respectively, compared to 0.05,0.16 for complexity 4. A similar albeit
lesser trend can be observed for language-based perturbations altering parameters
and functions. This indicates that in contrast to what the performance analysis
suggests, the system performance is more sensitive to the generally less impactful
perturbations and, thus, performs more reliably for lower complexities.

5.6 Function evaluation

Following the observation that test length impacts the system performance, we report
results for the function evaluation agent described in Section 4.5.1. Table 5.6 displays
the results for the function evaluation agents compared to the simpler prompting
techniques discussed in Section 5.2. Here, the results for original requirement dataset
and the manually created requirements are both reported. Due to the third version
of the function evaluation agent, which considers a slice of functions, consistently
outperforming the second version, which only considers a singular function, the
reported results refer to the slice version.

Generally, the function evaluation agent is effective at reducing the length of the
test script and consequently the prompt length for both datasets. The mean prompt
length is approximately halved for the final decision with prompt lengths of 2559, 2104
for original and manual requirement datasets respectively, and 1114, 1074 for the
respective prompts shortened by the function evaluation.

For the original dataset, the function evaluation shows a drop of sensitivity by
approximately half from 0.38 to 0.19, leading to a substantial drop in F1-score
from 0.49 to 0.28. Additionally, the precision and accuracy drop slightly, while
the specificity increases slightly. This indicates that for this dataset the agent is
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not successful at identifying which functions are important and relevant for the
final compliance decision and too much information is lost by discarding relevant
functions.

In contrast, for the manual dataset the function evaluation only results in a slight
decrease in sensitivity from 0.62 to 0.59, while all other metrics increase slightly.
This indicates that the approach of simplifying the test script by discarding irrelevant
information shows some promise although it comes at a significant computational
cost, due to prompting the LLM for each function in addition to the final compliance
decision prompt.

System Data Precision  Sensitivity Specificity Accuracy Fl-score Mean prompt length
Mixtral Zero-Shot Original 0.66 0.38 0.90 0.73 0.49 2559
Mixtral Zero-Shot_ FuncEval Original 0.6 0.19 0.94 0.69 0.28 1114
Mixtral Zero-Shot Manual 0.71 0.62 0.87 0.79 0.67 2104
Mixtral Zero-Shot FuncEval Manual 0.8 0.59 0.93 0.81 0.68 1074

Table 5.6: Results comparing the function evaluation agent with the simple prompting
technique.

5.7 Self-Consistency

To achieve more reliable results, we conduct experiments employing self-consistency
and determining the final compliance decision with a majority vote. Due, to the
experiments with varied generation configurations not leading to disagreements in
the results, we report the results obtained by using 5 different base prompts to elicit
a compliance decision as described in Section 4.5.3. Table 5.7 shows the results
for the Mixtral zero-shot system using no external information and making use of
self-consistency. The Confidence column indicates the minimum amount of agreement
when conducting the majority vote.

Confidence ‘ Precision Sensitivity Specificity Accuracy Fl-score

3/5 0.39 0.09 0.93 0.65 0.14
4/5 0.37 0.09 0.94 0.68 0.14
5/5 0.36 0.07 0.95 0.70 0.12

Table 5.7: Results for the Mixtral Zero-Shot system using self-consistency and
stratified by the minimum agreement for the compliance decision.

The results show a significant degradation of most metrics compared to the simple
prompting system. Especially the sensitivity decreases from 0.38 to approximately
0.09. This also affects the F1-score, which decreases from 0.49 to around 0.14. This
could be explained by a selection of the prompts being formulated in a way that
elicits stricter behavior by the model, underscoring how sensitive the models are
to prompts and, thus, how important proper prompt calibration is. Although the
self-consistency agent shows stricter behavior, meaning that it generally produces
more negative decisions, the precision of the agent does not increase but decreases
significantly as well. This trend continues when the required confidence for a decision
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increases, with continual decreases in sensitivity, F1-score, and precision.

However, self-consistency improves the specificity compared to the simple prompting
and with higher confidence thresholds. This indicates that the stricter base prompts
are leveraged to make negative decisions more likely, with a higher proportion of
negative samples also increasing accuracy.

These experiments show that the choice of changes in parameters and prompts has to
be well-calibrated to be successful and that the inferred confidence from the voting
proportions is not a reliable indicator of uncertainty in this case.

5.8 Natural language explanations

Next to the quantitative analysis, we also qualitatively analyze the reasoning given
by the system every time a final compliance decision is provided. Due to the amount
of experiments and results we selectively review a subset of the provided explanations
and try to draw conclusions and identify common failure modes from them.

In almost all cases, the models are producing coherent and plausible explanations,
which in all reviewed cases are consistent with the compliance decision. In some cases
the explanations end in the middle of the explanation leading to unfinished sentences
and incoherence. However, in most cases the explanations are highly convincing on
first sight seemingly disagreeing with the observed quantitatively weak performance
of the probed systems. Further analysis reveals the weaknesses and problems of the
systems and provided explanations though.

The models struggle to match occurring signal names to the requirements if they are
not explicitly named. An example for this behavior is the conflation of the 'Bi-Xenon
Light Shutter", which is named in the requirement, with a signal referring to the
direction indicator lights. In this example the model assumes them to be equivalent,
although the required signal explicitly contains "Bi-Xenon" in its name. This behavior
underscores the difficulty of the problem, especially when lacking domain specific
expertise that can resolve such nuances, since it can be seen as reasonable to assume
by the model that the indicator lights is a more generally phrased signal that could
also cover Bi-Xenon lights.

Next to the name matching, the explanations also show reasoning errors. These
reasoning errors are mostly related to correctly interpreting timings and sequence
steps. Examples for these are tests, where changes shall occur after a specified time
and the relevant signal is tested shortly before the time is reached to see if the original
value is still active and shortly after the time to see if a change occurred. In those
scenarios the models look for an exact matching wait time and don’t consider the
timing of adding the intermediate step. Other common failure examples are occurring
when the model has to keep track of previous signal states and conditionally perform
actions based on those. These examples show two major challenges. Firstly, the
models struggle with reasoning and secondly, the models can’t resolve the ambiguity
of natural language, that always relies on interpreting the writers intention.
Additionally, the models hallucinate signal names in some cases, where they give
plausible explanations regarding a signal mentioned in the requirement, which is not
present in the test script at all.

Comparing the generated explanations between different input perturbations shows
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that the reached reasoning traces are wildly different unrelated to the actual applied
perturbation. For example when replacing all signal values one would expect for the
explanation to take into account this change and refer to it, but instead commonly
completely different explanations are generated. This underscores how sensitive
the models are to small changes in the input and that these changes can lead to
unpredictable results.

Regarding the effect of different prompting type, we can observe that the models
tend to conflate the given examples with the actual query and solely refer to contents
in the examples in their explanations or combine information from the examples
with the actual query.

For the inclusion of external information, the explanations often explicitly refer to
the external information, however the proper usage of the external information is
lacking, which is reflected in the quantitative performance analysis.

All in all the qualitative analysis highlights and empirically supports the described
characteristics of LLM-based natural language explanations. They are convincing
and appear to be plausible, but when investigating further they tend to be incorrect
or miss some critical nuance regularly.
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6.1 Discussion

This section discusses the extracted experimental results and infers potential reasons
for the results.

Generally, the results from our technique of trying to solve the problem in one prompt
tend to yield less robust results than those of a more straightforward approach, such
as our baseline of matching signal names.

We conjecture that two main reasons exist for the limited performance of one-prompt
systems. First, the developed systems lack knowledge about the vehicle as a system
of interconnected ECUs and signals and their relationships. For making reliably
correct classification decisions, the system must understand how different signals
interact to fully grasp what a requirement entails and how it is modeled in a test
script. For example, when a requirement asks for a specific behavior when signal A
is activated, it usually does not explicitly state which signals an activation effect,
which has to be tested inside the test script. Due to not having access to external
information that models these relationships, the implemented systems have to rely
on semantic name similarities or assumptions based on their pretraining to decide if
the correct signals are checked. However, it is doubtful that the pretraining data
included this kind of domain- and even company-specific knowledge.

Next to the conjectured domain-specific knowledge deficiencies, we argue that the
reasoning required to make correct classification decisions exceeds the reasoning
difficulties in standard reasoning benchmarks, making this task substantially more
complex than the reasoning task against which these LLMs are tested. This is mainly
due to the following factors. The questions in reasoning benchmarks are commonly
short [95], require commonsense reasoning [95]-[97], or are from a general domain
such as mathematics, law or physics [98]. Additionally, specific benchmarks are aimed
at long context understanding [99], [100]. However, the tasks in these benchmarks
require less reasoning capabilities and are mainly focused on retrieving information
from different parts of the input. The problem of deciding if a test script covers a
requirement requires reasoning in multiple steps and along different dimensions; for
example, temporal reasoning is required to understand the order of sequence steps,
mathematical reasoning is required to, for instance, correctly add wait times, and
semantic reasoning is required to connect related signals and how functions interact
with them [101]. This is combined with long inputs, and tests are formulated in
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a language not represented in the pretraining of the used LLM. Furthermore, as
outlined above, the reasoning has to be performed in an unknown domain.

The experiments with synthetic data support the conjecture that the length of the test
script and, thus, prompt seems to have a significant impact on the system performance
even for the simplified case. Addressing the prompt length with more agent-like
iterative approaches, revealed that in most cases the iterative solutions suffer from
accumulating errors making them perform worse than the simpler techniques.

To alleviate some of these problems, in-context learning techniques or RAG are
commonly employed to support the model in reasoning tasks and adapt to unknown
domains. Contrary to other works, the results do not improve in this work when
using these approaches. For the applied in-context learning approach, i.e., providing
two examples with reasoning traces, we conjecture that the system overfits to the
provided examples since the task is not well represented in the pretraining and
the examples add substantial length to the input, which generally degrades model
performance [99]. Although adding external information suggests improvements in
specific areas, it generally also degrades performance. The experiments with synthetic
data suggest, that the prompt length alone is not responsible for the ineffective
usage of the external information, calling into question the general usefulness of the
provided information for the model. Additionally, the formatting and selection of
external information presented to the model can be influential factors that need
further exploration.

The experiments also showed that different LLMs show vastly different behavior
regarding their classification and use, more specifically some model types are more
prone to producing positive classifications, while others show the opposite behavior
and produce generally more negative classifications. Furthermore, the explored LLMs
proved to be sensitive to small changes in the input prompts, this is especially visible
in the self-consistency experiments with different prompts. The systems also showed
varying responsiveness to different input perturbations. These aspects suggest that
the robustness of the probed LLMs is still not comparable to human-level robustness,
making the proper usage of these systems an engineering challenge. However, the
different behaviors of models and their selectively superior performance compared
to the baseline also offer a chance in their usage. The systems have applications in
being a preliminary step in a more layered and interactive validation process. By
using the systems as an initial filtering step or providing compliance suggestions,
they can assist developers in effectively speeding up and guiding the solely manual
process. With its high specificity, precision and accuracy, the Mixtral Zero-Shot
system can for example be leveraged to provide an initial decision before the final
decision is being made by a developer.

6.2 Summary

This work explores the application of LLMs to automate the process of ensuring
requirement compliance in automotive software integration testing. As the automotive
industry increasingly incorporates intelligent technologies, the complexity of testing
for safety and functionality has grown, making traditional manual compliance methods
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time-consuming and prone to errors. This study aims at addressing these challenges
by leveraging the capabilities of LLMs to interpret and verify the compliance of test
scripts with given natural language requirements. Guided by the literature review,
we propose an evaluation scheme that gives insights into the general performance
of systems and explores limitations by leveraging targeted input perturbations of
the test language. Using the proposed evaluation scheme, standard prompting
techniques that utilize in-context learning and RAG and different open-source models
are experimented with. The results indicate that the available open-source models
are not yet suited to fully solve a domain-specific task requiring strong reasoning
over long contexts. However, they can potentially be employed as assistants, helping
developers by providing initial compliance suggestions.

Additionally, we show that these systems are generally sensitive to small changes
in the prompt and exhibit different behavior for distinct input perturbations. In
contrast to the literature, our experiments do not show improvements when using
in-context learning or including external knowledge, stressing that these techniques
are not always beneficial in specific domains. In further experiments with synthetic
data, we show that the length of the test scripts is an influential factor for the
system performance as the performance degrades considerably, even for extremely
simplified test sequences and requirements when the noise in the form of unrelated
test code is introduced. Building on the prompting techniques, we also explore
more agent-like LLM-based systems that produce a compliance decision in multiple
steps. The results for the agent systems generally do not improve upon the simpler
prompting techniques and, although showing some promising research avenues, suffer
from accumulating errors in the intermediate steps.

6.3 Limitations

The conducted project has some limitations and constrains, which are listed and
discussed in this section.

Due to the available data and project context, all analyses were done solely on a
text basis. This means the test scripts were provided solely as text files, and no
access to an execution environment or the language engine existed. This constrained
the exploration of the language space, and no intermediate feedback through the
execution of the test scripts or parts of them was available.

The problem statement of deciding the compliance of a test script with a requirement
has been simplified from considering a whole corpus of test scripts and requirements.
This was mainly done for two reasons. The compliance check of one test script with
one requirement can be seen as a subproblem of considering the whole corpus when
tests cover requirements in full, which is the case for the provided dataset. We argue
that first, showing that the sub-problem is solvable is a necessary step to scale the
system in the future, and in this case, the sub-problem is not trivial in itself. The
length of the sub-problems in tokens is substantial, making considering the whole or
a subset of the corpus at once not feasible with the capabilities of currently available
open-source LLMs.

Due to the substantial time requirements of experiments with LLMs, the search space
for different hyperparameters and prompt combinations had to be limited. Here, we
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focused on the most promising aspects to improve the system’s performance guided
by the literature review, requirements of the supervisors, and observations made in
limited qualitative trials during the development process. Additionally, a similar
balance has to be found between the analysis of achieved results and the exploration
of further techniques to improve the system. Section 6.5 further describes future
research directions that were not explored or can be extended.

6.4 Contribution

This work can be classified as an applied research problem. Our main contributions
are twofold. First, we propose an evaluation scheme for LLMs used in classification
problems that makes use of the input structure to apply targeted input perturbations
and probe their effect on the system output. Using this evaluation scheme, we probe
distinct system configurations using different LLMs, in-context learning techniques,
and the inclusion of external knowledge in an RAG approach for a specific domain
and use case. We show that the explored systems exhibit distinct behaviors and react
differently to a variety of input perturbations but are incapable of reliably solving
the complex task of deciding if a test script in the automotive domain formulated
in an unknown language to the model is compliant with a requirement specified in
natural language. However, with selectively good performance in some metrics, the
systems can be employed as assistants that help developers by making suggestions.
In further analysis with synthetic data we show that the length of the test scripts
and, thus, prompts is a major factor in the performance of systems.

6.5 Future research

Although this work showed some promise for LLM-based approaches in determining
the compliance of domain-specific tests with natural language requirements, several
research directions and extensions remain unexplored.

With in-context learning and RAG approaches not leading to performance improve-
ments like those common in the literature, further exploration is required to leverage
these techniques better. Possible avenues to improve the usage of these techniques
are the formatting and placement of the additional information in the prompts and
selectively choosing information that is most relevant to the problem. Additionally,
the agent approach to the system design can be further extended and a reasoning
step introduced after external information is retrieved. This reasoning step could give
the system more direction in what information to use and how it can be useful for the
compliance decision. This would provide further insights into how these techniques
are generally regarded as valuable and can be adapted for specific domains.
Additional experiments could also explore more and different hyperparameter choices.
In addition to newly released LLMs, this work excluded hyperparameters, like tem-
perature or decoding techniques, that can be tested for their impact on the system
performance.

Although computationally expensive, with different LLMs showing distinct behavior,
combining them to form an ensemble that could leverage their differences to provide
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better performance.

With prompt length being conjectured as one of the challenges of this use case,
approaches that decompose the full task are a direction to explore. Although some
attempts have been made in this work regarding task decomposition, further research
is required. This is especially true for the decomposition of the requirement into
distinct sub-requirements, which can be evaluated by themselves, reducing the re-
quired reasoning capabilities. Next to the decomposition of the requirement, the test
script can also be a decomposition target. Although the function evaluation revealed
some promise as an approach to discard unnecessary information, further research is
needed to improve upon the results. Possible directions for this research could be
the exploration of the required context required to make a good evaluation decision,
focusing on the trade-off between performance and computational cost. Additionally,
more fine-grained aspects could be considered when making the decision. The deci-
sion could contain multiple parts covering if the function is necessary, sufficient or
even contrary to the fulfillment of the requirement.

This approach could further be extended to the general framing of the problem by
dropping the binary classification approach and either introducing more classes, such
as "partly fulfilled" or "uncertain', or taking a more interactive approach, where the
system supports a developer in an interactive "conversation" to iteratively solve the
problem guided by the developers feedback.
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A

Appendix

A.1 Prompts

You are an expert code reviewer, you are given a test script written by a developer
and a requirement that it should fulfill. Your task is to evaluate if the test script
strictly complies with the provided requirement. A test covers/is in compliance with
a requirement when the test script tests the necessary system functionality to ensure
that the tested system fulfils the requirement. You are expected to provide an answer
in a valid json format.

The decision should be Yes/No on whether the test script meets the requirements.
As a reason, you should break down the requirements and point out which parts of
the test script fulfills them. Try to interpret the requirement and reason if the tests
meets the intention behind the requirement. Some things are not directly mentioned
in the requirement but are implied, so you should also look for those in the test
script.

The Test Script is a sequence of functions, which are separate lines. Each function
has a name followed by a . Inside the function one or more (nested) parameters
are called, with their argument in brackets ’()

Listing 2: Base Prompt Mixtral



A. Appendix

You are an expert code reviewer, you are given a test script written by a developer
and a requirement that it should fulfill. Your task is to evaluate if the test script
strictly fulfills the provided requirement. A test covers/is in compliance with a
requirement when the test script tests the necessary system functionality to ensure
that the tested system fulfils the requirement. You are expected to provide an answer
in a valid json format.

The decision should be Yes/No on whether the test script strictly meets the require-
ments. You are not allowed to make any assumptions about the test script and you
should also look for exact requirements and variables fulfilling the requirements inside
the test script to make your judgement. Indirect fulfillments of the requirements
should be counted as a "No". You have to be extra critical as there are more negatives
than positives, so be 100 percent sure while answering "yes’.

The Test Script is a sequence of functions, which are separate lines. Each function
has a name followed by a . Inside the function one or more (nested) parameters
are called, with their argument in brackets ’()’.

Listing 3: Base Prompt CodeLlama

Test Script and Requirement:

This is the test script: {test_script}
This is the requirement: {requirement}
Follow this json format:

{

reason: Your reason for making the decision,
decision: Your decision (Yes/No)

}

Listing 4: Input prompt part

Make your decision by thinking step by step.
Strictly stick to the provided json format and don’t add any additional information.

### Response

Listing 5: Final instructions prompt part

Inside the test script you'll find some signal names. These signals might have some
states. You can find the states (if any) here: {signal states}

Listing 6: Signal info prompt part

Inside test script you'll find some function names. These functions will have additional
documentation about them. You can find the additional documentation (if any) here:
{function__docs}

Listing 7: Function info prompt part

Given below are two examples for a pair of test script, requirement and their
corresponding decision and reason:

Listing 8: Two-Shot prompt part

IT



A. Appendix

You are an expert code reviewer, you are given a single test function out of a test
script written by a developer and a requirement that it should fulfill. A test covers/is
in compliance with a requirement when the test script tests the necessary system
functionality to ensure that the tested system fulfils the requirement. Your task is to
reason about if the single function is contributing to the test script fulfilling the
requirement or not. You are expected to provide an answer in a valid json format.

The decision should be Yes/No on whether the function contributes to the potential
fulfillment of the requirement by the test script. Try to interpret the requirement
and see if the function has any relation to the requirement and could contribute to
testing it. Also consider that the full test script consist of multiple functions, so
consider that the provided function might interact or be necessary in combination
with other functions to fulfill the requirement. The Test Script is a sequence of
functions, which are separate lines. Each function has a name followed by a ’:’
Inside the function one or more (nested) parameters are called, with their argument
in brackets ’()".

Test Script and Requirement:

These are the test functions: {test script}

This is the requirement: {requirement}

Follow this json format:

{

reason: Your reason for making the decision,

decision: Your decision (Yes/No)

}

Inside the function you’ll find some signal names. These signals might have some
states. You can find the states (if any) here: {signal states}

These functions will have additional documentation about them. You can find the
additional documentation (if any) here: {function docs}

Make your decision by thinking step by step. When making the decision consider
two main aspects, does the function syntactically match the function information
and does the functions content contribute to test the requirement. Strictly stick to
the provided json format and don’t add any additional information, the only valid
decisions are yes and no.

### Response

Listing 9: Function evaluation prompt version 2

ITT
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You are an expert code reviewer, you are given a slice of test functions out of a test
script written by a developer and a requirement that it should fulfill with a single
function out of the test script enclosed with "**'. Your task is to reason about if
the single function enclosed by "**' is contributing to the test script fulfilling the
requirement or not. You are expected to provide an answer in a valid json format.

The decision should be Yes/No on whether the function contributes to the potential
fulfillment of the requirement by the test script. Try to interpret the requirement
and see if the function has any relation to the requirement and could contribute to
testing it.

The Test Script is a sequence of functions, which are separate lines. Each function
has a name followed by a ’:’ Inside the function one or more (nested) parameters
are called, with their argument in brackets ’()’.

Test Script and Requirement:

These are the test functions: {test script}

This is the requirement: {requirement}

Follow this json format:

{

reason: Your reason for making the decision,

decision: Your decision (Yes/No)

}

Inside the function you’ll find some signal names. These signals might have some
states. You can find the states (if any) here: {signal states}

These functions will have additional documentation about them. You can find the
additional documentation (if any) here: {function_docs}

Make your decision by thinking step by step. When making the decision consider
two main aspects, does the function syntactically match the function information
and does the functions content contribute to test the requirement. Strictly stick to
the provided json format and don’t add any additional information, the only valid
decisions are yes and no.

#4#4# Response

Listing 10: Function evaluation prompt version 3

IV



A. Appendix

You are an expert requirement engineer. A previous requirement engineer has
written a requirement for an automotive system. Your task is to improve the
requirement according to the given criteria without changing the semantic meaning
of the requirement. The criteria you should consider are:

Verifiability: the engineer must be able to check (verify) that the produced system
meets the specified system. Understandibility: the requirement is correctly under-
stood without difficulty. Unambiguity: there exists only one interpetation for the
requirement. Precision: all used terms are concrete and well defined.

Reformulate the requirement to better match the given criteria without changing
the purpose and semantic content of the requirement.

Here is the requirement: {requirement}

Follow the following json template, while keeping the structure of requirement name
and requirement description intact. Only answer with the reformulated requirement
without any explanations and formulate the description in one line as a test and not
a list. { "'requirement name": "requirement description": }

Listing 11: Requirement reformulation prompt
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