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1. Introduction 

The Artificial Intelligence Act began its legislative development officially in April 2021 
when the European Commission proposed the first draft of the regulation.1 This draft 
attempted to lay out a comprehensive legal framework to regulate artificial intelligence across 
the European Union, focusing on risk-based categorizations and promoting the development 
of AI in a trustworthy and human-centric manner.2 This resulted from AI systems becoming 
increasingly common across most sectors of society. The Act sparked considerable debate 
over its specifics. Still, once finalized, it provided a legal framework aimed at ensuring the 
safe and trustworthy development of AI technologies while safeguarding fundamental rights, 
security, and public trust.3 The Act aims to address the potential risks AI systems pose by 
adopting a risk-based approach, categorizing AI uses into different levels of risk 
(unacceptable, high, limited, and minimal).4 The goal is to strike a balance between 
promoting innovation and ensuring that AI operates within ethical and legal boundaries, 
particularly in sensitive areas like health, safety, and fundamental rights.  
 
I began developing an interest in the subject in the spring of 2024 when final discussions on 
the act surfaced in academic space. At that point, it wasn’t national security per se that 
captured my attention, but rather the broader concept of regulating AI. As I delved deeper 
into the topic, I became exposed to the risk-based categorization logic of the AIA, which 
further piqued my interest. I started reviewing the act and reading summaries of it online.  
 
By this time, it was the high-risk category that I found most intriguing to explore and 
understand.5 While examining the specifics regarding the use of surveillance by law 
enforcement, I found it somewhat unsettling that there was no discussion of national security, 
given that it is such a delicate matter requiring flexibility to safeguard the public from threats 
like terrorist attacks or to protect critical infrastructure against cyberattacks originating from 
unfriendly states.6  
 
A quick web search soon led me to the answer in Article 2, which provides an exemption for 
national security.7 While this was reassuring, new questions arose in my mind, such as: What 
exactly is national security, as opposed to terms like law enforcement or public security? 
When and how is it determined whether a system is used exclusively for national security 

7 AIA Art. 2(3) 

6 See: Powell, Rosamund. “Security services need industry-designed AI, but how can they trust it?” The Allan 
Turing Institute, 24 Jan. 2024, link and NATO, “Countering Hybrid Threats”, 7 May. 2023, link 

5 Ibid. Chapter III, Section 1 Art. 6 
4 European Union. Regulation (EU) 2023/1234, rec. 27. 

3 See: Amnesty International. “EU: Artificial Intelligence Rulebook Fails to Stop Proliferation of Abusive 
Technologies.” Amnesty International, 14 Mar. 2024, link, Hacker, Philipp, “What’s Missing from the EU AI 
Act: Addressing the Four Key Challenges of Large Language Models” Verfassungsblog 13 Dec. 2023. link,  
Aida Ponce Del Castillo. "The AI Act: Deregulation in Disguise." Social Europe, 24 Nov. 2023, link 

2 Ibid p. 6 

1 Oliver, Nuria, et al. First Draft General-Purpose AI Code of Practice. Chairs and Vice-Chairs of the Working 
Groups, European Union, 2024. 
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purposes? Will the developer make these decisions beforehand, or will the responsibility lie 
with the entity using the system? It leaves questions unanswered regarding the intersection of 
national security and fundamental rights. Specifically, Article 2's exemption for national 
security measures introduces ambiguity in an otherwise comprehensive regulatory 
framework, raising interpretational challenges. 
 
Considering these conundrums, I began looking through case law and scholarly Articles, but 
without much success in finding satisfactory answers. Despite the importance of AI 
regulation in safeguarding fundamental rights, the discussion surrounding the AIA and its 
national security exemption (NSE) remains sparse in legal scholarship. Given the novelty of 
the regulation and its potential implications, particularly in high-risk AI applications such as 
surveillance, this thesis attempts to fill that gap. 
 
So, I decided: I’m writing my thesis on this subject. I believe that this is a good idea for 
several reasons, although there is one downside. First, the good reasons: I find the subject 
very intriguing, and my interest in AI law has been developing since the fall of 2023 when I 
wrote a paper on autonomous weapon systems.8 Secondly, the importance of just, transparent, 
and responsible state governance is something I deeply care about. Lastly, there is the reason 
that is both a strength and a challenge: there is barely any literature on the topic. Since the 
inception of this thesis, the AIA has only been ratified for a few months and will gradually 
start being put into effect over the coming 2 years, so case law specific to the AIA is 
non-existent. This, understandably, has implications for scholarly literature as well. However, 
this presents an opportunity to shed light on something new – something previously 
unexplored. While this comes with challenges, the potential reward was too tempting to pass 
up: delivering a thesis that presents something genuinely useful, something that might be read 
by more than just my supervisor and examiner – something that could be read, appreciated, 
and used by someone out there in the world beyond academia.  

1.1 Justification 
Given how new the AIA is, it’s ripe for scrutiny regarding how to interpret the text, what 
different interpretations might lead to, and why some should be preferred over others. 
However, this thesis will inevitably reflect my own inclination to discuss legal matters where 
ambiguity leads to unfavorable outcomes for those subject to unclear laws. This leads me to 
consider clear rules, which can be understood and followed not only by professionally trained 
lawyers or the ECJ, to be “good” rules.9 Consequently, I will interpret the NSE and the legal 
material surrounding it with this in mind, and I will attempt to decode de lege lata to reach a 
conclusion that is faithful to the material but also strives to be adherable and unambiguous. 
Despite this bias, I believe this perspective is crucial for legal research due to the insights it 
offers. The insights gathered from this perspective can help identify pitfalls in legislation, 

9 Gérard Caussignac puts into words this conviction of mine in his Article “Clear Legislation” originally “Une 
Législation Claire”, 2005. link 

8 The paper conducted a historical consequentialist analysis of AWS compared to historical examples of cutting 
edge weaponized technologies. 
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clarify its language, and prevent arbitrary judgments and legally unsound arguments. Since I 
lack both the authority and credibility to change laws and am not making a policy 
recommendation, I will instead attempt to gather available information to foster an informed 
discussion on how the AIA NSE can be understood in relation to legal precedent and current 
academic research.  
 
While these are my personal reasons for engaging with this subject, there are also more 
objective considerations. Firstly, ensuring that the legal landscape of AI law is easily 
navigable benefits all stakeholders, with the possible exception of consulting firms. If the 
rules are unclear, one can easily foresee inevitable breaches of their intended purpose, such as 
preventing arbitrary surveillance of EU citizens. When stakeholders have a clear 
understanding of the regulations governing high-risk AI systems, they can operate 
confidently and within established limits. Excessive leniency will inevitably lead to rights 
violations, while excessive caution will lead, in the opposite direction, to inefficient use, and 
failure to prevent avoidable undesirable events. As AI technologies become increasingly 
integrated into national security systems, the legal landscape must evolve to prevent potential 
misuse and ensure accountability while remaining effective. AI, being complex and 
challenging to fully understand – both in how it operates and how its emergence impacts 
reality – requires well-researched material to support this understanding. 
 
Secondly, the clarity of AI regulations not only affects compliance but also fosters 
innovation. A well-defined legal framework allows developers and businesses to invest in AI 
technologies without fear of unintentionally violating legal boundaries, thereby encouraging 
responsible innovation. Conversely, ambiguous or overly complex regulations could stifle 
progress, as organizations may be reluctant to experiment or adopt AI solutions due to the 
uncertainty surrounding potential legal repercussions.10 This poses a significant risk for the 
EU to fall behind in global technological competition. If private sector actors, particularly 
those at the cutting edge of AI development, are deterred from investing in Europe due to the 
vague and opaque compliance requirements, the entire region could see a slowdown in AI 
innovation.11 This would not only affect the area of surveillance but could also ripple across 
various sectors, stifling technological advancement and economic growth regionally. 
 
With this in mind, it seems to me pertinent that the AIA in its entirety is discussed and 
interpreted in academia, with this thesis being a contribution to this larger purpose by diving 
down into detail about the NSE. This thesis begins by outlining the aim and research question 
in Chapter 2, followed by a presentation of the chosen methodology and sources. Chapter 3 
then provides background on AI technology, including a working definition tailored to the 
context of this paper. Subsequently, it explores the proportionality test, and whether this test 
is the most suitable tool to deal with the issue at all, within the EU legal framework and 
offers an overview of relevant sections of the European Union Charter of Fundamental 

11 Greene, Noah. “The EU AI Act Could Hurt Military Innovation in Europe.” Encompass, 2024, link 

10Montazeri, Nima.The EU AI Act: Necessary Regulation or a Barrier to Innovation?" Business Reporter, link. 
Accessed 8 Nov. 2024. 2024. Borner, Peter, "EU AI Regulation: A Balancing Act Between Innovation and 
Overregulation." The Data Privacy Group, Accessed 8 Nov. 2024. link 
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Rights. Chapter 4 delves into a detailed analysis of Article 2 and its national security 
exemption, starting with an examination of its wording and the associated recitals within the 
Act. The discussion then transitions to case law commentary, which is utilized to construct a 
framework for understanding the scope and implications of the exemption. Finally, a 
conclusionary chapter wraps up what has been discussed throughout the thesis. Ultimately, 
this research seeks to propose how the NSE for AI-based surveillance should be understood 
and interpreted in relation to existing EU legal principles and precedent. Consequently, I 
believe I have justified the raison d'être for this thesis. My research questions will therefore 
consist of the following 2 points: 

2. Research Questions and Method 

2.1 Research Questions 
 

1.​ How will the Article 2 exemption in the Artificial Intelligence Act affect national 
security agencies’ AI-based surveillance operations?  

2.​ In the context of AI-based surveillance, what protection and remedies are EU citizens 
afforded by the ECFR, and how has the ECJ interpreted these safeguards? 

2.2 Method 
Firstly, to conduct this research, I will use a doctrinal analysis to map out the legal landscape 
of the national security exemption in Article 2. This analysis will examine the scope of the 
framework and how frontier technologies in AI fit within this framework. Furthermore, I will 
explore the emergent questions surrounding the term “national security” and how it is 
understood in EU law, particularly in relation to the right to privacy and surveillance, to 
develop a clear understanding of how these exemptions can be applied. This will identify the 
grey areas where the distinction between what is and what is not to be considered permitted 
national security may appear to blur, focusing on technology employing AI systems in 
surveillance. My method aims to describe a credible interpretation of how AI-aided 
surveillance should be understood in the context of EU law, without incorporating my ideas 
of how things should be. Despite this, I will occasionally allude to common points of 
contention and debate to enable the reader to form their own opinions on the subject. 
 
A significant component of this research involves analyzing relevant judgments from the 
Court of Justice of the European Union (ECJ) and how they have historically interpreted 
national security exemptions and fundamental rights. Doctrinal analysis is well-suited for 
systematically studying these cases to find legal principles, patterns, and precedents. This 
method makes for a well-sourced assessment of how the ECJ’s jurisprudence might influence 
the application of the NSE in the AIA. A doctrinal analysis directly supports the objective of 
the research question by focusing on legal sources to construct a coherent understanding of 
the law as it stands. The method also allows for the development of original legal arguments 
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and interpretations based on primary sources. This is particularly important when secondary 
literature is limited, as it is in this case. One of the practical aims of the thesis is to offer 
clarity to stakeholders including policymakers, legal practitioners, and entities affected by the 
AIA regarding the application of the NSE. I believe that doctrinal analysis may make for 
detailed legal expositions that can inform understanding and compliance. Alternative research 
methods, such as empirical or socio-legal studies, are less appropriate for this thesis. The AIA 
is a newly enacted regulation with limited case law and practical implementation examples. A 
socio-legal approach would demand empirical evidence such as interviews, surveys, or 
observational studies of how AI-based surveillance measures are enforced, which is currently 
scarce or non-existent. Without this data, a socio-legal analysis would struggle to draw 
meaningful conclusions about real-world effects. Issues surrounding national security are 
often sensitive and classified, making it challenging to conduct the kind of open, empirical 
research that socio-legal methods require. Access to authorities, documents, or operational 
details would likely be restricted, further hindering any attempt to capture the social context 
of how the law is applied. 

2.3 Sources 
The primary sources for this research will include the EU legislation and case law, sparsely 
supplemented by secondary sources such as scholarly Articles and literature on AI 
governance, national security law, and EU regulatory frameworks.12 Authors such as 
Herlin-Karnell, Lind, and Strand examine the principle of proportionality and how this 
principle influences both the interpretation of EU data protection laws and the balancing of 
fundamental rights and provides valuable insights into the legal reasoning and constraints that 
shape surveillance measures, national exceptions, and the protection of personal data. 
Authors like De Burca, Craig, and Sauter intuitively describe the fundamentals of EU law 
adding a helpful base for further analysis. Additionally, reports and opinions from the 
European Commission will be of interest to provide a comprehensive understanding of the 
regulatory environment. The bulk of my material will consist of case law from the ECJ, 
where I will discuss national security exemptions in general. In selecting the case law for 
review, I will focus primarily on AI-adjacent subjects, such as cases interpreting the GDPR 
and the EPD. However, when relevant material arises outside this scope, I will also consider 
cases involving other topics and regulations as long as they contribute to the analysis.13 This 
approach is warranted by the ability to make more credible analogies on the subject at hand 
due to the similarity of circumstances. For example, if I observe a tendency for the court to 
lean in a certain direction in multiple similar judgments, especially when I can identify 
explicit generalizations, this will influence my understanding that this leaning is relevant to 
understanding the NSE in the AIA. By gaining knowledge in this domain of precedent, I will 
present my interpretation of how the NSE should be understood. 

13 eg. Citizens Rights Directive (2004/38/EC)   
12 See: Wolf Sauter, Sarah Eskens, Anna-Sara Lind, Magnus Strand, and Ester Herlin-Karnell 
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3. Background 

3.1 Definition of AI Technology 
By this point, the abbreviative version of “artificial intelligence” has been mentioned over 70 
times in this text, it therefore now seems timely to discuss what I mean when I've mentioned 
the elusive buzzword “AI”.  There are multiple ways of defining AI, five of the most common 
being: by structure, capability, principle, behavior, or function – while all these definitional 
narratives are valid in their own right, a clear common working definition cannot be said to 
exist.14 For this thesis which in its core is of legal character, I will be using the term in the 
following way, backed by information gathered from many different sources.15 Artificial 
Intelligence (AI) technology refers to the development of computer systems that perform 
tasks typically requiring human intelligence. These tasks include, but are not limited to, 
problem-solving, learning, decision-making, visual perception, speech recognition, and 
language translation. AI systems are designed to simulate cognitive functions, often through 
the use of algorithms, data processing, and machine learning models that enable them to 
adapt and improve their performance over time without explicit human intervention. 

3.1.1 Key Components and Use cases 
1.​ Machine Learning: A subset of AI, where systems improve their performance based 

on data and experience without being explicitly programmed for each task.16 
2.​ Neural Networks: Algorithms modeled after the human brain that allow computers to 

recognize patterns and make predictions.17 
3.​ Natural Language Processing (NLP): AI’s capability to understand, interpret, and 

generate human language.18 
4.​ Expert Systems: AI programs that mimic human experts by making decisions based 

on data and rules.19 
 
AI can be categorized into narrow AI, which is task-specific and focused on solving defined 
problems, and general AI, which aims to replicate broad human cognitive abilities, though 
this remains largely theoretical at present.20 AI systems, particularly those utilizing machine 

20 “What Is Narrow AI?” The Interaction Design Foundation, 1 Mar. 2024, link Accessed 3 Dec 2024 

19 Oloo, Gwendo John. “Trends And Insights On Tools Used For The Development Of Expert Systems: A 
Systematic Review Of Research Articles (2018-2022).” International Journal of Engineering Applied Sciences 
and Technology, vol. 8, no. 1, May 2023, pp. 331–47.  

18 Khurana, D., Koli, A., Khatter, K. et al. “Natural Language Processing: State Of The Art, Current Trends And 
Challenges. Multimed Tools Appl 82, 4 (2023) pp. 3713–374 

17 Gershenson, Carlos. “Artificial Neural Networks for Beginners.” arXiv (Cornell University), Jan. 2003. 
16 Jung, Alexander. “Machine Learning: The Basics.” arXiv (Cornell University), Jan. 2018. 

15Stryker, Cole, and Eda Kavlakoglu. "What Is Artificial Intelligence (AI)?" IBM, 16 Aug. 2024, link. Accessed 
27 Sept. 2024.  “What Is Artificial Intelligence (AI)?” ISO, link. Accessed 3 Dec 2024.  Manning, Christopher. 
Stanford Institute for Human-Centered Artificial Intelligence. AI Definitions: A HAI Resource. Sept. 2020, 
link. Accessed 27 Sept. 2024. 

14 Wang, Pei. “What Do You Mean by ‘AI’?” Proceedings of the First AGI Conference, vol. 171, 2008, pp. 
362-373. Frontiers in Artificial Intelligence and Applications. ResearchGate, link 
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learning and deep learning, can collect and analyze large amounts of personal data from 
various sources like social media, smartphones, websites, public databases, and 
telecommunication transmissions. Algorithms can automatically identify patterns and trends 
within this data, making it easier to track individual behaviors, preferences, and movements. 
AI-powered facial and image recognition technology can be used for surveillance purposes, 
enabling systems to identify and track individuals in public spaces, airports, or online 
spaces.21 This technology can be employed by law enforcement, government agencies, or 
private organizations to monitor people in real time. AI can through predictive analysis use 
personal information to make predictions about future behavior. For example, it can analyze 
purchasing habits, browsing history, or location data to predict what a person might do next, 
which can be applied to targeted advertising,22 law enforcement,23 or political profiling.24 
 
AI systems can also autonomously make decisions based on the personal data they collect. In 
surveillance contexts, this can include identifying potential threats or suspicious activities 
without human intervention, as seen in some smart city initiatives or predictive policing 
programs.25 AI can also monitor and analyze communication, such as emails, phone calls, and 
online messages, using natural language processing techniques to detect certain keywords or 
patterns indicative of suspicious or undesirable behavior.26 
 
3.2 Principle of Proportionality 

3.2.1 History 
The principle of proportionality is a fundamental doctrine in European Union (EU) law that 
serves as a critical tool for balancing the interests of the EU, Member States, and 
individuals.27 It ensures that actions taken by EU institutions and Member States do not 
exceed what is necessary to achieve legitimate objectives, thereby safeguarding individual 
rights and promoting fairness. This chapter provides an overview of the historical 
development of the principle of proportionality in the EU and reviews its current 
understanding within the Union’s legal framework. 

27 Kaczorowska-Ireland, Alina. European Union Law, Taylor & Francis Group, 2013. ProQuest Ebook Central, 
pp. 185-6. link. 

26 Brundage, M., Avin, S., Clark, J., et al. (2018). The Malicious Use of Artificial Intelligence: Forecasting, 
Prevention, and Mitigation. Future of Humanity Institute, University of Oxford. link. 

25 A. Araujo, N. Cacho, A. C. Thome, A. Medeiros and J. Borges, "A predictive policing application to support 
patrol planning in smart cities," 2017 International Smart Cities Conference (ISC2), Wuxi, China, 2017, pp. 1-6 

24 Yu, Szde. “Cyber Profiling: Predicting Political Orientation With SOCMINT.” Telematics and Informatics 
Reports, vol. 10, Apr. 2023, link. 

23 Hardyns, Wim, and Anneleen Rummens. “Predictive Policing as a New Tool for Law Enforcement? Recent 
Developments and Challenges.” European Journal on Criminal Policy and Research, vol. 24, no. 3, Oct. 2017, 
pp. 201–18. link 

22 Vidhya et all Remittances Review THE INTERSECTION OF AI AND CONSUMER BEHAVIOR: 
PREDICTIVE MODELS IN MODERN MARKETING Remittances Review 2023 Volume: 8,(4) pp. 2410 - 14, 
link 

21 European Parliament. (2020). Artificial Intelligence and Law Enforcement—Impact on Fundamental Rights. 
Policy Department for Citizens' Rights and Constitutional Affairs. link Accessed 3 Dec 2024. 
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The principle was adopted into EU law through the jurisprudence of the Court of Justice of 
the ECJ in the early years of European integration. One of the seminal cases was 
Internationale Handelsgesellschaft mbH,28 where the ECJ recognized proportionality as a 
general principle of EU law. The Court held that measures imposed by EU institutions must 
not exceed the limits of what is appropriate and necessary to achieve the objectives 
legitimately pursued. The principle was for the first time formally codified in the Maastricht 
Treaty in 1992, today, it can be found enshrined in Article 4(5) TEU.29 

3.2.2 Contemporary Understanding 
Legal scholars differ tremendously on how to understand the principle of proportionality and 
its content and scope,30 but some common ground can be found in literature. Its aim can be 
summarized as follows: It serves as a fundamental guideline for balancing the interests of the 
Union with those of Member States and individuals, particularly in contexts where EU 
measures may impinge upon national sovereignty or individual rights. A proportionality 
assessment may be made in different ways and for different purposes, I will focus on how it 
is understood when it comes to interpreting whether or not some measure or regulation from 
a member state is warranted by its legitimate aims in the context of EU regulations, principles 
or, fundamental rights.31 When the ECJ probes EU legislation or national legislation based on 
directives it often uses the so-called “manifestly inappropriate test”, but when examining 
national legislation in the context of fundamental freedoms, a stricter test called the LRM 
(least restrictive means) has been developed – discussed below.32 Proportionality can be 
invoked by both parties in a legal conflict arguing that some measure is or is not 
proportional.33 There are three things to consider when undertaking a proportionality test.34 
But before considering a test, a measure must be shown to bear a legitimate purpose, meaning 
that the objective it pursues to achieve must be both valid and permissible under EU law.35 
This aim could relate to a multitude of different recognized policy objectives like public 
security or consumer protection.36 

3.2.2.1 Suitability 

Firstly, a measure must be suitable, meaning that the measure is capable of achieving the 
intended objective. The measure must have a real connection to the objective pursued, 

36 Irion, Kristina. "Public Security Exception in the Area of Non-Personal Data in the European Union." 
European Parliament, Apr. 2018, link. 

35 Some scholars argue that this is implicit in the suitability test see: Klatt, Matthias, and Moritz Meister, The 
Constitutional Structure of Proportionality (Oxford, 2012; online edn, Oxford Academic, 20 Sept. 2012) 

34 De Burca, None Craig &. “EU Law: Text, Cases and Materials.” Oxford University Press eBooks, 2015, link. 

33  Herlin-Karnell, Ester. “EU Data Protection and the Principle of Proportionality.” Nordic Journal of European 
Law, vol. 4, no. 2, Dec. 2021, p. 69. link. 

32 Ibid. p. 439 
31 Ibid. p. 439 
30 Sauter, Wolf. “Proportionality in EU Law: A Balancing Act?” SSRN Electronic Journal, Jan. 2013, p 440. link 

29 Treaty on European Union (Maastricht Treaty). 7 Feb. 1992. Official Journal of the European Communities, C 
191, 29 July 1992, 

28 Court of Justice of the European Union. Internationale Handelsgesellschaft mbH v. Einfuhr- und Vorratsstelle 
für Getreide und Futtermittel. Case 11/70, Judgment of 17 Dec. 1970. EUR-Lex, link. 
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meaning it must be effective and appropriate in advancing the desired policy goal, ensuring a 
logical and functional connection between the measure and its objective.37 Better put, the 
suitability test tries whether the measure can realistically contribute to the goal pursued 
without necessarily examining whether it is the least restrictive option – this evaluation 
occurs in the later necessity phase. In a case about banning certain growth-promoting 
substances in livestock feed, the ECJ concluded that a measure must be designed with a clear 
understanding of its anticipated effects, showing that it is not disproportionately restrictive or 
excessively broad.38 Suitability does not demand an exhaustive demonstration of 
effectiveness but requires reasonable evidence that the measure can achieve the intended 
outcome.39 

3.2.2.2 Necessity 

The second part of the test can be seen discussed intensely in cases like Gauweiler40 and 
Weiss.41 Here the proportionality assessment focuses on that a measure must have necessity, 
this means that when weighing what measure to undertake, the chosen measure must be the 
least restrictive or onerous to those subjected to it.42 An assessment of potential alternatives 
must be undertaken to ensure that the chosen measure is indeed the least burdensome. In a 
case concerning the obligations in the internal market, the Court examined whether 
Scotland’s minimum unit pricing for alcohol was necessary to achieve the aim of protecting 
public health. The Court reviewed whether alternative methods, such as increased taxation, 
could achieve the same goal with less restriction on the free movement of goods. It ultimately 
upheld the measure as necessary because other means were found “less effective” in meeting 
the health objective.43 

3.2.2.3 Strictu Sensu 

Thirdly, investigating whether or not a measure is proportional needs to be done with 
considerations as to whether it is proportional strictu sensu. This is uncovered by determining 
if the onus imposed on one party is excessive in relation to the weight of the intended 
purpose.44 This stage is particularly nuanced, as it evaluates whether the measure, while 
suitable and necessary, may nonetheless be disproportionate if the burden it imposes is 
excessive relative to its intended benefits. In other words, it involves balancing the 
significance of the objective against the degree of interference with rights or interests affected 

44 De Burca, None Craig p. 1350 

43Court of Justice of the European Union. Scotch Whisky Association and Others v. Lord Advocate and Advocate 
General for Scotland. Case C-333/14, Judgment of 23 Dec. 2015. EUR-Lex, link 

42 Tridimas, Takis p. 146 

41Court of Justice of the European Union. Heinrich Weiss and Others v. European Central Bank. Case C-493/17, 
Judgment of 11 Dec. 2018. EUR-Lex, link 

40 Court of Justice of the European Union. Peter Gauweiler and Others v. Deutscher Bundestag. Case C-62/14, 
Judgment of 16 June 2015. EUR-Lex, link 

39  Tridimas, Takis, The General Principles of EU Law, 2nd ed, Oxford University Press, Oxford 2006, p 146 

38Court of Justice of the European Union. The Queen v Minister of Agriculture, Fisheries and Food and 
Secretary of State for Health, ex parte Fedesa and Others. Case C-331/88, Judgment of 13 Nov. 1990. 
EUR-Lex, link. 

37  Sauter, Wolf p. 448 
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by the measure. In a case concerning union action,45 the ECJ balanced workers' rights to take 
collective action with the freedom of establishment under EU law. Here, the ECJ confirmed 
that even if a measure is legitimate, suitable, and necessary, it may still be deemed 
disproportionate if it excessively infringes upon other fundamental freedoms or rights. 

3.2.2.4 Proportionality in Data Protection 

Proportionality reviews are common and necessary in cases concerning data protection since 
data protection and privacy are formulated as rights in the charter and TFEU.46 Some scholars 
even propose that it might be the single most important principle for determining the scope of 
EU data protection regulations.47 Despite its appeal as a flexible and pragmatic legal tool, 
other scholars criticize proportionality, arguing that it requires weighing of incompatible 
values, undermining the very rights it intends to protect.48 Article 52 in the ECFR permits 
derogations from it only in cases where such a derogation passes a proportionality test, it is 
structured as follows:  

 
●​ Article 52(1) covers the conditions under which limitations may be imposed on 

rights, emphasizing that they must respect the essence of the rights and comply with 
proportionality. 

●​ Article 52(2) clarifies that rights recognized by the Charter, which are also based on 
EU treaties, are subject to the conditions and limits set by those treaties. 

●​ Article 52(3) establishes that where Charter rights correspond to those in the 
European Convention on Human Rights (ECHR), they should have the same meaning 
and scope while allowing for the possibility of more extensive protection under Union 
law. 

In applying the proportionality test to cases of data protection and surveillance, several key 
considerations should be kept in mind. First, it is essential to examine the purpose for which 
the data is collected – namely, the intended objective. Since this thesis focuses on the actions 
of national security agencies, the motivations behind their data collection should be relatively 
clear. Second, the scope of the surveillance measure must be carefully evaluated, including 
both the quantity of data (in terms of size and duration) and any geographic or categorical 
limitations. Derogations relating to the protection of data privacy have been held to only be 
applicable when strictly necessary as mentioned in Schecke49 with a reference to the case 
Satamedia.50 These factors significantly affect the assessment of necessity and suitability. 
Third, the duration for which the data is stored is crucial, particularly for the necessity 

50 Court of Justice of the European Union. Satakunnan Markkinapörssi and Satamedia. Case C-73/07, Judgment 
of 16 Dec. 2008. EUR-Lex, link 

49 Court of Justice of the European Union. Volker und Markus Schecke GbR v. Land Hessen and Hartmut Eifert 
v. Land Hessen. Joined Cases C-92/09 and C-93/09, Judgment of 9 Nov. 2010. EUR-Lex, link 

48 Endicott, Timothy. “Proportionality and Incommensurability.” Cambridge University Press eBooks, 2014, pp. 
311–42. link. 

47 Herlin-Karnell, Ester p. 66 
46 See TFEU 16, ECF Article 7, ECHR Article 8  

45Court of Justice of the European Union. International Transport Workers’ Federation and Finnish Seamen’s 
Union v. Viking Line ABP and OÜ Viking Line Eesti. Case C-438/05, Judgment of 11 Dec. 2007. EUR-Lex, link 
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assessment.51 Retaining data beyond what is required to achieve the legitimate purpose of the 
measure introduces a significant risk of failing the proportionality test. In addition to this, 
safeguards need to be put in place to protect individual rights. This includes evaluating 
whether there are adequate legal remedies for individuals affected by the surveillance and 
whether independent supervision is provided to prevent abuse. The presence of robust 
safeguards can influence the strictu sensu analysis by mitigating the intrusion on individual 
rights.52 

3.3 EU Charter of Fundamental Rights 

The European Union Charter of Fundamental Rights (ECFR) is a foundational document that 
consolidates and affirms the fundamental rights and freedoms protected within the European 
Union. Proclaimed in 2000 and made legally binding with the entry into force of the Treaty of 
Lisbon in 2009, the Charter brings together rights from various sources, including the 
European Convention on Human Rights, constitutional traditions common to Member States, 
and international treaties. The charter encompasses a wide variety of rights such as the right 
to privacy, protection of personal data, the right to an effective remedy and a fair trial, as well 
as the principles of proportionality and necessity, the last being of key importance as a test 
when balancing rights and interests.53 The Charter applies to EU institutions and Member 
States when they are implementing EU law, ensuring that fundamental rights are upheld 
across all areas of Union activity.54  

Although one may think measures and legislation regarding national security should be 
exempt from the charter because of the lack of conferral,55 and only being applicable when 
implementing EU law, it is of grave importance to note that as soon as these measures 
intersect with things like data retention and right to privacy, the charter is still in effect for 
these scenarios.56 The ECJ has consistently held that measures interfering with fundamental 
rights must be proportionate and necessary to achieve legitimate objectives, even in matters 
concerning national security. This means that any deployment of AI systems for surveillance 
or data analysis by national security agencies must be carefully scrutinized to ensure 
compliance with the Charter. Although it is the ECFR that is of the most importance for this 
thesis, it is worth mentioning that the ECFR provides that its rights shall correspond to at 
minimum the quality of the rights in the ECHR.57 This includes the amount of protection that 
the ECHR proportionality test provides as compared to the native test in the ECFR. 
Moreover, the ECJ has repeatability referenced case law from the Strasbourg Court regarding 

57 Art. 52 ECFR 
56 Exemplified by: La Quadrature du Net and Others, the Schrems I/II as well as Digital Rights Ireland 
55 Art. 4(2) TEU 
54 Art. 51 ECFR 
53 In order: Art. 7, 8 47, 52 ECFR 

52 Court of Justice of the European Union. Digital Rights Ireland Ltd v. Minister for Communications, Marine 
and Natural Resources and Others and Kärntner Landesregierung and Others. Joined Cases C-293/12 and 
C-594/12, Judgment of 8 April 2014. EUR-Lex, link 

51 Court of Justice of the European Union. Tele2 Sverige AB v. Post- och telestyrelsen and Secretary of State for 
the Home Department v. Watson and Others. Case C-203/15, Judgment of 21 Dec. 2016. EUR-Lex, link 
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data privacy,58 minimizing the space for difference in interpretation and, positively but not 
negatively, conforming to the ECHR without the EU formally adhering to it.59  

4. Discussion 

4.1 Overview 
The discussion part of this thesis will consist of an introduction to why legislation on the 
topic of AI and especially AI-backed surveillance is a delicate matter that may pose risks for 
several stakeholders. Risks like discrimination, stifling of innovation, blows to the rule of 
law, and the relationship between safe AI and capital are considered. Next up, I thoroughly 
examine the paragraphs of Article 2 and analyze their language, explaining word choices and 
how they interact with practicalities. The 24th recital in the regulation is of special interest 
because it provides background and explanations for Article 2. Reading Article 2 in light of 
this recital allows me to conclude how the lawmaker intends the reader to interpret it. 
Furthermore, I then discuss the apparent intended interpretation and its implications for those 
subjected to the regulation as well as the exemption motivation. The next major part of this 
discussion is a review of case law. The first case law reviewed are cases where the term 
“national security” is discussed in general in the context of state sovereignty and 4(2) TEU. I 
then attempt to narrow down my selection of case law to get as close as possible to the core 
issue, reviewing cases that more closely are about information security, privacy, and 
surveillance. Lastly, I move on to an illustrative example, showing how the intricacies of 
Article 2 may come to interact with a real-world situation. 
 
4.2 AI Innovation and Regulation in National Security: Challenges 
and Risks 
 
Due to the transformative and disruptive nature of AI, it will inevitably act as a double-edged 
sword when it comes to advantages and drawbacks in human society. Studies show that 
although the EU has stressed its commitment to the safe development of AI and human rights 
enshrined both in its founding documents as well as the EU charter, large sums of EU funding 
for AI research projects go towards so-called high-risk technologies.60 To prevent being 
underprepared, the national security sector, both private and governmental, must evaluate 
how their use of dual-use AI technologies might fall within the scope of the Act. This is 
particularly relevant for two primary areas of AI innovation in national security, both 
discussed in detail below.  

60 Urquijo et al.“The Disconnect Between the Goals of Trustworthy AI for Law Enforcement and the EU 
Research Agenda.” AI And Ethics, vol. 3, no. 4, Dec. 2022, p. 1293. link 

59 See: Opinion of the Court (Full Court) of 18 December 2014. Opinion Pursuant to Article 218(11) TFEU — 
Accession of the EU to the ECHR. Case Opinion 2/13, Court of Justice of the European Union, 2014. EUR-Lex, 
link 

58 Lind, Anna-Sara, and Magnus Strand. “A New Proportionality Test for Fundamental Rights? : The Joined 
Cases C-92/09 and C-93/09 Volker und Markus Schecke GbR (C-92/09) and Hartmut Eifert (C-93/09) v. Land 
Hessen.” European Policy Analysis, vol. 7, Jan. 2011, p. 4. link. 
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Firstly, AI applications procured or adapted from the private sector, including open-source 
AI, and second, AI technologies shared with other public sector entities, such as law 
enforcement. Remote biometric identification and predictive tools can result in 
discrimination, compromise the principles of equality and justice because of biased data sets 
and inaccuracies, and threaten the rights to liberty, privacy, and a fair trial.61 Remote real-time 
facial recognition is increasingly deployed by authorities around the world. In Europe, the 
United Kingdom has taken the lead in actively experimenting with this technology. Several 
EU Member States have also conducted live facial recognition pilot projects.62 This begs the 
question of how all of this is going to be regulated. Although quite detailed restrictions are 
imposed on large parts of civil society and third parties involved, it is Art. 2 para 3 that 
excludes national security and military activities from the AIA that complicates things.  

4.3 Commercial Development and Complex Compliance 
A risk with imposing legislation like the AIA is that it may stifle innovation, although this 
isn't a legal issue itself, its repercussions may echo trouble for the national security sector and 
their effectiveness. Advanced AI technology seldom emerges exclusively from the military 
sector, as it is not typically spearheaded solely by government technologists or defense 
contractors. Instead, the development of highly valuable AI typically begins with commercial 
providers and later integrates into military systems through collaborative processes.63 This 
may prove to be a hindrance to designing AI systems exclusively made for national security 
purposes. National security agencies are often intrigued by all-purpose commercial systems, 
them being cutting edge, which then could be finetuned for them, making the separation 
between AI systems used exclusively for the national security sector vis-a-vis general 
purposes blurred. It is doubtful whether or not there is a substantial market for AI systems 
solely for this specific sector, tempting them to engage with private actors whose goal is to 
grab as big of a market share as possible. If the NSA:s are treading the line between these 
two, it may prove onerous to adhere to the AIA:´s dual-use restriction.  
 
Questions regarding compliance will be demanding if AI systems when analyzed show up as 
a black box of unknown strings of numbers and inquiries regarding exact operational 
techniques lay hidden as proprietary information behind the guard of publicly listed 
corporations whose only obligation is to its shareholders. This is particularly true for complex 
machine learning models, where the outputs are generated through layers of neural networks 
that are difficult to interpret. For national security applications, the opaque nature of these 
systems creates compliance challenges. If national security actors cannot fully understand or 
explain how a particular AI system operates, it becomes problematic when those systems are 

63 Greene, Noah. 2024 
62 Among them, the Netherlands, Germany and France 

61 OHCHR. (2021). The right to privacy in the digital age. link. Oosterloo, Serena and van Schie, Gerwin ‘The 
Politics and Biases of the “Crime Anticipation Systems” of the Dutch Police’ (2018) Proceedings of the 
International Workshop on Bias in Information, Algorithms, and Systems co-located with 13th International 
Conference on Transforming Digital Worlds (iConference 2018). Lum, Kristian and William, Isaac ‘To Predict 
and Serve?’ (2016) Significance 13 (5): 14–19, link 
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subject to regulatory scrutiny under the AIA. It’s not without doubt that the end-users of 
highly complex products using machine learning will be able to perform risk management, 
systematic review, and implementation of safeguards. This raises the question of whether it is 
reasonable to impose risk-management regulations when a program “generates” an 
explanation for its conclusions, rather than allowing a person to directly understand how a 
particular decision was reached. For both authorities and frontier technology companies, this 
situation presents a substantial dilemma. Developing custom AI systems exclusively tailored 
for national security purposes might be commercially and technically impractical. This could 
force companies into a difficult choice between withdrawing from the market due to 
compliance headaches or risking penalties for breaches of EU law.  

4.4 Scope of Article 2 

4.4.1 Art. 2(3)1  
In Art. 2(3)1 AIA, it is stated that the regulation refrains from affecting the competence of 
MS regarding NSM which seems to imply that it is praxis on the subject that shall rule on 
assessments of exemption under this specific point. The opening phrase “[t]his Regulation 
does not apply to areas outside the scope of Union law” reiterates a fundamental principle of 
EU governance – the European Union’s legislative and regulatory power is not 
all-encompassing. The acknowledgement of the principle of conferral is here clear, the EU 
intends to follow its mandate based on the TEU. Under the principle of subsidiarity, the EU 
only intervenes when objectives cannot be sufficiently achieved by Member States alone. 
Since national security is inherently tied to state sovereignty, it remains outside the scope of 
EU intervention, thereby upholding Member States’ autonomy in this domain. The clause 
“regardless of the type of entity entrusted by the Member States with carrying out tasks in 
relation to those competences” broadens the scope of the exemption. It ensures that no matter 
which entity – whether it is a public body, private contractor, or military organization – is 
responsible for fulfilling national security tasks, the AI Act will not interfere. This neutrality 
toward the nature of the entity points to that the focus is on the function and the area of law 
(national security), rather than on the actor involved. 

4.4.2 Art. 2(3)2 
 In Art. 2(3)2, a point of interest is use cases. The phrase “placed on the market, put into 
service, or used” covers a broad range of situations. It refers to AI systems that are sold 
(placed on the market), activated or made functional (put into service), or simply utilized 
(used). Next up the exemption applies only when the AI system is used exclusively for 
military, defense, or national security purposes. The question of whether incidental or 
secondary civilian uses would negate the exemption invites judicial debate or requires further 
legislative clarification. If an AI system is used for other purposes beyond this scope, the 
exemption may not apply. This may be the most legally unclear and contentious part of the 
scope restriction. Whether or not the AI system has been modified does not affect the 
exemption, which emphasizes the regulation’s focus on the intended use of the AI system. 
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The type of entity using the AI system (whether public, private, or governmental) is irrelevant 
to the exemption, meaning that as long as the purpose is exclusively national security, the 
regulation does not apply.  

4.4.2.1 Recital 24 

The 24th recital in the AIA makes for an intricate yet slightly clumsy mesh of exemptions 
and inclusions in one long paragraph.64 It is of special importance because of how it limits 
dual-use AI systems by a complex chain of reasoning. The recital starts simply enough 
largely repeating Article 2(3)2 and justifying the exemption, basing it on CSDP and TEU and 
giving reasons for why this is appropriate. It then moves on to include systems developed for 
national security purposes but when they are temporarily used outside of those purposes such 
as for humanitarian or law enforcement purposes. Further, it is then stated that dual-use AI 
systems such as those developed for both an excluded purpose as well as one additional 
non-excluded purpose fall under the scope of the regulation. However, the recital then adds 
that even though the sentence before is what it is, the regulations intends for entities carrying 
out national security shall nonetheless be excluded in the scope when carrying out such 
activities. I interpret this as that the regulation allows for NSA:s to conduct national security 
work in whatever manner they deem fit using dual-use AI systems. With this in mind, I 
interpret the 24th recital as requiring the inherent design of these systems to comply with the 
AIA due to their flexible nature, while it is the usage of the system that is exempted from 
regulation. An AI system placed on the market for civilian or law enforcement purposes that 
has been modified which is used with modifications falls outside the scope too. My 
understanding indicates that the developer of a multi-use system has to make sure that the 
development side of the matter adheres to the AIA while the NSA may do as they please with 
what they purchase as long as their granted exemption is permissible from a proportionality 
perspective. 

4.4.2.2 Ramifications 

There are many layers here, and the main point comes across – being that national security 
operations should be excluded from the regulation, this is nothing unexpected. I do however 
believe that things may become unclear as soon as developers of these systems attempt to 
adhere to the AIA. The notion of modifications evokes questions of what a modification is 
and how extensive a change can be to an AI system before it is something entirely new. A 
developer has to consider the limitations and design choices that a product will need to have 
before starting the design process. This comes back to the conundrum that is how 
shareholders in tech corporations will react to the compliance procedure. Cutting-edge 
products often find use cases as they get popularized which is indicative of being dual or 
multi-use in their very essence.  
 

64 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 2024 on Artificial 
Intelligence (AI Act). Official Journal of the European Union, L 119, recital 24, 2024 
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A generous interpretation of the recital is that AI systems as a general rule have to adhere to 
the AIA but that firms will have to develop mods and additions to compliant systems to 
enable them to perform tasks that usually are prohibited such as those of advanced 
surveillance. But simply placing software locks on certain capabilities, such as advanced 
surveillance, is not a foolproof solution. The risk of these locks being bypassed, either 
intentionally or through hacking, is a significant concern. This could lead to AI systems being 
used for unauthorized purposes, undermining the very regulations that are meant to prevent 
such misuse. This leads to the conclusion that either systems have to be designed from the 
ground up to be used for NSA or it has to be completely separate mods to existing systems, 
sold independently of the main systems. Because the AIA regulates not only use but also 
development is what throws a wrench in determining clear interpretations. Questions like 
these go beyond my technical comprehension in the AI-software industry, but it certainly isn't 
very clear in this case how Article 2 will apply.  

4.4.3 Art. 2(3)3 
Continuing with Art. 2(3)3, in the third sentence, the focus shifts towards situations where AI 
systems are not placed on the market or put into service within the Union. It distinguishes 
between the origin or deployment of the AI system and its use. A pivot is then made towards 
the use of the output of the AI system, specifically within the Union, for military, defense, or 
national security purposes. A geographical consideration is introduced so that it does not 
matter if the AI system itself is physically located outside the Union, as long as its output is 
used for military purposes within the Union. Servers computing data in as an example the US 
will still be under jurisdiction if the output of such computations is handled for use in the EU. 
Reading all three sentences together, they read as an attempt to fully guard the union against 
any situation where it may be relevant to prosecute perceived unlawful use of AI systems. By 
focusing on the output of the AI systems rather than their origin or location, the Union 
broadens its jurisdictional reach, ensuring that any AI-generated data or decisions that have 
an impact within its borders are subject to scrutiny. This means that even if the AI system is 
developed, maintained, or operated entirely outside the EU – such as in third countries like 
the United States – the moment its output is directed towards military or security purposes 
within the Union, it becomes relevant under EU law.  

4.4.4 A Motivated Exemption 
This exclusion is motivated by Article 4(2) TEU wherein it is conveyed that matters of 
national security remain the sole responsibility of member states. The exclusion is further 
elaborated upon in the 24th recital, where particulars are clarified as to how and when use 
cases fall under the regulation. There is however a risk that this elaboration upon scope may 
fail to address some key details that could be vital to protect EU citizens from harmful effects 
of AI technology in areas of surveillance and profiling while upholding the rule of law, 
limiting loopholes, and ensuring that EU regulations remain clear and adherable. What 
constitutes matters of national security is not clearly defined in EU law and MS remains 
fractured on how this is intended to be interpreted. One of the pivotal cases examining the 
limits of the notion of “national security” in EU law is La Quadrature du Net, wherein the 
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term was discussed intensely, which will be elaborated upon below. The mapping of this 
word and its functional meaning will be very important in how to interpret the Article 2 
exemption.65 

4.5 Case Law 
As mentioned in Section 3.1, this section will at first branch out, looking at cases from the 
ECJ that do not necessarily concern data protection per se but that discuss things like what 
national security is and how it can be used as a permissible justification for circumnavigating 
EU regulations. This is to ensure that the understanding that will be employed as the basis for 
analysis is a strong one, increasing credibility regarding the overall consensus on definitions. 
By looking at several jurisdictions and fields of EU law this thesis stands to gain knowledge 
of the context of which data protection regulations are in. This initially broader approach 
allows for a more comprehensive understanding of how principles like proportionality, 
subsidiarity, and fundamental rights interact with EU regulations, including data protection 
laws. Such contextual exploration also enhances the analytical framework by demonstrating 
how data protection law fits into the broader structure of EU governance. After this, the cases 
reviewed will progressively focus on what can be considered the core issue: balancing 
national security with the right to data privacy. Given the recent adoption of the AIA, the 
selected cases will not directly address the AIA but will instead involve adjacent legislation 
that provides relevant insights. 

4.5.1 National Security vs. Fair Trial 
In ZZ v. Secretary of State for the Home Department, the case involved the decision of the 
UK government to deny a UK resident with French and Algerian citizenship to the UK on 
national security grounds, without providing detailed reasons for the refusal, the exact nature 
of these allegations was not revealed to ZZ or made public.66 The plaintiff challenged the 
decision, arguing that it infringed on his right to an effective remedy under EU law and that 
he had the right to examine the evidence under Directive 2004/38 Articles 30 and 31. Here 
the court found that states must provide the right to a fair trial under Article 47 ECFR even 
though national security remains outside of EU jurisdiction. To elaborate, although the state 
was not required to disclose all confidential material, it must provide the individual with the 
“essence” of the grounds for the decision to allow an effective defense concerning Articles 
30(2) and 31. The court emphasized the importance of striking a balance between the state’s 
national security interests and the individual’s right to be informed about the grounds for 
administrative decisions that affect them. In conclusion, my understanding is that even 
though national security is the sole responsibility of member states, measures taken in its 
interest must remain proportional to its intended purpose, in this case, a sort of compromise 
where some confidential information had to be shared with the defendant. This compromise 
is warranted by the fact that disclosure of such evidence may jeopardize current or future 

66 Court of Justice of the European Union. ZZ v. Secretary of State for the Home Department. Case C-300/11, 
Judgment of 4 June 2013. EUR-Lex, link 

65Court of Justice of the European Union. La Quadrature du Net and Others v. Premier Ministre and Others. 
Case C-511/18, Judgment of 6 Oct. 2020. EUR-Lex, link 
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means of investigation specifically used by the authorities resulting in significantly hindering 
or even obstructing the future execution of their duties. 
 
This speaks to the general idea of necessity and that the least restrictive means should be used 
when a measure derogates from fundamental rights. The ECFR guarantees the right to an 
effective remedy and a fair trial, emphasizing that individuals must have access to legal 
recourse even when national security is invoked.67 In the context of the AIA, this case, along 
with those referenced in Chapter 3.3.2.4, highlights a recurring theme: while authorities may 
be hesitant to disclose information related to national security or provide opportunities for 
appeals and trials, it remains essential that individuals subjected to intrusive measures for 
national security reasons are afforded at least some degree of knowledge about the grounds 
for such actions and why they have been imposed. One comment from the court does 
however give some leeway for the state to withhold some information that’s critical for state 
security but even in cases involving sensitive information, transparency and accountability 
seem to be foundational principles.68 This may reflect a similar concession regarding the right 
to privacy in surveillance, that confidentiality may be kept for good reasons, but that the 
general rule should be transparency. Transparency and the right to challenge alleged breaches 
will be elaborated upon in Chapter 4.5.7. 

4.5.2 Proportionality Assessment on National Security Grounds 
In C-145/09, Tsakouridis (2010),69 the case concerned Georgios Tsakouridis, a Greek 
national who had lived in Germany since childhood. He was involved in drug trafficking, a 
serious criminal activity that led German authorities to seek his deportation. The German 
authorities justified the deportation based on national security grounds, arguing that 
Tsakouridis’ involvement in organized crime posed a significant threat. The key legal 
question was whether or not involvement in organized crime like drug trafficking could 
plausibly justify a restriction on the free movement rights of an EU citizen on the grounds of 
national security or public security under Article 27(2) of Directive 2004/38. The ECJ here 
argued that serious crimes, particularly those that involve organized crime, could constitute a 
threat to public security and national security.  
 
The Court acknowledged that organized crime affects not only the safety of individuals but 
also the broader security of the State. The ECJ ruled that serious involvement in organized 
crime could justify deportation based on national security concerns, but such measures must 
be proportional and respect the rights of EU citizens. This ruling is particularly curious 
because of how the court chooses to permit the measure on the grounds of national security. 
By granting the exemption from Article 27(2) with the caveat that such exemption is only 
sanctioned because the measure was deemed proportionate. This suggests that the ECJ only 
considers claims for exemption from EU law based on national security when the measures in 
question are deemed proportional. While the doctrine of Kompetenz-kompetenz is well 

69 Court of Justice of the European Union. Land Baden-Württemberg v. Tsakouridis. Case C-145/09, Judgment 
of 23 Nov. 2010. EUR-Lex, link. 

68 ZZ vs secretary of state §54 
67Art. 47 ECFR 
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established within the Union,70 the Court appears to recognize its jurisdictional limits only 
when measures falling outside those limits are justified by defensible grounds, as defined by 
the Court's own doctrine.71 Like in the previous case,72 proportionality is central, here the 
court bases the test on several factors, the most relevant for analogy being “[the] particular of 
the nature and seriousness of the offense committed”.73 For national security exemptions in 
surveillance, this could most likely be attributed to the seriousness of a perceived threat, as 
discussed in La Quadrature du Net, permitting more extensive measures in relation to 
escalation of risk.74 
 
Matters of national security regarding surveillance are sensitive issues, which are at the very 
core of a nation's ability to defend itself against threats, both internal and external. This taps 
into the basic notion of the sovereignty of nation-states. When reading Article 4(2) TEU there 
is no mention of the caveat described above, which gives rise to questions of how clear the 
limits of the EU mandate are. This is remarkable when considering that the Article uses the 
end of the second paragraph to explicitly outline matters of national security as “the sole 
responsibility of each Member State”. Here, the ECJ ensures that national security measures 
are subject to judicial review and that the rights of individuals, including EU citizens facing 
deportation, are protected even though. This may invite the possibility of interpreting the 
scope of AIA as exempting matters of national security, save for when measures are deemed 
unproportional. Proportionality tests are notoriously ambiguous and to analyze this further, 
one could question the ECJ’s knowledgeability regarding what measures are proportional to 
native threats, which national governmental agencies may have better insights than the 
court.75  
 
When answering the question of necessity, these agencies operate with localized expertise 
and direct access to real-time intelligence about the specific risks and challenges faced by 
their country. For example, they may understand the cultural, historical, and social dynamics 
that contribute to certain security vulnerabilities, which might be overlooked by a 
supranational body like the ECJ. Moreover, national security strategies are deeply intertwined 
with a state's political and strategic priorities, which are best understood and implemented by 
its domestic institutions. The principle of subsidiarity suggests that decisions should be taken 
as closely as possible to the citizens affected. In the context of national security, this 
reinforces the argument that Member States and their agencies are in a superior position to 
judge the necessity and proportionality of surveillance and other security measures. 
Arguments like these, although of real significance, do not seem to change the course of 
outcome in cases like this. My prediction is that arguments based on subsidiarity in cases 

75 Herlin-Karnell, p. 66-7 
74 La Quadrature du Net §131-40 
73 Tsarkoriodis §53 
72 ZZ vs. Secretary of State 

71The court's mandate to assess when EU action is necessary to achieve a specific objective within areas 
conferred by the Member States, based on the principle of proportionality, is discussed in: Weatherill, Stephen. 
“Competence Creep and Competence Control.” Yearbook of European Law, vol. 23, no. 1, Jan. 2004, pp. 7-12. 
link 

70Court of Justice of the European Union. Foto-Frost v. Hauptzollamt Lübeck-Ost. Case C-314/85, Judgment of 
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involving national security measures are likely to be dismissed, particularly in relation to the 
use of AI surveillance by national security authorities. This conclusion is supported by 
numerous cases where the ECJ has rejected such arguments when at least one of the interests 
in the issue at hand falls within the scope of EU competence.76 

4.5.3 Defining National Security  
In La Quadrature du Net and Others, the scope of what is to be defined as matters of national 
security is discussed in relation to Directive 2002/58/EC and Article 4(2) TEU. It dealt with 
the compatibility of national data retention laws with EU law, particularly in the context of 
privacy and electronic communications. France, Belgium, and the UK had adopted laws 
requiring telecommunications providers to retain users’ metadata (such as call logs, location 
data, and internet usage). Civil rights groups, La Quadrature du Net being one of them, 
contested these laws, arguing they violated EU privacy laws, particularly the EPD and the 
GDPR, as well as fundamental rights guaranteed under the Charter of Fundamental Rights of 
the EU. In the case, the court clarifies that it cannot be said that just because a measure has 
been taken in the interest of national security, it therefore falls outside EU jurisdiction. 
Instead, the court touches upon what could be considered in part as a definition, namely that 
Article 4(2) refers to the “primary interest in protecting the essential functions of the State 
and the fundamental interests of society and encompasses the prevention and punishment of 
activities capable of seriously destabilizing the fundamental constitutional, political, 
economic or social structures of a country and, in particular, of directly threatening society, 
the population or the State itself…”. If we are to consider this position relevant in the context 
of how one should interpret the AIA, the mere fact that a taken measure was issued in the 
context of national security, does not mean that this measure is granted an Article 2 
exemption, even though it might be a measure conducted by and used exclusively for a 
national security agency. What constitutes activities capable of seriously destabilizing the 
fundamental constitutional, political, economic, or social structures and being a direct threat 
to the population and state must surely be interpreted restrictively, a situation more serious 
than described would be hard to imagine. 
 
The Court ruled that general and indiscriminate data retention, in general, exceeded what was 
necessary, as less intrusive and more targeted methods could achieve similar goals without 
violating fundamental rights, thereby failing the necessity test. Moreover, the decision 
highlights the importance of targeted and specific measures over general and indiscriminate 
ones. In the context of the AIA, this suggests that AI applications used for surveillance or 
data analysis in national security should be as precise and limited in scope as possible. They 
should avoid broad data collection or analysis that could impact individuals not relevant to 
the security concern. However, in extreme scenarios where there is a genuine, foreseeable, or 
present threat to national security like an imminent terrorist attack, the decision allows for 
quite extensive surveillance measures,77 provided they are limited in time and non-systematic, 

77  La Quadrature du Net §137 

76 See: C-387/05, Commission v. Italy (2009) C-145/09, Tsakouridis (2010), ZZ v. Secretary of State, and, 
Digital Rights Ireland  
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also prescribing “strict safeguards” to ensure no abuse takes place.78 Due to what I can 
assume is the rarity of an event like this it is of less importance for this study.  
 
This case set a new precedent. According to some research, this risks weakening the 
exemption of national security measures enshrined in the TEU.79 Some argue that the national 
security exemption is no different in terms of other competencies and their gradual creep into 
larger and larger jurisdictions80 and that there simply is no exclusive competence for MS in 
the area of law that is connected to national security.81 This recent research suggests a 
diminishing effect or even non-exclusivity of national security policies by Member States and 
raises important questions about the extent to which state sovereignty is considered in EU law 
and politics. It’s interesting to consider this evolution and at the same time read in the TEU 
that national security supposedly is “the sole responsibility of each Member State”. Due to 
the broad conclusions in the case, particularly the Court’s reasoning in paragraphs 135–139, 
which emphasize the need for proportionality in general, and prescribed necessity in 
particular, for NSM:s, this case stands as a landmark decision by infringing on member states' 
supposed exclusive competence in having free reign in surveillance policy. Not everyone 
agrees with this view of the development of the case, some argue that the judgment gives 
large concessions to MS disregarding earlier cases like Privacy International.82 This opinion 
has surfaced a few times during research, but I fail to recognize a convincing argument 
behind it. While the ECJ has long had the authority to define the limits of its jurisdiction, 
cases like these suggest that the cases the ECJ handles, involving national security will, in 
some way, define the boundaries of its jurisdiction over such matters because of how 
proportionality assessments work regarding the court using its own praxis in future 
judgments. This, in turn, may impact all national security exemptions (NSEs), whether based 
on the provisions in the TEU or specific frameworks like the one seen in the AIA. 
Consequently, although the NSE in the AIA seems to be clear in its wording, I suggest that it 
is likely that the exemption can gradually lose value as soon as a certain NSM gets deemed 
unproportional by the ECJ, enshrining the affirmed competence in praxis.  
 
This shift in the Court's approach indicates that national security measures are increasingly 
subject to EU oversight, particularly when fundamental rights protected by the Charter of 
Fundamental Rights of the European Union (ECFR) are at stake. It implies that national 
security exemptions are not absolute and must be balanced against the principles of 
proportionality and necessity, as enshrined in EU law. This creates a scenario where the ECJ 

82 David Mollenkamp, National Security, Privacy, and Possible Alterations in the Court of Justice of the 
European Union’s Case Law in Response to the Spyware Surveillance Crisis, Stanford-Vienna European Union 
Law Working Paper No. 79, link 

81 Blanke, Hermann-Josef, and Stelio Mangiameli. “The Treaty on European Union (TEU).” Springer eBooks, 
2013, p. 231 link. 

80 S. Eskens et al. "Large Scale Surveillance to Protect National Security: under EU Control?." SSRN Electronic 
Journal (2021). link. 

79“Vogiatzoglou, Plixavra. Bergholm, Jenny “Privacy International & La Quadrature Du Net: The Latest on Data 
Retention in the Name of National and Public Security – Part 3.” CiTiP Blog, 16 Nov. 2020, Accessed  9 Dec. 
2024, link 
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effectively becomes a guardian of fundamental rights even in areas traditionally reserved for 
Member States like those established in the TEU. Furthermore, this evolving legal landscape 
places an obligation on Member States to justify their national security measures within the 
framework of EU law. They must demonstrate that such measures are necessary, 
proportionate, and respect the essence of fundamental rights. This position is also taken in 
ECHR case law, obligating that an independent body needs to verify the necessity and 
legality of NSM:s.83 This may require increased transparency and accountability from 
national security agencies, potentially challenging given the often confidential nature of their 
operations. Member States may need to navigate a complex legal environment where their 
exclusive competence over national security is not as absolute as previously thought. This 
could impact the deployment of AI technologies in security contexts, requiring agencies to 
carefully consider the legal implications of their use.  

4.5.4 Pattern of Praxis 

There seems to emerge a pattern here where although ECJ grants it that matters of national 
security are within the responsibility of the state, measures taken must still follow the core 
principles of EU law and fundamental rights do not allow Member States to bypass 
fundamental rights. The ECJ has repeatedly stressed that core EU values and fundamental 
rights have precedence over national frameworks that handle national security issues. The 
question then becomes how much discretion member states are afforded when it comes to 
plausibly complying with said fundamental rights and principles like proportionality. The 
central topic of discussion in these cases regarding what in a proportionality test is most 
important has been the perceived danger something poses to the interests of the state and its 
security. In In ZZ v. Secretary of State, it was the risk of releasing confidential material to 
those who might abuse such information, in C-145/09, Tsakouridis it was the danger to the 
security of the state and public raised by an allegedly dangerous and unpredictable criminal, 
and in La Quadrature du Net it was in part the inferred danger of an imminent dangerous 
threat to public or national security by malicious actors seeking unrest or violence. 

It appears that the EU should have the authority to determine whether an AI system is used 
exclusively for national security purposes, their prerogative of interpretation. Additionally, 
they also seem to have the ability to dictate that some specific use of an AI surveillance 
system could potentially breach fundamental principles, which would take precedence over 
the Article 4(2) TEU exemption. Critics could comfortably say that this reality is far from 
how it is portrayed in the AIA  where it is stated that the AIA not in any event shall infringe 
upon states’ national security matters, likewise in TEU 4(2). The AIA's national security 
exemption, as outlined in Article 2(3), at first appears to grant Member States significant 
leeway in deploying AI systems for national security purposes. However, given the ECJ's 
approach, it is conceivable that the Court would interpret this exemption narrowly, ensuring 
that any AI-based surveillance measures comply with fundamental rights, are subject to 

83 European Court of Human Rights. Janowiec and Others v. Russia. Applications nos. 55508/07 and 29520/09, 
Grand Chamber Judgment, 21 Oct. 2013. HUDOC, link. 
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proportionality assessments, and have adequate safeguards. After a while, the court will 
inevitably build up a basis of case law to further define the exemption's limitations. 

4.5.5 GDPR Case law 

National security matters are largely exempt from the scope of the General Data Protection 
Regulation (GDPR), as outlined in Article 2(2) of the GDPR and reinforced by Article 4(2) of 
the Treaty on European Union (TEU). It is common for European regulations to incorporate 
exemptions related to national security, such as those found in the General Data Protection 
Regulation (GDPR).84 These exemptions are typically precisely defined and are restricted to 
specific circumstances, often involving the limitation of certain user rights when national 
security concerns arise.85 Despite this, we see no such considerations in the AIA. This of 
course warrants attention since such gray areas might invite creative interpretations. The 
paragraph exempts the processing of personal data by competent authorities for the 
prevention of threats to public security. 

4.5.6 EU-US Transfers 
In Case C-362/14 (Schrems I)86 much was discussed surrounding the topic of personal data 
transfers from Facebook servers located in the EU to ones located in the US via the so-called 
“safe harbor agreement”.87 In the case, it was held by the defense that access to personal data 
was warranted by national security concerns, the nature of these concerns is similar to 
Schrems II where they will be elaborated upon. What I aim to point out in this judgment is 
the court‘s very strong stance on it being necessary to have an effective remedy for intrusions 
of fundamental rights, in this case, the right to privacy.88 

 
In C-311/18 (Schrems II)89 two main objects of interest were examined. The first one was 
the EU-U.S. Privacy Shield which succeeded the earlier safe harbor agreements found in 
Schrems I. The ECJ ruled that the Privacy Shield was invalid. It found that U.S. surveillance 
laws, such as FISA (Foreign Intelligence Surveillance Act), allow indiscriminate access to 
EU citizens’ data by U.S. authorities without sufficient safeguards. This was found to violate 
EU data protection standards, especially concerning the right to privacy and the right to an 
effective remedy.  
 
Secondly, the Court upheld the validity of Standard Contractual Clauses (SCC:s), which 
allow the transfer of personal data outside the EU. However, it emphasized that data 
controllers must assess whether the recipient country provides an adequate level of 

89 Court of Justice of the European Union. Data Protection Commissioner v. Facebook Ireland Ltd and 
Maximillian Schrems (Schrems II). Case C-311/18, Judgment of 16 July 2020. EUR-Lex, link. 

88 Schrems I para 94-95 
87 U.S. Department of Commerce, Safe Harbor Privacy Principles, June 2000. link. 

86Court of Justice of the European Union. Maximillian Schrems v. Data Protection Commissioner. Case 
C-362/14, Judgment of 6 Oct. 2015. EUR-Lex, link. 

85 Kazim, Emre, et al. “Proposed EU AI Act—Presidency Compromise Text: Select Overview and Comment on 
the Changes to the Proposed Regulation.” AI And Ethics, vol. 3, no. 2, June 2022, pp. 381–87.link. 
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protection. If not, SCCs alone may not suffice, and data transfers must be suspended or 
prohibited. The court stresses that national security matters are exempt from the GDPR, but 
only in specific circumstances. Transfers of personal data that fall under national security 
exceptions must then still respect fundamental rights protected by EU law, particularly 
regarding the proportionality and necessity of data transfers. Consequently, national security 
exemptions cannot be used as a blanket justification to evade the application of the GDPR to 
personal data processing just like stated in La Quadrature du Net but regarding the EPD.90 
Furthermore, this seems to indicate that the court concludes that a national security 
exemption may be voided in individual cases where fundamental rights are not adhered to. 
This is interesting because of the covert and sometimes classified nature of surveillance 
carried out by authorities.  
 
It is crucial to acknowledge that, despite the AIA granting relatively broad concessions 
regarding which entities may qualify as national security actors, as discussed in chapter 4.4.3, 
a similar situation to Schrems II is likely to arise. If data is transferred to another country, 
even temporarily for processing, such transfers could potentially be deemed illegal due to 
insufficient data protection measures in the receiving country. Given the significant market 
share held by U.S. corporations in AI services, it is highly likely that the adequacy of U.S. 
data protection levels will come under scrutiny in future judgments. This time, however, the 
focus will shift to the context of data processed by U.S. corporations providing AI-based 
surveillance software. Comprehensive technical frameworks for ensuring that data does not 
land in the hands of foreign governments or corporate actors will have to be developed, also 
making sure that such data is not even allowed to be used as training material outside of the 
intended operation. 
 
This case is also important because it visualizes a large barrier to access to justice for EU 
citizens to even acknowledge that their rights are being breached. The complexity is further 
compounded by the cross-border nature of data flows and the fact that data sharing between 
agencies is becoming more integrated globally. This may risk resulting in it being an 
exception rather than the norm that cases of non-compliance with the AIA can be challenged 
on the grounds that a national security exemption is to be voided in favor of fundamental 
rights. My understanding is that there materializes an obligation to put in place some sort of 
mechanism that allows for legal remedies in cases where an alleged breach of the AIA 
occurs, but how this will be managed is very hard to predict. This obligation is essential to 
consider when performing the strictu sensu part of a proportionality assessment since the lack 
of legal remedies favors a negative answer in said assessment. 

4.5.7 Data Retention 
In the case of Tele2 Sverige AB (C-203/15) which scrutinized Swedish data retention 
regulations in the context of fundamental rights and the EPD. Article 15 of the directive states 
that Member States may adopt legislative measures to restrict the scope of the rights and 
obligations provided for in Article 5, Article 6, Article 8(1), (2), (3), and (4), and Article 9 of 
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this directive “when such restriction constitutes a necessary, appropriate and proportionate 
measure within a democratic society to safeguard national security” – articles about how 
active storage and processing personal data is to be regulated.91 Here the Court held that data 
retention measures must respect the principle of proportionality. This means that any 
retention of personal data must be strictly necessary to achieve a legitimate aim, regardless if 
an EU regulation contains clear exemptions for NSM. Additionally, it is also stated by the 
court that measures like these may only be allowed for a limited time and cannot be the 
standard of handling information. I interpret this to mean that there not only needs to be a 
consideration of proportionality of if a measure is to be adopted but also for how long – the 
duration needs to be proportional as well. This results in that national security cannot be used 
to completely exempt Member States from obligations under EU law when the measures 
affect areas regulated by EU legislation, such as data protection and privacy, just like in ZZ v. 
Secretary of State and La Quadrature du Net and Others. 
 
If this particular stance on scope is applied to the NSE in the AIA this would likely result in 
the emergence of similar assessments of whether or not a use of an AI system is necessary 
both in features and duration of use. Lastly, the court states that derogations from the EPD by 
way of a national security exemption must be stated in law and be well-defined in regulations 
governing the scope and implementation of data retention measures like those implemented 
nationally in the case. To summarize, the court places 3 tests as central for situations like 
these: Proportionality, respect for fundamental rights, as well as a clear legal basis.  

4.5.8 Origin and Transfer of Data 
In Privacy International the court problematizes the notion of third parties giving access to 
communications information to intelligence agencies and other governmental agencies 
overseeing national security. The referring court’s first question essentially asks whether 
Article 1(3) (concerning scope) of the EPD in light of Article 4(2) TEU, should be interpreted 
to mean that national legislation allowing state authorities to require electronic 
communications service providers to forward traffic and location data to security and 
intelligence agencies for national security purposes falls within the scope of that directive. 
This judgment is important because it reflects a common point of legal contention that 
troubles affected parties when it comes to interpreting to whom or what party a regulation 
applies. In the case, the court discusses Section 94 of the Communications Act 1984 in the 
UK which can force telecommunication corporations to hand over personal data like IP, 
location, and more indiscriminately, this is done in bulk to recognize unknown threats to 
national security.  
 
Art. 3 states that processing of personal data in connection to “publicly available electronic 
communications services in public communications networks in the European Union, 
including public communications networks supporting data collection and identification 
devices” This applicatory area is wide in its scope and includes a range of electronic 

91Court of Justice of the European Union. Tele2 Sverige AB v. Post- och telestyrelsen and Secretary of State for 
the Home Department v. Watson and Others. Case C-203/15, Judgment of 21 Dec. 2016. EUR-Lex, link 
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communications services. This, according to the court, necessitates measures that target 
communications services and their information under the pretense that such collection is for 
the purpose of national security by a competent authority. Further, the court then defines the 
action of transmitting data to a competent authority that is exempted from the regulation still 
constitutes “processing” in the context of both Article 2 in the EPD as well as Article 4(2) 
GDPR (both concerning definitions). This is essential to consider because it severely limits 
which entities can handle the data before it is used for its intended purposes. For example, 
even if an AI surveillance system can be exempted under the AIA, the information used for 
processing necessarily needs to be gathered without breach of GDPR. This connects back to 
the ECJ:s judgment in La Quadrature du Net where Advocate General Sánchez-Bordona 
delivered his opinion that Article 1(3) of the EPD and Article 4 of the TEU are to cover 
activities conducted for national security purposes, exclusively by state authorities and 
without the involvement of private actors, thereby falling outside the scope of the EPD. 
Member states may rely on Article 15 of the EPD for some degree of flexibility. However, 
one might question whether this Article is merely a restatement of existing principles of 
proportionality and a codification of established practices, such as those from the Tele2 case. 
In contrast, the AIA lacks any similar provision. Consequently, developers and authorities 
can only refer to broad, general Articles on the scope when seeking to use AI systems that 
may pose a risk of infringing on fundamental rights. Furthermore, I ponder if this “gap” in the 
AIA is intentional or not. Given the importance of this regulation and the contention 
surrounding it, I lean towards this being intentional. 
 
My interpretation of this is that national security services that intend to use mass AI 
surveillance systems need to: 
  

1.​ gather all data necessary independently or at least without needing special information 
pipelines from third parties like those mentioned in the UK Telecommunications Act;  
 

2.​ then follow all guidelines that exempt a measure in the AIA, which, as we have seen, 
can be quite elusive when the matters of NSE have been discussed in earlier case law.  

 
It remains to be seen how the court will interpret the term “exclusively” as it has not before 
been seen in relation to national security in EU legislation. One could foresee an 
interpretation that considers that an AI system cannot be said to be used exclusively for 
national security purposes if its training data consists of non-NSA informational assets. 
However, if this were the case, virtually no AI system could ever pass that scrutiny because 
of the extremely large amounts of data that it has to train on. I, therefore, assume this cannot 
be the case. Therefore, it is more plausible that the term "exclusively" refers to the intended 
use of the AI system rather than the origin of its training data. This interpretation suggests 
that, as long as the AI system is deployed solely for national security purposes, it would fall 
under the exemption, even if the training data includes information from non-national 
security sources. Moreover, such an interpretation aligns with the realities of AI development 
and the necessity for interoperability between different data sources.  
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The court’s reasoning in paragraphs 76-78 is that any law that allows authorities to interfere 
with people’s right to privacy, particularly when it comes to personal data (as protected by 
Articles 7 and 8 of the EU Charter), needs to strictly limit that interference to what is 
absolutely necessary. So, if national law gives authorities access to personal data, an 
argument for invoking that right can’t just state, “this access is in line with the law’s goals.” 
The national law must also spell out the specific rules and safeguards for how that access is 
allowed and controlled. Again, this reasoning is in line with the verdicts of La Quadrature du 
Net and Schrems II. For example, the court makes it clear that broad, general access to all 
stored data, without any connection to the purpose behind the data collection, is not 
acceptable. Instead, the law must establish clear, objective criteria for when and how 
authorities can access this data. This is to ensure that the access is properly limited and 
justified, staying within what is truly necessary to achieve the specific aim of the law. This 
being of high importance for the interpretation of the AIA is further supported by the court's 
statement in Privacy International: “The need for such safeguards is all the greater where 
personal data is subjected to automated processing, particularly where there is a significant 
risk of unlawful access to that data.”92 I argue that it is possible to make a credible analogy 
that the AIA’s NSE is to be interpreted in a way that issues similar levels of protection. 
Article 4(2) TEU together with 2(3) AIA cannot therefore be said to induce a blanket 
justification on AI systems using advanced surveillance technology just because there exists a 
legitimate goal in a measure that seriously inhibits the rights to privacy. Only if a NSM can 
be said to be strictly necessary and used exclusively for such a function can it be deemed to 
be exempted from the AIA, presupposing a clear legal base for such intrusions and adequate 
safeguards. 
 
The court then develops its interpretation of what an “activity” is in the context of the 
exemption in 1(3) EPD. The court reasons that legislative measures like those in 15(1) EPD 
cannot be said to constitute “activities” thereby exempting the measure.93 This is important 
because I contend that the court now has painted a picture of a general rule when it comes to 
how to interpret the scope of data regulations, that is, that even though member states have 
the right to define their national security interests and to adopt reasonable measures to ensure 
internal and external security, they do not enjoy the right to use their wording in national 
legislation as a definitional argument when it comes to exerting what is and what is not to be 
considered exempted activities under national security exemptions in a broad sense. The 
measure of enacting legislation cannot be said to have the necessary characteristics that make 
something an “activity” in the context of 1(3) EPD. 
 
Since the AIA does not limit its jurisdiction based on the type of entity operating in a 
particular regulatory field, tests like those in Privacy International – where 
telecommunications companies were deemed to be “processing” information by transmitting 
it to the NSA – will not be necessary. This could potentially affect the extent to which AI 
systems, both in production and use, are outsourced to third parties, such as private 
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corporations since there is no concern to whom the regulation applies. This means that where 
training data comes from, or who is conducting surveillance significantly loses importance (at 
least concerning the AIA). This results in fewer ways of challenging NSM:s in courts. On the 
flip side, private corporations will now gradually have to develop their own internal 
procedures for compliance when developing AI systems, covering both the AIA as well the 
case law based on the ECFR. I do also want to note that just because a similar test like the 
one mentioned in Privacy International will not be necessary, what company and/or 
institution performs tasks related to AI surveillance will still be relevant in the context of 
providing adequate safeguards like in Schrems II. This case in particular highlights the 
ongoing tension between EU oversight and Member States’ sovereignty over national 
security issues. This tension is critical in understanding how the AIA exemption might be 
applied moving forward. 

4.6 Illustrated Example 
To concretize the theoretical analysis and highlight the practical implications of the AIA's 
national security exemption, I will introduce an illustrative example. This example aims to 
demonstrate how the legal principles, case law interpretations, and regulatory provisions 
discussed might interact in a real-world scenario involving AI-based surveillance operations. 
By examining a specific situation, we can better understand the potential challenges national 
security agencies may face and the extent of protections afforded to EU citizens beyond the 
scope of the AIA. Consider a scenario where an order for surveillance, including scraping 
CCTV footage and monitoring communications, has been issued in the Greater Gothenburg 
area to apprehend a terrorist based on intelligence indicating a suspected attack targeting 
civilians or critical infrastructure. This type of surveillance can be achieved by software such 
as Palantir’s Gotham platform94 or I2’s Analyst's Notebook.95 AI software like this can gather 
enormous amounts of personal data and attempt to curate instances of suspicious activities for 
manual review. Both Interpol and MS like France and Denmark have used the Gotham 
platform for counterterrorism threats.96 Platforms like these do not only serve intelligence 
agencies and their surveillance work but can be deployed in a multitude of situations, 
everything from consolidating DNA databases for national health agencies97 to drug-testing 
for Fortune 500 companies in the healthcare industry.98 This immediately poses questions. 
Reading Article 2(2-3) of the AIA in light of the impact assessment conducted by the 
European Commission that explicitly states that “dual-use systems” like those having both 
military and civil purposes, fall into the scope of the AIA.99 My understanding is that an AI 

99 European Commission. Commission Staff Working Document: Impact Assessment Accompanying the 
Proposal for a Regulation of the European Parliament and of the Council Laying Down Harmonised Rules on 
Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative Acts. 21 Apr. 
2021, p. 12. link 

98 “Palantir Health and Life Sciences Solutions.” Palantir, link Accessed 3 Dec 2024.  

97“Resistance to Platformization: Palantir in the Norwegian Police.” Information Communication & Society, 
Mar. 2024, p. 2. link 

96 Busvine, Douglas. “European Police Embrace U.S. Palantir Tech, Raising Privacy Concerns.” Reuters, 8 Oct. 
2021, link. Accessed 22 Oct. 2024. 

95 i2 Group. “i2 Analyst’s Notebook.” i2 Group, link. Accessed 22 Oct. 2024. 
94 “Gotham.” Palantir, https://www.palantir.com/platforms/gotham/. Accessed 22 Oct. 2024. 
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system capable of surveillance necessarily has to be neutered in some way or another, 
depending on the context of the situation. In this scenario, an NSA would need to be able to 
demonstrate that the use of the AI system is exclusively for national security purposes and 
that it complies with fundamental rights protections. The system could therefore not contain 
functions that have purposes for anything other than those concerning use for national 
security operations. Moreover, an assessment of proportionality has to be made about the 
right to data privacy and fair trial on a case-by-case basis. This, as stated before, has to 
include consideration of necessity, suitability, and a strictu sensu test, and as always, this 
measure must have a clear basis in law to allow for the derogation of the norm. This will 
necessarily involve implementing safeguards, transparency measures, and oversight 
mechanisms to ensure that the deployment of such technology does not in excess infringe 
upon individual rights such as those deployed by the ECFR. Such safeguards and oversight 
mechanisms are complicated and it stands to show if the ECJ mandates that the same 
oversight and compliance structures from Chapters IV and VII AIA will have to be used in 
situations like these even though this might not have been originally intended.  

4.7 Additional Comments 
Something interesting to point out is that there will presumably exist an asymmetric 
relationship between the private sector and national security authorities when it comes to 
compliance. Although it might be completely fine for an NSA to use whatever 
general-purpose AI system they please, that same system when placed on the general market 
can necessarily not contain the functions that enable surveillance because dual-use systems 
are prohibited.100 Only can the private sector provide surveillance software if a separate 
product or service is made available to only those who conduct national security operations – 
then such products or services will be exempted by 2(3)2 AIA. Although this might be a 
small hurdle, it remains to be seen how small it actually will be. Research and development is 
a tedious process and the cost of training large models has since 2016 increased by a factor of 
2.4x annually.101 A training run for a cutting-edge large model like ChatGPT, Claude, or 
Gemini is projected to cost over 1 billion dollars by 2027.102 If AI systems intended for 
national security purposes are required to be trained separately to either be effective and or 
qualify for exemption under the AIA, the associated costs could discourage private actors 
from investing the necessary time and resources. 
 
It will be immensely interesting to see how the ECJ goes about proportionality assessments 
based on the ECFR and AIA in regard to AI surveillance measures. I imagine some of my 
predictions will come true and others may not. I have however put lots of time and energy 
towards this thesis, hoping to bring life into this natal regulation, still untouched by case law. 

102 Ibid. 

101 Cottier, Ben, et al. “The Rising Costs of Training Frontier AI Models.” arXiv (Cornell University), May 
2024, link 

100  Regulation (EU) 2024/1689 of the European Parliament and of the Council of 2024 on Artificial 
Intelligence (AI Act). Official Journal of the European Union, L 119, recital 24, 202 
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5. Conclusion 

This thesis set out to explore the impact of the Article 2 national security exemption in the 
European Union's Artificial Intelligence Act on national security agencies' AI-based 
surveillance operations and to examine the protections afforded to EU citizens beyond the 
scope of the AIA when such exemptions are granted. Through a doctrinal analysis of EU 
legislation and case law, the research has navigated the complex interplay between national 
security interests, AI regulation, and fundamental rights within the EU legal framework. The 
key findings of this study highlight that while the AIA provides an explicit exemption for 
national security measures, this exemption is by no means absolute, as a matter of fact, it can 
in some cases be quite weak. This thesis has after careful review of case law concluded that 
even in matters of national security – a domain traditionally reserved for Member States, the 
principles of proportionality and necessity must be upheld through various means. Measures 
taken under the guise of national security must respect fundamental rights as enshrined in the 
Charter of Fundamental Rights of the European Union (ECFR), particularly the rights to 
privacy, data protection, and an effective remedy – these being EU competencies. 
 
The following claims can credibly be made as a result of this study: 
 

1.​ Although the AIA explicitly exempts national security operations, NSAs must 
carefully assess the legality of AI-based surveillance measures for two primary 
reasons. First, it is essential to ensure that AI systems are used strictly for national 
security purposes as mandated by Article 2(3). While this may seem self-evident, the 
less severe a perceived threat is, the stricter the restrictions become for the measure to 
qualify as an explicit use. This ensures that surveillance measures are limited to 
addressing genuine threats. When a measure goes beyond this, surveilling those who 
need not be surveilled, results in it that this measure can no longer be said to be 
exclusively for national security purposes. Although this wording contains absolutely 
no mention of proportionality, it's strikingly similar to the classical proportionality 
test.  
 

2.​ The second reason is the actual proportionality test in the ECFR that is applicable in 
all situations, even if a measure can be exempted by the AIA. Individuals retain 
protections under the ECFR against disproportionate AI-aided surveillance. This 
proportionality test will be applied in similar ways to how the EPD and GDPR have 
seen their use in case law. It will as usual consist of its three components - these being 
suitability, necessity, and strictu sensu. Although the ECJ rarely divides up their 
judgments using this taxonomy, case law clearly provides the necessary context 
confirming this for data privacy disputes. Suitability will likely be less important 
since issues regarding it may get caught in the exclusive-use assessment from the AIA 
itself. Necessity will primarily concern how extensive a measure is. Factors that 
impact how extensivity will be assessed, will be determined on a case-by-case basis. 
Some examples are geographical scope, demographical characteristics like age, 
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gender or ethnicity, personal interests, and members of a customer basis – this will 
basically include any meaningful way of assembling people into groups that then are 
surveilled. Having these examples in mind the goal is then to ensure that a chosen 
measure does not quantitatively, qualitatively, or temporally go beyond what is 
needed to achieve an intended reasonable objective. The more danger that a threat 
poses, the more leeway is granted regarding extensivity.  
 

3.​ Member states and their agencies will be obligated to implement robust safeguards, 
some amount of transparency measures, depending on how the transparency affects 
their ability to ensure effective operations, and independent oversight mechanisms to 
ensure compliance with fundamental rights, even when operating under the NSE. This 
follows mainly from the strictu sensu part of the proportionality but the ECJ has also 
validated arguments stemming from Article 47 in the ECFR. The quality of the 
safeguards needs to increase in relation to how likely unlawful access is. How these 
protections will look practically remains to be determined either by EU regulations or 
directives, or alternatively, by verdicts from the ECJ. 

  
4.​ Member states will be mandated to enact legislation governing any derogations from 

the normally lawful use of AI surveillance. This legislation must include clear rules 
specifying when such derogations are permissible. Furthermore, these rules must align 
with the conditions under which a proportionality test would justify the same 
measures. This approach ensures that any exceptions to the AIA are not left to broad 
interpretation, thereby preventing potential abuse or overreach by national security 
agencies. 

 
5.​ Both developers and users of AI systems will bear extensive responsibilities, some 

overlapping in nature, but others significantly different. For developers, particularly 
private corporations, the obligation to uphold fundamental rights such as data privacy 
and integrity may represent a substantial challenge. This shift imposes abstract and 
unfamiliar reasoning, disrupting the traditional status quo in which the state and 
public authorities were the primary subjects of such legislation. Developers now face 
the considerable burden of designing AI systems that comply with the requirements of 
the AI Act and the European Charter of Fundamental Rights (ECFR). 
 
 

This study also acknowledges its limitations. The state-of-the-art nature of the AIA means 
there is a substantial lack of case law directly interpreting the NSE within this specific 
regulation. Consequently, the analysis heavily relies on analogies with adjacent legislation 
and existing jurisprudence on data protection and surveillance. Future research could benefit 
from examining how the ECJ interprets the NSE in the AIA as cases emerge, providing more 
concrete guidance for stakeholders. 
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