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Abstract

With the advent of Industry 4.0, Cyber-Physical Systems (CPS) have started to
become more adopted in different kind of industries, increasing productivity and
efficiency. This rapid adoption has led various companies to develop their in-house
solutions to stay competitive and try to dominate the market in selling robotic
systems. This division in different ways of building CPS led to standardization
problems and made making new innovations and discoveries harder. To solve this
issue of a lack of a framework and solid bases, two researchers developed the Robot
Operating System (ROS) to have a common baseline to develop CPSs. With new
advancement in hardware technologies ROS had it’s bottlenecks, so a new version
called ROS2 was developed. This brought new possibilities to improve CPSs and
overall productivity.

As CPS became more adopted, new problems started to arise, mainly regarding
safety, maintenance and monitoring. Each CPS produced big amounts of data that
isn’t always useful and risks to clutter the system and robot performance.
Solutions to this issue have been proposed in existing research, and the objective of
this research is to analyze the existing literature to identify potential limitations and
issues with the current state of the art, and propose an innovative way of monitoring
CPS with a technique called adaptive monitoring.

To achieve this objective, a design science approach has been devised, with three
iteration, one regarding the analysis and the second two regarding the development
and verification of the artifact. After each iterations results are presented and dis-
cussed, with the artifact improved.

The proposed artifact consists in an adaptive monitoring system which inner work-
ings are based on the MAPE-K loop, where the knowledge is specified by the user
with the use of a Domain Specific Language (DSL) and the values of the frequency of
each topic is optimized and adjusted with the adoption of the Quality Performance
Model (QUPER).

The findings of this research highlight the limitations faced by existing literature
and how the current artifact approach comes in aid.

Keywords: Adaptive monitoring, CPS, TurtleBot3, ROS, ROS2, DSL, MAPE-K,
QUPER
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Introduction

This chapter introduces the main research topic of this thesis, covering the initial
background of the scope, the description of the problem, the purpose of the study,
the research questions, the motivating example, and the significance of the study.
It provides an overview of the aim, scope, and end goals of the project.

1.1 History of Cyber-Physical Systems

Since the first industrial revolution, the breakthrough in technology with the steam
engine brought fundamental changes in how people worked, where they lived, what
potential economic surplus was available, and how many people could be supported
around the world. These changes inevitably had ramifications reaching into almost
every aspect of human experience into the habits of thought and the relations be-
tween men and women as well as into systems of production and exchange [81].
These new improvements and changes in the way of thinking regarding work, tech-
nology, and efficiency, led to the development and research in the field. The results
of these improvements were clear, thanks to outside events that pushed the need to
increase the productivity and efficiency of factories, this led the way to the second,
third, and fourth industrial evolutions [44]. The Fourth Industrial Revolution has
significantly advanced beyond the first, building upon the Third by expanding the
integration of robots into industrial processes. It leverages the Internet of Things
(IoT) and its supporting technologies as the foundation for Cyber-Physical Systems
(CPS), with smart machines driving the optimization of production chains [44]. A
Cyber-Physical Systems (CPS) is an orchestration of computers and physical sys-
tems in which embedded computers monitor and control physical processes, usually
with feedback loops, where physical processes affect computations and vice versa
[42]. CPS can be utilized in any industry, including engineering, manufacturing,
transportation, instrumentation, water management systems, trains, physical secu-
rity (access control and monitoring), asset management and distributed robotics,
and even health care [35]. Another pushing factor of this increase in the adoption of
robots in the different fields has been thanks to the development of a standardized
Robot Operating System called ROS [68]. This operating system helped developers
reduce time in the development of new features by not having to rewrite the basic
functions of the robot every time. ROS brought a lot of improvements in the devel-
opment of robotic systems and highlighted some issues that had to be fixed, such
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as bottlenecks and multi-robot operations. To aid and fix these issues a new and
improved ROS released, ROS2 which fixed the major issues found in the previous
version and is still the de-facto standard in robotic systems development [48].

1.2 Monitoring Systems

CPS are systems that have both physical and digital components, and to manage
actual activities and gather data from sensors, the embedded software interacts with
the network. As a result, a feedback loop is created that helps to improve behavior
at the boundary between the physical and virtual worlds [35]. Data constitutes a
pivotal element in CPS, as it enables monitoring robot’s behavior and performance.
A crucial part in any CPS is a good monitoring system, that allows to understand
what is happening and remove any uncertainty, such missing information, unreliable
resources, stochastic phenomena and inherently vague concepts [66].

The key functionalities of a monitoring system can be categorized into three main
areas:

Fault detection, which signals that something is wrong within the monitored system:;
Fault isolation, which classifies the specific issue occurring;

Fault identification, which assesses the severity of the fault [26].

Monitoring systems are crucial to maintaining safety and efficiency of operations
in the robot, however this monitoring can sometimes be expensive and intrusive,
thus, the design of a monitoring system (i.e., the software system that implements
monitoring capabilities) usually involves tradeoffs between the impact caused by
the action of monitoring and its expected quality of results, such as data accuracy,
freshness and coverage [94]. To deal with these issues of maintaining a high level
of monitoring while taking into account the different constraints, researchers and
engineers developed a way to make current monitoring systems, adaptive.

1.3 Problem Description

The primary issue this research seeks to address is the challenge of managing the
real-time constraints and efficiently processing large volumes of data in monitoring
systems for Cyber-Physical Systems (CPS). As mentioned in the previous section,
CPS interact with the environment through the use of a full suite of sensors [4].
These sensors allow the CPS to reduce the uncertainties and understand what is the
state of the environment surrounding it. Removing the uncertainties is fundamental
to guaranteeing that the mission objectives are met and that the safety of the system
and of the environment is maintained. However in multiple CPS applications the
number of sensors can be high and monitoring each one to grant system safety may
prove impractical, time-consuming and could put a strain in the communication or
processing power of the CPS.

To mitigate this risk, various solutions can be proposed, one of which is criteria-
based sensor management. This approach helps in selecting and utilizing a finite set
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of sensors alongside available computational resources to optimize the utility of the
information about the system at any given time [4]. While the core of this research
revolves around the use of an adaptive monitoring system, to perform this action of
evaluating a strategy to balance the trade-off between reducing monitoring power
and safety of the mission.

A feature present in ROS2 is the high-frequency monitoring messages that are nec-
essary to ensure system safety and functionality. As mentioned above, a drawback
of this monitoring is that it can create a significant strain on network bandwidth
capabilities and computational overhead, putting stress on the infrastructure. The
challenges of efficient monitoring become even more critical in industrial environ-
ments, due to the risk of hazard to the personnel and strict resource constraints of
the robot’s computational power. This problem of reducing monitoring has been
studied in ROS2 unmanned drones [34] and research on the topic of adaptive mon-
itoring systems has brought good results, demonstrating their potential to reduce
unnecessary data transmission and computational loads without compromising sys-
tem reliability. While adaptive monitoring strategies have been explored in other
ROS applications [89], there remains a lack of research addressing how such strate-
gies can be systematically designed, optimized, and validated for CPS.

This research addresses the potential to design and implement an adaptive monitor-
ing system for ROS2 based CPS systems. Such a system would aim to dynamically
adjust the frequency or volume of monitoring data based on its criticality to mission
objectives whether scientific or operational. By reducing unnecessary data transmis-
sion during less critical phases, the system could optimize bandwidth usage without
compromising mission safety or effectiveness. To develop this adaptive monitoring
system, more thorough research is needed to understand the different necessities
and requirements of the different mission objectives so that the different trade-offs
in monitoring certain aspects can be evaluated [91].

1.4 Purpose of the Study

The purpose of this study is to understand the current state of adaptive monitoring
in ROS2 based CPS, evaluate the gaps, understand the issues in it and then develop
and evaluate a strategy for implementing adaptive monitoring in a ROS2 based
CPS system. The end goal will be to produce an artifact with an adaptive moni-
toring strategy and evaluate it against the current monitoring. The platform that
this research will be applied to is a TurtleBot3 [2] device simulated in the Gazebo
simulator [39] in an industrial scenario to evaluate the results. The RViz tool [36]
will also be used to visualize the robot model. This research aims to explore the
trade-offs [91] between monitoring the safety, functionality, and scientific operations
of the CPS during its mission activities. By addressing these trade-offs, the study
aims to optimize data management and reduce unnecessary transmission without
compromising the main objectives of the CPS such as safety, longevity, and mission
objectives.

This research will be a foundation analysis to manage the growing challenge of big
data monitoring in CPS. The findings are anticipated to benefit future development
of adaptive monitoring systems, and expanding research on the existing ROS2 based
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CPS systems. Additionally, the results may contribute to broader fields such as
autonomous systems, resource-constrained environments, and big data monitoring
optimization in robotics.

1.5 Research Questions

To better understand the existing challenges and limitations of monitoring systems
in a ROS2 based Cyber-Physical Systems (CPS), and to lay the foundations for this
research, the following research questions have been formulated.

RQ1: What are the current limitations in monitoring in ROS2 based
CPS?

To address this overarching question, we analyze the monitoring landscape from
multiple perspectives:

« RQ1.1: What are the technical limitations of current ROS2 topic monitoring
tools?

« RQ1.2: What usability and integration issues do developers encounter when
deploying these monitoring tools?

RQ2: What potential solutions could mitigate the limitations of current
monitoring approaches in ROS2-based CPS?

Based on the limitations uncovered in RQ1, we aim to explore adaptable monitoring
mechanisms:

« RQ2.1: What rule-based strategies can adapt monitoring behavior based on
environmental context?

« RQ2.2: Are there alternative or complementary solutions that can further
enhance monitoring adaptability?

« RQ2.3: How feasible is the implementation of these strategies in real-world
ROS2 environments?

RQ3: To what extent can the current limitations of monitoring ap-
proaches in ROS2 based CPS be solved by the proposed solutions?
To evaluate the effectiveness of the solutions explored in RQ2:

« RQ3.1: How much improvement in bandwidth efficiency and topic frequency
control can be observed?

« RQ3.2: What are the architectural strengths and limitations of applying the
proposed adaptive monitoring approach to ROS2 based CPS?

These research questions guide the structure and methodology of this work. Exper-
iments using TurtleBot3 in the Gazebo simulation environment serve as a reference
testbed for exploring and evaluating the proposed solutions.

4
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1.6 Motivating Example

The main example used to validate this research is through the use of a Turtle-
Bot3 rover inside a industrial warehouse scenario simulation. In this scenario the
TurtleBot is tasked to fetch some items and return them to the main area. During
this test, the TurtleBot will navigate through different safety zones, with humans
involved, in these areas different kind of monitoring frequencies are necessary to
maintain safety while in other the requirements can be more relaxed. These require-
ments allow to use a more laid down approach regarding monitoring and allow to
develop some adaptive monitoring strategies to make the monitoring system of the
TurtleBot, adaptive and more efficient regarding the transmission of data through
it’s antenna. The main motivating factors for this research regarding the need of
Adaptive Monitoring Systems in CPS are, Hardware/Bandwidth Constraints, Envi-
ronment Safety and System Resilience and Fault Tolerance.

Hardware/bandwidth constraints: Since in warehouses or other environments
a high number of CPS are being used and tasked with simple delivery goals, robotics
manufacturer build them to be cost effective to achieve their requirements. So often
the main boards are made with enough computing power to do these operations.
Since monitoring overhead communication can take up some computing power, this
limited boards can be seen as a limiting factor in monitoring and lifespan of a rover.
A solution to alleviate the load of a boards and improve it’s lifespan and safety is
through the use of adaptive monitoring that alleviates the overheard of monitoring
by adapting it and reducing the bandwidth transmitted, reducing the strain on the
motherboard.

Environment safety: Since the environments in which CPS operate can be filled
with hazards, the CPS must be able to identify the dangers and adapt to the context
of the situation. By adapting the frequency of the sensors when inside dangerous
environments, the system can monitor with an increased fine grained performance
to allow the user to maintain control and safety in the warehouse. This change in
monitoring can also alert the user instantly, making the system more effective in
displaying what is happening in the environment.

System Resilience and Fault Tolerance: These are two critical aspects that
a CPS must have while operating in potentially hazardous environments such as
warehouses. In such contexts, issues like sensor failures, communication losses, or
unexpected obstacles may occur. An adaptive monitoring system enhances resilience
by reallocating resources and adjusting monitoring intensity based on the current
state of the system. For instance, if a sensor begins to malfunction or if abnormal
behavior is detected, the system can increase monitoring granularity or redirect
sensor usage to maintain situational awareness and ensure continued safe operation.
This adaptability allows the workers to reduce the downtime and enhance the system
capacity to function despite partial faults.
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1.7 Significance of the Study

This research aims to refine, revise, and extend existing knowledge on adaptive mon-
itoring systems within the context of ROS2 based CPS. This study is positioned to
make meaningful contributions to both the theoretical understanding and practical
implementation of adaptive monitoring systems, fostering advancements in the fields
of robotics, and data management.

1.7.1 Implications for Research

This study contributes to the broader field of robotics by providing a systematic
approach to developing adaptive monitoring systems that can be applied to various
ROS2 based robotic platforms beyond TurtleBot3. Future studies could expand
upon this framework to investigate machine learning or Al-driven decision-making
for adaptive monitoring. Additionally, the research offers valuable insights into
the capabilities and limitations of ROS2 based CPS systems, encouraging further
enhancements or adaptations of this open-source platform.

1.7.2 Implications for Practice

The developed adaptive monitoring system enhances mission efficiency by enabling
practitioners in the robotics industry to optimize monitoring and processor usage,
ensuring that critical data is prioritized while non-essential data is deferred or dis-
carded. The framework also improves operational safety and longevity by focusing
on safety-critical monitoring, which helps extend the operational lifespan of ROS2
based CPS. Additionally, the methodology provides a cost-effective alternative to
testing on physical hardware by offering simulation-based validation of new sys-
tems before deployment. Beyond industrial applications, the principles of adaptive
monitoring can be adapted to other applications, such as unmanned aerial vehicles
(UAVSs), autonomous cars, and industrial robots, to address similar challenges of
data prioritization in resource-constrained settings.

1.8 Al Use Statement

During the development of this thesis, OpenAl’s ChatGPT was used to assist with
coding-related tasks and troubleshooting configuration errors regarding the devel-
opment of the artifact in the ROS2 TurtleBot system. The use of ChatGPT helped
reducing the time spent fixing configuration errors in the Gazebo simulator and in
the initial ROS2 configuration phase. It also helped boost the productivity related
to programming tasks in the development of the strategy. Another tool developed
by the University of Gothenburg called ReqGenie [25] has been used during the
elicitation phase of the requirement to build the artifact.
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1.9 Thesis Outline

Section 2 will present all relevant background theory of the topic. It will include
notions regarding Cyber-Physical Systems (CPS), adaptive monitoring, ROS and
ROS2, TurtleBot3 and the main tools used in which the artifact for this research
will be implemented and evaluated on.

Section 3 will present the related work on which the thesis builds it’s foundations
on. It will be regarding the existing challenges and gaps in adaptive monitoring
in software engineering and in CPS. It will also touch some points regarding the
internal workings of an adaptive monitoring system, understanding the cost-benefit
and trade-offs of such system into practice.

Section 4 will present the research methodology used for this thesis, with a focus on
the theory aspect behind it and how it’s applied in this research.

Section 5 will present the a literature review of the issues in ROS2 monitoring, it
will cluster the results and lay the requirements for the artifact.

Section 6 will present the artifact, how it’s been developed and what strategies have
been adopted to implement it.

Section 7 will present all the findings identified from the three iterations of this
study. It will display the data found from the simulations and leave it for discussion
in the section after.

Section 8 will present the main discussion points for each research question. It will
discuss the results from the previous section and evaluate the research objectives
and limitations of the topic.

Section 9 will present the main conclusion of the thesis which will include a recap
with the main takeaways from this research.
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Background

This chapter introduces the background theory required to understand the topic of
this thesis. It discusses key concepts including Cyber-Physical Systems (CPS) with
its definitions and applications, adaptive monitoring with its theoretical foundations,
ROS and ROS2, TurtleBot3, and the tools used to perform the simulations for this
research.

2.1 Cyber-Physical Systems

A Cyber-Physical Systems (CPS) integrates a physical system with a cyber system,
combining sensing, computation, communication, and control to enable real-time
interaction between the digital and physical worlds [45]. The main components of
a CPS are: Sensors to allow it to read the data from the surrounding environ-
ment, Actuators to interact with the environment, Computing and control center to
process and analyze the data with feedback loops and Communication network to
interact and communicate with a control center. Cyber-Physical System (CPS) have
provided an outstanding foundation to build advanced industrial systems and ap-
plications by integrating innovative functionalities through Internet of Things (IoT)
and Web of Things (WoT) to enable connection of the operations of the physical re-
ality with computing and communication infrastructures. A wide range of industrial
CPS-based applications have been developed and deployed in Industry 4.0 [46]. CPS
allows us to envision, construct, develop, refine, and perpetuate smart systems in
domains that lead to the improvement of companies, communities, and individuals

[35).

2.2 Adaptive Monitoring

As mentioned in Section 2.1 a key component in any CPS is sensors. A big suite
of sensors allows the CPS to understand its current state in the environment and
analyze what is happening around it. As described in Section 1.2, monitoring sys-
tem have their drawbacks and weaknesses if not properly implemented. A possible
solution to this problem is the use of monitoring strategy called Adaptive monitor-
ing. Adaptive monitoring can be seen as a strategy or as a framework of rules used
to monitor a system or an environment efficiently. The main idea behind adaptive
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monitoring is about finding a set of rules to monitor a phenomenon that take into
consideration the different constraints of the system under monitoring or the ob-
server. The main constraints in CPS can be regarding resource management (time
spent monitoring, hardware constraints, trade-offs, etc..). The topic of adaptive
monitoring is also present in other domains such as biology, natural science, marine
wildlife monitoring, wildfire monitoring, software engineering, robotics, and other
fields [94].

Regarding the actual definition of Adaptive Monitoring, it varies between fields of
study but stays more or less the same regarding the end goal objective.

In the field of Software Engineering, “ The ability an online monitoring function has
to decide and to enforce, without disruption, the adjustment of its behavior for main-
taining its effectiveness, in respect of the variations of both functional requirements
and operational constraints, and possibly for improving its efficiency according to
self-optimization objectives” [55].

In the field of ecology, “ Adaptive monitoring is considered to be an iterative process
that requires experience and knowledge of an ecosystem before implementing a mon-
itoring programme, assessing results and interacting with users® [69].

2.3 ROS and ROS2

As mentioned in Section 1.1 with the advent of robotic systems, and improvements in
technology such as metallurgy, electronics and software capabilities, robotic systems
started to become a crucial part in industrial settings. From painting, to welding,
to moving boxes, this revolutions brought great improvements in productivity and
worker safety. As new robotic systems were being developed, a common issue was
still present, each robotic system had it’s own software architecture, so whenever a
new model was being developed, it was necessary to start from scratch, losing valu-
able time re-developing older features, rather than creating new. An initial solution
has been developed and it’'s Robot Operating System (ROS). ROS was designed
to meet a specific set of challenges encountered when developing large-scale service
robots as part of the STAIR project at Stanford University and the Personal Robots
Program at Willow Garage, but the resulting architecture is far more general than
the service-robot and mobile-manipulation domains [68].

With the improvements in technology robotic systems started to become more pow-
erful with new functionalities and so the ROS framework wasn’t enough [33, 86]. A
new open-source ROS framework was developed called ROS2 [93]. ROS2 has been
upgraded to improve the performance bottlenecks and architectural design limita-
tions found in ROS [93] and is now being used as the de-facto standard in industrial
robots, and custom in-house forks are developed to improve the existing functional-
ity and add new ad-hoc additions [24].

10
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2.4 TurtleBot3

TurtleBot3 [73] is a small, affordable, highly customizable, programmable, ROS
based mobile robot for use in education [2], research, hobby, and product proto-
typing. The goal of TurtleBot3 is to dramatically reduce the size of the platform
and lower the price without having to sacrifice its functionality and quality, while
at the same time offering expandability. The use of TurtleBot3 helped researchers
to simulate different experiments and evaluate results.

There are three different versions of TurtleBot3: Burger, Waffle and Waffle Pi.
The Burger is the simplest version equipped with just a 360° LiDAR sensor and
limited sensors. On the other hand Waffle constitutes a more advanced version,
having both a 360° LiDAR, a camera and other improved sensors. Finally Waffie
Pi is quite similar to Waffle but using a Raspberry Pi as a processor [74].

One of the key features of TurtleBot3 is its ability to map unknown environments
using LiDAR in conjunction with SLAM [13]. The two platforms Burger and Waffle
can be seen in Figure 2.1 taken from the documentation website [74].

TurtleBots TurtleBots

é} Burger é;) waffle pi

Figure 2.1: TurtleBot3 platforms. Figure reused from [74].

2.5 TurtleBot3 Topics

In ROS2 a topic is a named communication channel used for publishing and sub-
scribing to messages between different nodes in a robotic system. These topics
enable asynchronous, many-to-many communication, meaning one or more nodes
can publish data to a topic, and multiple other nodes can receive that data in real
time. Each topic is associated with a message type that defines the structure of the
data being transmitted for example, velocity commands, sensor readings, or camera
images. Topics are a key part of ROS2 publish-subscribe architecture, making them
ideal for handling continuous streams of data such as those from sensors, control
commands, or localization updates. TurtleBot3 being a ROS2 based CPS adopts
the same topics communication mechanism which help communicates the different
states of the rover without being tightly coupled, promoting modularity, scalability,
and easier debugging.

For this research the following topics have been used and analyzed:

The /emd_ vel topic uses the geometry msgs/Twist message type and is responsible
for conveying motion commands to the robot, including both linear and angular

11
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velocities. It is typically published by the navigation stack or teleoperation nodes
and directly influences the movement of the robot.

The /odom topic publishes nav_msgs/Odometry messages, providing estimates of
the robot’s position and velocity over time. This information is critical for tracking
the robot’s motion, supporting localization algorithms, and enabling autonomous
navigation.

The /camera/image_raw/compressed topic, with message type sensor_msgs/ Com-
pressedImage, delivers compressed camera data to reduce bandwidth usage while still
enabling basic image processing tasks such as object detection or obstacle recogni-
tion.

In contrast, the /camera/image raw topic uses the sensor msgs/Image message
type to stream uncompressed camera frames. This topic is particularly important
for high-resolution vision tasks like SLAM or visual servoing, though it consumes
significantly more bandwidth.

The /imu topic publishes sensor _msgs/Imu messages, which include data on orien-
tation, angular velocity, and linear acceleration. This is essential for estimating the
robot’s pose and motion dynamics, especially when fused with odometry or GPS
information.

The /joint_ states topic uses sensor msgs/JointState messages to report the posi-
tions, velocities, and efforts of the robot’s joints. This data is key for understanding
the robot’s mechanical state and for executing accurate joint-space control.

The /scan topic provides sensor_msgs/LaserScan messages, delivering 2D range
measurements from a laser scanner or LIDAR. This is a foundational sensor input
for obstacle detection, mapping, and reactive navigation.

The /tf topic publishes tf2_msgs/TFMessage messages containing dynamic coordi-
nate transforms between frames (e.g., from base to camera or sensor frames). These
transformations are updated over time and are essential for spatial awareness in a

ROS-based system.

Finally, the /camera/camera__info topic delivers sensor _msgs/Cameralnfo messages,
which include calibration parameters like focal length and distortion coefficients.
These parameters are necessary for accurate image processing, projection, and camera-
based navigation.

These topics can be seen in Figure 2.4 and how they interact with each other in
Figure 2.5.

12
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2.6 Gazebo

A key component in any empirical research is were the data is sourced from. In
experiments regarding expensive scenarios where replicability is a key requirement
simulators come in aid. In the case of TurtleBot3 or in any ROS based CPS Gazebo
simulator [59] is the de-facto standard. Gazebo is a robot simulation toolbox and
its commonly used to develop tests for software developed in any ROS version. It
provides a framework, extending ROS, which unifies aspects such as physics-based
simulation and visualization using an XML-based notation to define objects, and a
plugin architecture [63]. Gazebo is designed with the goal to accurately reproduce
the dynamic environments a robot may encounter. All simulated objects have mass,
velocity, friction, and numerous other attributes that allow them to behave realisti-
cally when pushed, pulled, knocked over, or carried. These actions can be used as
integral parts of an experiment, such as construction or foraging [39]. It also offers
a rich environment to quickly develop and test multi-robot systems in new and in-
teresting ways. It is an effective, scalable, and simple tool that has also potential
for opening the field of robotics research to a wider community [39]. Additionally
it contains high quality graphics and convenient graphical and programmatic inter-
faces [19]. Another powerful feature of Gazebo is the ability to create your own
world simulations directly inside the tool rather than just importing an existing
one. In Figure 2.2 an example of an industrial warehouse is presented, it shows the
flexibility of the tool, not only in being a real time simulator but also a world editor.

Figure 2.2: Gazebo with the industrial warehouse scenario.

2.7 RViz

In computational science and computer graphics, there is a strong requirement to
represent and visualize information in the real domain [36]. RViz [76] [75] is a three-
dimensional viewer whose main objective is to display sensor data and ROS state
information. When using RViz, it is possible to view the current virtual robot model
configuration. It is also feasible to display live representations of sensor values on
ROS topics, including camera data, infrared distance measurements, sonar data,
laser sensor measurements, among many other applications [19]. The real strength
of RViz is the ability to visualize the data read from the TurtleBot3 whether in a
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simulation or deployed in a real environment. Figure 2.3 shows a local map created
with the SLAM module of TurtleBot, this allows to create a map of the environment
to let the TurtleBot understand where it is and what operations to perform to reach
an objective.

Figure 2.3: RViz with the industrial warehouse scenario.

2.8 Rqt

Rqt [16] is a visualization tool for ROS and ROS2. It provides a Graphical User
Interface (GUI) to visualize and interact with the topics that are monitored by
the system. Rqt is a tool that allows developers to simplify their workflow by
reducing the need for manual terminal commands, and simplifies the debugging of
the system. Regarding visualization the main features allow the developer to see
the various topics, and image view of what the system sees. Figure 2.4 shows the
topic visualized on the left, displaying information regarding the frequency of the
messages and the bandwidth. By opening the single topic more information can be
displayed such as the content of the message. The figure on the right displays the
image view read from the camera/image raw topic, allowing developers to have a
quick glance at what the robot is seeing.
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Figure 2.4: Rqt topic viewed and camera view.

Another great tool is rqt__graph [17] which allows the visualization of how the nodes
communicate, making it easier to understand the flow of topics and services in
the system. Figure 2.5 shows the generated nodes graph of the current system,
highlighting the key relationship between subscriber and publisher of the topic in
nodes.
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Figure 2.5: Graph made with rqt_ graph.

2.9 Rosbag?2

Rosbag? is a tool in ROS2 used for recording and replaying messages that are ex-
changed between nodes in a system. It is the successor to rosbag from ROS but with
improvements such as support for different storage formats, better performance, and
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built-in compression. The main features of rosbag2 are the ability to record all the
topics during a run, and then being able to play them back to re-play the scenario
the exact way it happened. Its and essential tool for debugging and doing data anal-
ysis in ROS2 applications. It allows the replay of different simulations recorded and
so it allows to make comparisons between data gathered and scenarios. Figure 2.6
displays the output of the command ros2 bag info <name ofbag>.

~ chalmers@chalmers-MS-7898: ~/AdaptiveMonitoring-TurtleBot3/turtlebot3_bag_Ffiles

$ ros2 bag info rosbag2_2025_02_20-11_06_09

Files: rosbag2_2025_02_26-11_66_09_6.db3
Bag size: 237.0 KiB
Storage id: sqlite3
236.727497485s
Feb 20 2025 11:06:10.058393430 (1740045970.058393430)
Feb 20 2025 11:10:06.785890915 (1740046206.785890915)
2433
Topic information: Topic: fcmd_vel | Type: geometry msgs/msg/Twist | Count: 2433 | Serialization Format: cdr

s0

Figure 2.6: Rosbag?2 info on a bag from the industrial warehouse scenario.

2.10 DSL

“A Domain Specific Language (DSL) is a language designed to provide a notation
tailored toward an application domain, and is based only on the relevant concepts
and features of that domain® [41].

A Domain specific language is similar to a programming language but it has a higher
abstraction level that encapsulates the need for the domain specific problem that
aims to aid in solving. DSL are built by domain expert to express the problem and
the need in a clear way. The objective of the experts is to make the DSL easy to use
for non-programmers, who will use it to define objectives in the program and define
instructions or rules.

The main benefits of using a DSL are regarding improvements in: overhead per-
formance in generation of code, separation of concerns from implementation and
declaration, increased maintainability and interoperability.
The main drawbacks of adopting a DSL are mainly regarding the upfront cost of
developing such artifact. The development requires a consult of a domain expert
that will guide the developer into building such language.

To understand if a DSL is needed in the artifact that is being built, a guide that
summarizes and analyses the different development phases has been developed [53].
This paper analyses DSL’s and developed a step by step guide to make the developer
understand if the need for a DSL is justified, by cost and requirement, since in not
all cases a DSL is needed, due to the different drawbacks explained above.

In Figure 2.7 an example of a schema of a DSL made with the Python library TextX
[20] is seen. This is the dictionary that the parser will use to interpret the example
rules seen in Figure 2.8.
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Program Comment VL RS
Direction ||up|down|left|right

commands 0..

*Command
InitialCommand MoveCommand
x: INT direction: Direction
y: INT steps: INT

Figure 2.7: Example of DSL schema using TextX. [20]

begin
initial 3, 1
up 4
left 9
down
right 1
end

Figure 2.8: Example of DSL rules using TextX. [20]

2.11 Mathematical Optimization

Mathematical optimization is a branch of applied mathematics focused on finding
the best possible solution from a set of feasible alternatives. It involves defining an
objective function that needs to be maximized or minimized such as cost, profit, or
efficiency subject to a set of constraints that represent the limits or requirements
of the problem domain. Optimization problems are widely used in fields such as
operations research, engineering, finance, logistics, and data science. They come in
various forms, including linear programming (LP), integer programming (IP), and
nonlinear programming (NLP), depending on the nature of the objective function
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and constraints. In practical applications, optimization problems are often solved
using specialized software tools. PuLP [85] is a Python library that provides a
simple interface for defining and solving linear programming problems. It allows
users to model optimization problems in a natural and readable way and connects
with powerful solvers like CBC [15], GLPK [28], or CPLEX [31] to compute solutions
efficiently.

“In more general terms Mathematical Optimization may be described as the sci-
ence of determining the best solutions to mathematically defined problems, which
may be models of physical reality or of manufacturing and management systems.“[79]

“Optimization is everywhere from routine business transactions to important de-
cisions of any sort, from engineering design to industrial manufacturing, and from
choosing a career path to planning our holidays. In all these activities, there are
always some things (objectives) we are trying to optimize and these objectives could
be cost, profit, performance, quality, enjoyment, customer-rating and others. The
formal approach to these optimization problems forms the major part of the math-
ematical optimization or mathematical programming.“[92]
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Related Work

This chapter introduces the related work, focusing on the current state of the art and
existing challenges in the field of adaptive monitoring. Key aspects include adaptive
monitoring in software engineering, challenges in monitoring practices, evaluation of
trade-offs between cost and benefits, and analysis of ROS2-based CPS monitoring.
The chapter broadens the perspective on the topic by highlighting current gaps and
unresolved problems in both industry and research.

3.1 ROS/ROS2 in Industry

One of the main advantages of having a ready to go architecture such as ROS2,
is the ability to perform all the research and development needed without wasting
time in building your in-house solution first. This "research led” approach allowed
practitioners to develop their own proof of concepts, focusing on the concept rather
than all the architecture behind. Mentioned in the previous sections, ROS brought
an increase in the development of CPS technology, this increase of usage can be
seen by the high number of company in all the different fields of industry that are
adopting ROS2 as either product or as a development tool for their solution. The
data for all the companies can be seen in this GitHub repository [51]. ROS2 is also
used in other fields such as research or in school, this map created by [54] shows
the different institutions, research centers and companies which actively use ROS2.
Another way to show this increase in usage is by analyzing the history of the ROS2
metrics on the website forums and documentation section which can be found online
[60].

An interesting research regarding an empirical study on the ROS ecosystem [40],
performed an analysis on all the ROS packages and contributors. The main conclu-
sions drawn from this research is that even though the ROS ecosystem is constantly
growing with new adopting it, the release of new packages is almost linear, meaning
that most of the users use the existing packages and don’t provide some new features
to the ROS ecosystem. This can be seen as expected, as mentioned in the title "t
Takes a Village to Build a Robot”[40], the results show that to perform such inno-
vative task of introducing a new improvement, a big team of developers is needed.

An example of such industry application and proof of concept can be seen from this
research by Bonci et al. [8] in this research the authors perform and analysis of
the current state of ROS2 applications and perform their own proof of concept to
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improve the middleware of ROS2 for industrial applications.

3.2 Adaptive Monitoring in Software Engineering

Adaptive monitoring is a broad topic with applications across various fields such
as biology, robotics, computer science, and any other domain that requires a dy-
namic form of monitoring. This dynamic approach arises from the need to enhance
resource management and consumption in existing monitoring strategies. The re-
sources involved can differ depending on the application and may include human
effort, hardware constraints, computational power, and more. As discussed in Sec-
tion 2.2, the primary goal of adaptive monitoring is to optimize current monitoring
processes by implementing strategies that improve resource consumption while en-
suring that constraints, particularly in safety-critical environments, are not violated.

Significant research has been conducted on adaptive monitoring in various fields.
In the context of Software Engineering, a systematic mapping study by Zavala et
al. (2019) [94] provides an overview of the current state of the art. The study ana-
lyzed 110 research papers and classified them into 81 different approaches. Its main
objectives were to identify key concepts of adaptive monitoring, examine research
trends in the area, analyze how adaptive monitoring is conducted and evaluated,
and identify common strategy patterns. The study’s findings highlight several key
characteristics of adaptive monitoring artifacts.

In terms of contributions to the field, the analyzed artifacts are mainly categorized
as algorithm-based and architecture-based solutions. Most solutions are problem-
specific, with only a few being generic. The predominant objective of adaptive mon-
itoring is to address trade-offs, such as balancing monitoring efforts with overhead
costs or reducing bandwidth usage and monitoring frequency. The primary elements
that undergo adaptation include sampling points, sampling rates, and monitored
metrics. Adaptation is usually triggered by system faults, requirement violations,
state changes, or context-based factors. Decision-making is predominantly policy-
based, and execution is mostly automated, with only a few solutions incorporating
semi-automatic or manual interventions.

Regarding the types of adaptation, structural adaptation is the most common, while
parameter-based adaptations are less frequent. The test environments used in re-
search vary, with 59% of studies relying on simulations, while others use real-world
industry cases. Evaluation is typically carried out in sensor networks and service-
based systems.

The issue of evaluating trade-offs in adaptive monitoring systems is further ex-
plored by Wohlrab et al. (2022) [91], who discuss the challenge of analyzing and
understanding different quality attributes. This topic, particularly the cost-benefit
trade-offs of monitoring systems, will be elaborated in Section 3.7.
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3.3 Challenges in Monitoring CPS

As discussed in Sections 1.2 and 1.3, one of the primary challenges in monitoring
systems within Cyber-Physical Systems (CPS) is managing the number of sensors
and the volume of data processed by the system’s processor. To effectively monitor
a System under Monitoring (SuM) system, the main system must be capable of
reporting data without compromising its normal functionality. The primary concern
identified by Stadler et al. (2023) [80] relates to the safety of operators working in
environments where CPS are deployed. The paper outlines various risks associated
with these scenarios.

One significant risk factor is the occurrence of industrial accidents involving robots,
where operators may be injured or crushed by robotic systems. Another major risk
arises from non-routine operations, such as maintenance, repair, and inspection,
which often lead to accidents when systems deviate from their standard operating
models. Additionally, the complexity of collaborative CPS presents a challenge, as
multiple robots working together require real-time monitoring to ensure safety and
coordination.

These challenges are not only tied to the monitoring system itself but also to the
broader strategy and policies governing the use of CPS in safety-critical environ-
ments. The author identifies five key challenges in monitoring CPS. First, adaptive
monitoring is essential, as the system must dynamically adjust monitoring parame-
ters based on context, such as increasing monitoring intensity during maintenance
activities. Second, precautionary mode transitions should be implemented, allowing
CPS to automatically switch to safer operational modes when risks are detected.
Third, the co-evolution of monitoring must be considered, ensuring the system can
adapt to changes like the integration of new sensors or additional CPS units. Fourth,
effective aggregation of monitoring data is crucial for detecting system-wide pat-
terns, requiring the analysis of data from multiple CPS. Finally, data persistence
for post-incident analysis is necessary to facilitate learning from past incidents and
improving future safety measures.

Another relevant aspect of CPS in industrial settings concerns ethical considerations,
as discussed by Enzing et al. (2023) [22]. These ethical issues include transparency
and accountability, worker rights and well-being, and potential biases in monitor-
ing practices. While these concerns are not the focus of this research, they remain
important factors to consider when designing monitoring systems for CPS in envi-
ronments involving human operators.

3.4 Monitoring Techniques Analysis

The main objective of monitoring is to give the various information to the user
and remove any uncertainties of what is happening to the System under Monitor-
ing (SuM). To perform such monitoring operation, ROS2 has it’s own monitoring
system present under the hood, it works by monitoring the various topic by pub-
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lishing them, and anyone can listen to their messages. This is a simple but effective
approach in the everyday use, and it fits the requirement of being general but also
allows for some customization to accommodate for other people requirements.
ROS2 being open source and customizable, as discussed in Sections 3.1, different
researchers have developed their own in house solution and strategy to make moni-
toring more efficient. The list below analyzes different papers in which the authors
address the topic of monitoring and propose different approaches.

Cheng et al. [12] proposed a proof of concept for a self adaptation operations in
ROS2 applied to a CPS EvoRally autonomous rally car. In this approach they eval-
uated the need to apply a MAPE-K loop to maintain the monitoring requirements
would be satisfied during runtime.

Perez et al. [65] discuss the importance of runtime verification monitoring for safety
critical environments. To maintain the requirements satisfied two main tool are used:
FRET and OGMA. These two tools are used to generate the monitoring nodes and
publish the violations.

River et al. [70] they bring to the table a ROS-FM, a high-performance inline
network-monitoring framework with a security policy enforcement tool and dis-
tributed data visualization. To further validate their research the authors compare
the overhead of this framework against the generic ROS monitoring tools. In this
approach they used a technical solution with the integration of a DSL to allow the
user to configure the monitoring system.

Mayoral et al. [52] propose the topic of adaptive computing in the field of robotics.
Adaptive computing allows the system to change its computational behavior at run-
time using reconfigurable hardware like FPGAs. This solution allows to create a
software-defined hardware model, where hardware behavior is controlled like soft-
ware through ROS 2.

Ichnowski et al. [32] explain how ROS2 limited computing resources both on board
and on the cloud can be overwhelmed by the amount of data collected. To solve this
issue they developed FogROS2 an adaptive cloud-fog offloading platform for ROS2
based CPS.

Lim et al. [58] addressed the safety monitoring for collaborative robots. They devel-
oped a solution to limit hazards in industry by designing a redundant fault detection
system composed of a simulated cobot controlled via ROS2 nodes, a gazebo simu-
lation mimics the expected behavior, if the expected result from the simulation is
different from reality a fault is detected and stopped.
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NVIDIA Jetson is pushing the development of Al solutions for ROS2[72]. NVIDIA
Jetson is a product from NVIDIA which consists is a single-board computer designed
specifically for Al applications. It is much more performant than a Raspberry Pi,
this feature allows it to develop such Al oriented solutions. However such solutions
at the moment are mainly oriented to technologies such as image recognition, SLAM
improvements and computer vision. While aspects such as monitoring are not yet
being analyzed by Al solutions.

Luckecuck et al. [47]’s research is a survey of the use of formal methods in the spec-
ification and verification of autonomous robotic systems. The authors analyze how
formal approaches can complement or surpass traditional techniques like testing and
simulation, especially for ensuring safety and correctness. This research’s result also
look at techniques such as runtime monitoring and prove crucial for the verification
of such systems.

3.5 MAPE-K

“The MAPE-K (Monitor-Analyze-Plan-Execute over a shared Knowledge) feedback
loop is the most influential reference control model for autonomic and self-adaptive
systems.“[3]

“The MAPE-K feedback loop has been established as the primary reference model
for self-adaptive and autonomous systems in domains such as autonomous driving,
robotics, and Cyber-Physical Systems.“[14]

CPSs during their existence face challenges in a changing environment to which they

have to react accordingly. From the basics of the Proportional-integral-derivative

controller (PID Controller), another feedback loop has been created Monitor-Analyze-
Plan-Execute over a shared Knowledge (MAPE-K).

Self-adaptive systems are designed to autonomously adjust their behavior in re-

sponse to changes in their environment, system state, or operational requirements.

A widely adopted approach for enabling self-adaptation is the MAPE-K feedback

loop, which is a fundamental architectural pattern in autonomic computing.

The MAPE-K loop consists of the following stages that can be seen in Figure 3.1.
Monitor: This phase is responsible for collecting relevant data from the system and
its operating environment. Sensors, logs, and performance metrics are commonly
used to gather information.

Analyze: The collected data is examined to detect trends, patterns, or anomalies.
Advanced techniques such as statistical analysis, machine learning, and rule-based
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reasoning can be used to assess the system’s state and predict future behavior.
Plan: Based on the analysis, a decision-making process determines the necessary
adaptations. This phase involves defining adaptation strategies, optimization tech-
niques, and selecting the best course of action to ensure the system maintains its
objectives such as performance, security, energy efficiency.

FEzxecute: The planned adaptation actions are applied to the system through actu-
ators, configuration changes, or policy updates. This ensures that the necessary
modifications are implemented to maintain or improve system performance.
Knowledge (K): The entire process is supported by a shared knowledge base, which
stores historical data, system models, policies, and learned behaviors. This com-
ponent enhances decision-making by providing contextual information and enabling
continuous learning.

Diagnose

Analyze

Knowledge

Execuie

l

Sensors ] [ Intervention

System Under Monitoring

Monitor

Figure 3.1: MAPE-K Architecture diagram. Image adapted from [3]

The MAPE-K loop facilitates the design of self-adaptive systems across various do-
mains, including cloud computing, cybersecurity, [oT, and robotics. By incorporat-
ing this loop, systems can proactively respond to environmental changes, workload
fluctuations, security threats, and hardware failures, ensuring optimal operation
without human intervention. This architecture plays an important role in the devel-
opment of any adaptive system. Within the research body there have been different
applications, such as employing MAPE-K in reflective middlewares [90] and Human-
Machine Teaming [14]. For this research and development of the artifact the core
architecture will expand on the existing battle hardened MAPE-K solutions with
some knowledge in form of requirements specified by the user.
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3.6 QUPER Model

The purpose of the model is to provide concepts for qualitative reasoning of quality
levels in the decision-making of setting actual targets of quality requirements for
coming releases of the product [6].

The Quality Performance Model (QUPER) [84] is a decision-support framework
designed to facilitate high-level release planning for quality requirements in soft-
ware development. It provides a structured approach for evaluating the trade-offs
between quality attributes, development costs, and market expectations to assist
stakeholders in making informed decisions.

The key components of the QUPER model are listed below [6].

Thresholds and Breakpoints: The model identifies critical points at which improve-
ments in a quality attribute lead to significant increases in user satisfaction or com-
petitive advantage. These points help prioritize quality enhancements based on their
potential impact.

Cost-Utility Trade-offs: QUPER supports the evaluation of the relationship between
quality improvements and associated costs, enabling decision-makers to determine
whether an increase in quality is justified based on its added value to the system.
Market and Competitive Influence: The model takes into account market expecta-
tions and competitive benchmarks to assess how various quality attributes contribute
to a product’s positioning in the marketplace.

The QUPER model is built upon two key concepts: breakpoints and barriers. Break-
points define the non-linear relationship between quality and benefit, while barriers
capture the non-linear relationship between quality and cost. These concepts form
the foundation of QUPER’s three perspectives: the Benefit View, the Cost View
and the Roadmap View. [84]

The Benefit View displayed in Figure 3.2 introduces three distinct breakpoints:

Utility Breakpoint: This marks the transition from useless to useful quality. A
product with quality below this threshold is not recognized for its value and is
unlikely to be accepted in the market.

Differentiation Breakpoint: This represents the shift from useful to competitive qual-
ity, where the product gains a strong competitive position in the market.

Saturation Breakpoint: This indicates the transition from competitive to excessive
quality, where further improvements provide no significant practical benefit within
the given usage context.

QUPER has been widely applied in domains [82, 83| where quality characteristics
are a key differentiator, such as mobile devices, embedded systems, and software
products. It enhances decision-making by providing a structured methodology to
balance quality aspirations with practical constraints. The QUPER model can prove
useful in combination with the MAPE-K in the development of the adaptive mon-
itoring system artifact, by combining the feedback loop with the knowledge and
quality goals defined with the use of the QUPER model, allowing the user to fine
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Figure 3.2: The QUPER benefit view. Modelled from [84].

tune the system with the correct parameters.

3.7 Evaluating the cost-benefit tradeoff of moni-
toring

As explained in Section 3.2 a bit influential factor in making an adaptive moni-
toring strategy is regarding evaluating the different trade-offs that a system will
be impacted by. These trade-offs are necessary to make the system adapt based
on the context that it finds itself in. An example of this trade-off analysis is from
this paper [91] where the authors performed an analysis of trade-offs in automated
planning for adaptive systems. The main challenge in the paper was defining an
utility function that took into account parameters that the stakeholders might not
fully understand. The different quality attributes that a robotic system might have
are speed vs energy efficiency, privacy vs safety and safety vs cost. The goal by the
paper was to define an utility function that evaluated these trade-offs to make the
robot take the optimal path. In this paper the main solution and defining factor was
a machine learning based solution that would analyze the performance and make
the decision.
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Research Methodology

This chapter introduces the methodology used to conduct this research. It explores
the theoretical foundations of the chosen approach and explains how the method-
ology is applied within the context of this study. It also outlines the processes for
data collection and analysis.

4.1 Research Design

A design science research approach [21] was followed to investigate how adaptive
monitoring systems can benefit the performance and efficiency of ROS2 systems
and to be able to answer the research questions. It was considered to be best suited
for this project due to the iterative nature of the process and the need to deliver an
artifact after each iteration. Design science research focuses on the design process
and gaining knowledge about designing the artifact as well as the artifact itself [21].
The artifact in this research was developed over the second end third iteration, with
the first iteration being more a theoretical analysis of the state of the art to elicit the
requirements for the following iterations. At the end of each iteration, the artifact
was evaluated and validated, which served as the basis for the implementations in
the next iteration.

4.1.1 Design Science

There exists multiple definitions of design science:

o Design science research aims to study, research, and investigate the artificial
and its behavior from an academic and organizational standpoint [5].

o Design science research is a rigorous process of designing artifacts to solve
problems, to evaluate what was designed, or what is working and to communi-
cate the results [10].

o Design science is the epistemological basis for the study of what is artificial.
Design science research is a method that establishes and operationalizes re-
search when the desired goal is an artifact or a recommendation. In addition,
research based on design science can be performed in an academic environment
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and in an organizational context [87).

All these definitions have the same meaning, Design science is a research method-
ology used when a problem requires empirical data to be gathered and processed,
and the development of an artifact through iterations to solve or analyze a problem
in research.

The use of design science in software engineering problems has started to become
more popular due to the good fit in the development of an artifact such as software
systems, frameworks and guidelines. New research has been made in the field of
design science, and Knauss proposed seven guidelines for applying design science
research for Master’s Thesis work [38].

Here are the seven guidelines:

e G1: Define the artifact early.

o G2: Work in iterations. Contribute to each research question in each iteration.

o G3: Define research questions with respect to the regulative cycle, i.e., one re-
lated to the problem, one related to potential solutions and their construction,
and one related to evaluation.

o G4: Have regular meetings.

o G5: Shift emphasis between cycles. Work on each research question in each
cycle, but put more emphasis on the problem in Cycle one, on the solution in
Cycle two, and on the evaluation in Cycle three.

o G6: Have a dedicated section to describe the artifact.

o GT7: Write the thesis document as you go.

4.2 TIteration Plan

For this research regarding adaptive monitoring systems, following Knauss’s guide-
lines [38], the research has been divided in three iteration in which the end goal
will be to develop an artifact to improve the adaptive monitoring systems in ROS2

based Cyber-Physical Systems (CPS).
The Iteration plan for this research is shown in the picture below.

Iteration 1 Iteration 2 Iteration 3

Literature review of
existing literature Initial Data Analysis
(RQ1) (RQ2)

Implementation of
Artifact
(RQ2)

Data Collection
(RQ2)

Comparison with
related work
(RQ3)

Pseudo-Solution
(RQ2)

Analysis Adaptive
Monitoring Strategy
(RQ2)

Requirement
Elicitation
(RQ2)

Scenario Creation Data Evaluation
(RQ2) (RQ3)

Data Collection
(RQ2)

Data Analysis
(RQ3)

Figure 4.1: Iteration plan overview.
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4.3 Iteration 1

Following G2 and G3 from the guidelines mentioned above, the focus in Iteration
1 revolves around the understanding and discussion of the problem [38]. In this
first iteration the main analysis of the problem will be through the use of a liter-
ature review of the monitoring problem and the end goal will be to have a clear
understanding of the issues by looking at the state of the art and approach a discus-
sion for RQ1, the second goal will be to set the foundations by eliciting the initial
requirements for the development of the artifact to answer RQ2.

4.3.1 Data Collection

To understand the problem and bring a solution for RQ1 and start the requirement
elicitation phase for RQ2, the main data collection will be through literature review
and analysis. Through the use of existing research in the topic of monitoring in
ROS2 based CPS, data will be collected from different sources. In this iteration
a brainstorming session with an expert in the domain has been planned to discuss
about possible strategies to adopt for the artifact. Other data sources of data will
be through some consult of existing forums and other papers of information will be
analyzed.

4.3.2 Goals and Data Analysis

The main goal of Iteration 1 is to answer RQ1 and give some initial ideas for
RQ2. The main result produced by this iteration would be an analysis of the issues
found in ROS2 systems in different field and a list of functional and non-functional
requirements that will be used for Iteration 2. The main data analysis would be
through the analysis of results in different papers and the data will be grouped
into different categories. After having analyzed the data gathered, there will be a
requirement elicitation phase with the use of the tool ReqGenie [25]. This tool will
help to define the requirements based on the issues found in research, and will help
guide through the development phase in iteration 2.

4.4 Iteration 2

Following G2 and G5 and building on the requirements elicited from Iteration 1,
the main end goal of this second iteration is to develop an artifact to solve RQ2
and to lay some initial boards for RQ3. This iteration will prove critical, putting
emphasis on the development of a solution to the problem of monitoring in ROS2

based CPS.

4.4.1 Data Collection

To evaluate the results from the implementation of the artifact, empirical data must
be collected. In this iteration the main empirical data will be gathered through
the use of the TurtleBot3 ROS2 based robot in the Gazebo simulator and RViz.
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The data will be gathered through the use of a warehouse scenario in which the
TurtleBot3 robot will be put through. The data will be collected using rosbag2 [18],
and the configuration of the scenario and the artifact will be explained in Section 7.1.

4.4.2 Goals and Data Analysis

The main goal for Iteration 2 is to answer to RQ2 and to start evaluating the artifact
for RQ3. This iteration’s goal is to bring a working artifact to the table that is able
to produce some meaningful result regarding the monitoring issue. This artifact
will be put to the test in a warehouse scenario explained in Section 7.1, and the
main data analysis strategy will be through comparison with baseline configuration
against the one with the artifact. The main topics will be monitored and comparison
graphs will be plotted regarding frequency and bandwidth. The end goal will be to
clearly show the improvements or the drawbacks of the system.

4.5 Iteration 3

The last iteration will focus on G5 and G6. This final iteration will focus on
improving the artifact regarding RQ2 and making evaluations and analysis showing
results to discuss and solve RQ3. The main challenge in this iteration will be to
show the findings in a clear way and understanding the comparison of the existing
artifacts against the one developed.

4.5.1 Data Collection

The data collection will be the same as Iteration 2. It will be gathered through the
use of the TurtleBot3 ROS2 based robot in the Gazebo simulator and RViz. The
data will be gathered through the use the warehouse scenario mentioned in which
the TurtleBot3 robot will be put and evaluated. The data will focus on monitoring
parameters to gather useful information regarding the SuM.

4.5.2 Goals and Data Analysis

The main goal of this iteration is to solve RQ2 and RQ3, by analyzing the data
gathered, with the use of comparative analysis and different plots to highlight the
pros and cons, strengths and weaknesses of the artifact. The end goal will be to
deliver a working artifact that can fulfill what asked in the research questions.
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Problem Identification

This chapter focuses on identifying the problems within the current state of monitor-
ing in ROS2 systems. It explores the topic through a literature review and clusters
the various problems identified. This approach highlights common challenges in
monitoring and lays the foundation for extracting requirements for the development
of the artifact.

5.1 Process

The goal of this section is to identify the problems and gaps in monitoring in ROS2,
based on a literature review. This review mapping aims to discover some common
issues present in analyzed papers and cluster them, with the end goal to identify
requirements to specify for the artifact. The findings from this section will help
answer RQ1, by highlighting the current limitations in monitoring, via a theoretical
analysis.

5.2 Data Collection

To perform the data collection for this iteration, a literature review of the existing
literature regarding the topic of monitoring applied on ROS2 has been performed.
This way of collecting data allows to understand the existing challenges and future
work that is still missing in this topic.

The way data has been collected is through the analysis of 15 papers mentioned in
the table below. These papers all adopt ROS2 in their research.
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ID

Resource Reference

R1

R2

R3

R4

R5

R6

R7

R8

R9

R10

R11

R12

R13

R14

R15

Abdulrahman Al-Batati, Anis Koubaa, and Mohamed Abdelkader. Ros 2 in a nut-
shell: A survey. Preprints, October 2024

Elias E. Hartmark and Tage Andersen. Runtime verification of autonomous robotic
systems in ros 2. Master’s thesis, Norwegian University of Life Sciences, Norway,
2024. 30 ECTS, Applied Robotics

Ivan Perez, Anastasia Mavridou, Tom Pressburger, Alexander Will, and Patrick J.
Martin. Monitoring ros2: From requirements to autonomous robots. In Proceedings
of FMAS2022 ASYDE2022, volume 371, pages 208-216, 2022

Gijs M.C. van den Hoven. Introducing a performance observation framework to
ros2. Master’s thesis, Mathematics and Computer Science, March 2024.
Christophe Bédard, Ingo Liitkebohle, and Michel Dagenais. ros2 tracing: Multi-
purpose low-overhead framework for real-time tracing of ros 2. IEEE Robotics and
Automation Letters, 7(3):6511-6518, July 2022.

Andrea Bonci, Francesco Gaudeni, Maria Cristina Giannini, and Sauro Longhi.
Robot operating system 2 (ros2)-based frameworks for increasing robot autonomy:
A survey. Applied Sciences, 13(23):12796, November 2023.

Jonas Peeck, Johannes Schlatow, and Rolf Ernst. Online latency monitoring of
time-sensitive event chains in ros2. Technical Report 202101271521-0, Institute of
Computer and Network Engineering, TU Braunschweig, January 2021.

Yuya Maruyama, Shinpei Kato, and Takuya Azumi. Exploring the performance of
ros2. In 2016 International Conference on Embedded Software (EMSOFT), pages
1-10, 2016

M.A. Roach, J. Pennney, and B.H. Jared. Exploring a supervisory control system
using ros2 and iot sensors. Technical report, University of Texas at Austin, 2023.
Maryam Ghaffari Saadat, Angelo Ferrando, Louise A. Dennis, and Michael Fisher.
Rosmonitoring 2.0: Extending ros runtime verification to services and ordered top-
ics. Electronic Proceedings in Theoretical Computer Science (EPTCS), 411:38-55,
November 2024

Jongkil Kim, Jonathon M. Smereka, Calvin Cheung, Surya Nepal, and Marthie
Grobler. Security and performance considerations in ros 2: A balancing act.
Yixiao Li, Yutaka Matsubara, Hiroaki Takada, Satoru Funahashi, and Hiroki
Kawashima. Monitor and analyze rare ros2 performance issues with a unified trac-
ing framework. In Proceedings of the 2024 The 6th World Symposium on Software
Engineering (WSSE), pages 95-104. ACM, 2024. December 2024

Musab Talha Cakin. Ros 2 data flow scheduling: Design and implementation of
a cross-process real-time executor. Master’s thesis, University of Applied Sciences
Technikum Wien, Wien, Austria, September 2023.

Tobias Betz, Maximilian Schmeller, Harun Teper, and Johannes Betz. How fast
is my software? latency evaluation for a ros 2 autonomous driving software. 2023
IEEE Intelligent Vehicles Symposium (IV), pages 1-7, Chengdu,China,June 2023.
IEEE June 2023

Deep Patel, Chayan Maiti, and Sreekumar Muthuswamy. Real-time performance
monitoring of a cnc milling machine using ros 2 and aws iot towards industry 4.0.
In IEEE EUROCON 2023 - 20th International Conference on Smart Technologies,
pages 776-781, 2023.

Table 5.1: List of papers analyzed.
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5.3 Data Analysis

To perform the data analysis for this iteration the gathered papers have been ana-
lyzed and searched to understand and highlight the open challenges and issue that
are present in the ROS2 systems. In the section below a highlight of all the papers
and the issues they faced with ROS2 is presented.

5.3.1 Papers analysis

R1: The paper “ROS 2 in a Nutshell: A Survey” [1] highlights several existing gaps
in ROS 2’s real-time performance and scalability. Despite significant advancements,
current solutions still face challenges in ensuring scalable, flexible, and holistic real-
time performance, particularly in highly distributed systems where network delays
and jitter introduce unpredictability. Additionally, while various priority-driven
schedulers have been proposed, integrating them into existing ROS 2 frameworks
often introduces additional overhead. There is also a growing need for tools that
enable fine-grained runtime monitoring and online latency management, ensuring
that real-time constraints are met under dynamic conditions.

R2: The Master thesis “Runtime Verification of Autonomous Robotic Systems in
ROS 27 [29] is a research with the use of existing tools for runtime verification of
requirements in ROS2, the tools used are FRET [56] and OGMA [57]. For this
research the main limitation that has been found is regarding what is being moni-
tored by the monitoring system. In this case, the monitoring system only monitors
the topics produced by ROS2, but in more complex monitoring systems, other pa-
rameters are also monitored, such as external commands. By monitoring different
parameters the user can understand more about the current situation, but to de-
velop such monitoring system, more architectural decisions have to be made. This
limitation has an impact in the development of a monitoring system, depending on
how fine grained the monitoring requirements need to be.

R3: The paper “Monitoring ROS2: from Requirements to Autonomous Robots”
[65] is a research on the topic of runtime verification and monitoring applied to
ROS2. The paper highlights how writing good monitors can be challenging and as
mentioned in paper R2, they use FRET and OGMA to make it more consistent and
less error prone. The main limitations and challenges faced in this research were
regarding the difficulties to specify what properties to monitor, being programmed
in low level languages like C++. Another issue was regarding the need to make
repetitive and error prone boiler plate code to allow the data flow to the monitors.
The two tools find a solutions to this errors.

R4: The master thesis “Introducing a Performance Observation Framework to
ROS2” [88] is a research regarding the topic of analysis of performance in ROS2.
The thesis makes use of experiments, monitoring the latency and jittering of the
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topics during different scenarios. The main discussion points regarding the issues
found from this research are regarding the fact that measuring the performance of
ROS2 application is not trivial and not standard methods exist for this evaluation.
The author focus on specifying that developing a real-time or safety critical ROS2
robot is challenging and that a lot of research on the requirements regarding the
criticality level must be addressed before hand.

R5: The paper “ros2_tracing: Multipurpose Low-Overhead Framework for Real-
Time Tracing of ROS 27 [9] is a research on the development of a new tool called
ros2_tracing which allows the developer to use tracing which is an established ap-
proach for performance analysis, popular for operating system-level performance
analysis and for distributed systems, to analyze ROS2. The paper highlights some
drawbacks in monitoring ROS2 with tools such as rosbag2 and similar middle-ware
tools, the drawbacks being a significant resource cost in both CPU and memory
usage and big effort into understanding the system. This tool can provide good di-
agnostics of the system by showing the stacktrace and being lightweight on the SuM.

R6: The paper “Robot Operating System 2 (ROS2)-Based Frameworks for In-
creasing Robot Autonomy: A Survey” [8] is another survey research regarding the
development of frameworks to increase the autonomy of ROS2 based robots in com-
plex tasks. This research bring an introspective into ROS2, highlighting some chal-
lenges in developing a framework, one of which is the double edged sword of being
open-source, meaning that is constantly evolving, therefore lacking the reliability
of commercial software developers, by not having customer service, nor being user
friendly, and consequently not very appealing to companies. Another challenge and
limitation being discussed in the paper is regarding ensuring real-time performance,
because it’s granted by the DDS in the communication level, but they have to be
managed by the developer on system level.

R7: The paper “Online latency monitoring of time-sensitive event chains in ROS2”
[64] is a research regarding monitoring of time-sensitive events for middleware-centric
architectures with end-to-end weakly-hard real-time constraints applied on ROS2.
This research demonstrated via a proof of concept applied on ROS2 a new approach
to solve the issue of monitoring end-to-end latencies, which cannot be sufficiently
monitored with existing methods. It mentions how this new method leverages on
the same processor shared memory with little overhead.

R8: The paper “Exploring the Performance of ROS2 ” [50] is a research regarding
a performance analysis of the middle-ware DDS of ROS2. This research presents a
lot of empirical data tables regarding various parameters such as cpu usage, mem-
ory usage, latency and jittering, it’s useful to understand the inner workings of the
middle-ware to understand which processes impact the performance the most. As
mentioned in the conclusions this research is valuable for many people because the
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research doesn’t only apply to ROS2 based systems but to any system with a DDS
middle-ware.

R9: The paper “Exploring a Supervisory Control System Using ROS2 and [oT Sen-
sors” [71] is a research with goal to demonstrate the use of ROS2 and IoT sensors to
monitor a process. The main findings are from empirical results and demonstrate
that the collection and recording of pyrometer sensor data at 4Hz is possible using
ROS2 and allows for highly modular and scalable systems of increasing complexity.
The discussion also goes into detail regarding the future research of making such
monitoring possible at different frequencies based on the context of the scenarios.

R10: The paper “ROSMonitoring 2.0: Extending ROS Runtime Verification to Ser-
vices and Ordered Topics”[78] is a research with objective to implement an extension
of the existing ROSMonitoring framework. This framework is designed to enable
runtime verification of robotic applications in ROS. This research improves the ex-
isting tool by facilitating the verification of services and accommodated ordered
topics rather than solely unordered ones. This paper highlights the architecture of
the system and presents the weakneses of the framework, improving and expanding
it.

R11: The paper “Security and performance considerations in ROS 2: A balanc-
ing act” [37] is a research regarding the security and performance of ROS2. The
researchers go into depth into the architecture of ROS2 and evaluate the various
security risks and vectors posed by such architecture. The main conclusion drawn
from this research is that, ROS2 being still under rapid development and with new
versions being updated and published every few months, monitoring the various im-
plementations to check for violations is a must do, to avoid any vulnerabilities that
might get introduced. Developing the tools and procedures that enable developers
to deploy during and after the development process will reduce the risk of security
vulnerabilities of resulting CPS systems.

R12: The paper “Monitor and analyze rare ros2 performance issues with a unified
tracing framework” [43] is a research with a proof of concept regarding the imple-
mentation of an open source tracing framework. The tool similar to the previous
papers, aims to efficiently monitor the trace events, and create unified trace file
of each issue detected for detailed analysis. This framework has been tested and
demonstrates that the CPU usage can be reduced and the system trace file can give
very useful information regarding the system. Future work is still being investigated
such as the development of a visualization tool for the trace files.

R13: The master thesis “ROS 2 data flow scheduling: Design and implementation
of a cross-process real-time executor” [11] is a research regarding the improvement
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of data flow scheduling regarding the topic of self driving car. This research raised
some points regarding ROS2 executors, which face challenges in meeting real-time
demands due to lacking precise timing guarantees for callback execution, their non-
deterministic behavior in callback order and timing can result in unpredictable sys-
tem responses, they also lack fine-grained control over callback execution sequence
and timing, which is essential for synchronization. Other problems such as inef-
ficient resource utilization, scheduling overheads, and communication complexities
introduce variability in performance.

R14: The paper “How fast is my software? latency evaluation for a ROS 2 au-
tonomous driving software” [7] is a research regarding the understanding of latencies
in the software stack for autonomous vehicles. In the paper they present an evalua-
tion workflow to inspect software and the occurring latencies for ROS 2 applications.
The research highlights some of the bottlenecks in ROS2 applications.

R15: The paper “Real-time performance monitoring of a CNC milling machine
using ROS 2 and AWS IoT towards industry 4.0” [62] is a research regarding a
proof of concept of monitoring a CNC machine with AWS and IoT sensors. The
end goal of the research was to create a general solution to improve the existing IoT
solutions for industry 4.0.

5.4 Common Issues Identified

From the data gathered and analyzed in the section above, the papers have all in
common different issues with ROS2. Seven common issues have been identified in
the papers and are explained below.

IF1 Real-time performance challenges: R1, R4, R6, R13 and R14 highlight issues
with real-time performance in ROS2. The unpredictability of network delays and
jitter affects the real-time constraints, making it hard to ensure a deterministic ex-
ecution and result. R13 faces the same issue with executors having to struggle with
precise timing guarantees, leading to non deterministic behavior in call back exe-
cution. R4 and R14 highlight this issue by explaining that a lack of standardized
performance evaluation methods makes it hard to measure and optimize latency and
jittering.

IF2 High overhead in monitoring tools: R5 and R12 present the issue of existing
monitoring tools like rosbag2 which introduce a significant resource cost in terms
of CPU and memory usage, making them not efficient for real-time and long term
analysis. R5 and R12 also present a new way of monitoring tools, tracing. This
frameworks aim to reduce the overhead resource cost, but there is still future work
to be done to improve this field of low latency and low resource consumption moni-
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toring.

IF3 Difficulty in Specifying Monitoring Properties: R3 presents an issue regarding
the need for writing requirements for monitoring, the authors highlight the difficulty
in writing efficient monitoring scripts and defining what properties to monitor. This
difficulty is also from a code point of view, with low level programming language
as C++ requiring repetitive boilerplate code. R3 tries to patch this issue by using
tools such as FRET and OGMA, which help to reduce the complexity needed to
write monitors for ROS2 based systems. R2 also discuss the topic of FRET and
OGMA which help automate the aspects of writing monitoring, but highlight the
main limitation of these tools which is that they only perform topic based moni-
toring, which doesn’t take into account external commands to achieve a more fine
grained monitoring.

IF4 Lack of Standardized Monitoring Methods: R4, R12 and R14 all use different
monitoring techniques leading to inconsistencies in results due to factors. R4 and
R14 highlight how there are no universally accepted best practices for monitoring
ROS2 applications, which makes it difficult to compare results across different re-
search papers. R5,R10 and R12 connect to this issue by presenting ros2 tracing
and ROSMonitoring which address parts of the problem but lack a standardized
monitoring framework.

IF5 Security Risks in Monitoring: R11 highlights key points regarding the security
risks in ROS2, by showing how the rapid development and evolution of ROS2 is
a double-edged sword, by improving the system but also risking to introduce new
vulnerabilities. The system must adapt to detect potential security risks, and at
the moment there are no clear security focused monitoring frameworks, but mostly
mainly focus on performance monitoring rather than security auditing.

IF6 Challenges in Industrial and IoT Applications: R9 and R15 both have a proof
of concept with IoT applied in ROS2, this introduces new challenges regarding mon-
itoring and high-frequency data collection scenarios, one mentioned is scalability.

IF7 Open-Source Evolution and Maintainability Issues: R6 gives highlight to the
point of ROS2 being open-source, being the nature of the system constantly evolv-
ing it can introduce some challenges into the adoption of the system for customers.
An example of this challenge is the need to keep up to date the versions if some
vulnerability gets discovered, and unlike commercial software, ROS2 lacks a dedi-
cated customer support, making debugging, monitoring and maintaining the system
harder for new developers.
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5.5 Artifact’s Requirements

To develop an artifact in the field of software engineering a common approach is
following the process of Software Development Life Cycle (SDLC) [77]. An impor-
tant phase in developing an artifact is the requirement elicitation phase, this phase
is critical to put some stakes to the artifact [27]. A crucial step before eliciting
the requirements is understanding the underlying architecture and system, the data
collected and analyzed in the previous section proves fundamental for this scope, it
highlighted the weaknesses and gaps of ROS2.

To approach the first development of the artifact a series of Functional and Non-
Functional requirements has been created.

ReqGenie

To perform requirement elicitation, the tool ReqGenie [25] has been used and its
results are listed below.

The tool can be found at this link https://chat.openai.com/g/g-xfNpHp5ju-
reqgenie.

The repository at thishttps://github.com/tavantzish/ReqGenie_Appendix/tree/
main.

The conversation with ReqGenie can be found in the Appendix Section A.1.

5.5.1 Stakeholders

The first step in requirement elicitation is the identification of the Stakeholders. This
step allows it to understand the main protagonists of this artifact in development,
and better process the information to satisfy their requests.

Primary Stakeholders

» Robotics System Developers / Engineers: Design and implement the
adaptive monitoring framework within ROS2 environments. Responsible for
ensuring the system performs within defined resource constraints.

« Researchers in Robotics and CPS: Use the system as a framework for
further study or to validate adaptive monitoring strategies in various applica-
tions.

e Simulation and Testing Teams: Validate the monitoring strategies using
virtual environments before deploying them on physical hardware.

e Industrial Automation Engineers: Apply the system to real-world robots
in factory or warehouse environments to improve operational efficiency and
safety.
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Secondary Stakeholders

End Users / Field Operators: Benefit from improved reliability and re-
duced risk during robot operation.

ROS2 Open-Source Community: Gains insights and potential contribu-
tions to improve the ROS2 platform and ecosystem.

Business Decision-Makers / Project Managers: Use research outcomes
to inform investment or adoption of adaptive monitoring in future robotics
initiatives.

Safety and Compliance Auditors: Monitor how adaptive monitoring aligns
with safety-critical operations and standards.

5.5.2 Functional Requirements

To ensure the effectiveness of the Adaptive Monitoring System for ROS2 TurtleBot3,
the following functional requirements have been defined. These requirements focus
on real-time performance monitoring, security, scalability, and usability, ensuring the
system meets the needs of ROS2 based applications. Since the artifact is divided
into two artifacts the functional requirements are divided as well.

Artifact

FR1: The system shall dynamically adjust the monitoring frequencies of ROS2
topics based on a user-defined rule file.

FR2: The system shall implement a MAPE-K feedback loop on top of an
existing ROS2 monitoring system to continuously evaluate system state and
apply monitoring adaptations.

FR3: The system shall parse and apply monitoring constraints defined by the
user

FR4: The system shall provide fallback/default behaviors in the absence of a
valid rule file.

FR5: The system shall allow users to define monitoring rules using a simple
language.

FR6: The system shall use the QUPER model to let users specify quality
thresholds for each monitored topic (e.g., ideal, good-enough, unacceptable).

FRT7: The system shall apply optimization logic (mathematical formulas) to
resolve trade-offs between monitoring frequency and system performance.

FRS8: The system shall output a syntactically correct rule file.
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o FR9: The system shall provide validation or linting features to check rule
consistency and completeness before output.

5.5.3 Non-Functional Requirements

In addition to the functional requirements, the Adaptive Monitoring System for
ROS2 TurtleBot3 must also meet several non-functional requirements to ensure ef-
ficiency, security, and reliability. These requirements follow the ISO/IEC 25010
quality model ensuring that the system remains robust and adaptable in various
deployment environments. The key non-functional requirements are outlined below:

Compatibility

o NFR1: The system shall be compatible with ROS2 Humble and later distri-
butions.

o NFR2: The system shall support deployment across multiple Turtle Bot3 robots

without requiring modification to their core ROS2 stack.

Functional Suitability

o NFR3: The system shall support topic-based monitoring in ROS2.

o NFRA4: The system shall correctly apply user-defined rules to all topics defined
in the rule file with no more than 1% error margin.

Usability

o NFRS5: The system shall provide a graphical or CLI-based interface for rule
creation that requires no knowledge of C++.

o NFRG6: The system shall include clear documentation and examples for defin-
ing QUPER thresholds and writing rules.
Maintainability
o NFRT: The system shall allow for modular rule file updates without requiring
a system restart.

Portability

o NFRS8: The system shall run on both x86__6/ and ARMG architectures under
Ubuntu 22.04.

o NFR9: The system shall support deployment in both physical Turtle Bot3 hard-
ware and Gazebo/ROS2 simulation environments.
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Safety

o NFR10: The system shall prioritize monitoring of high priority topics and
never throttle them below a user-defined minimum frequency.

5.5.4 Prioritization

To perform the prioritization of the requirements the 100$ method [30] has been
used. This technique allows to give weights and priorities to the different functional
and non functional requirements, with different stakeholders in mind. The end
result is divided into three types of requirements: High priority which are the ones
necessary to deliver, Medium priority which are the ones that are nice to have time
permitting and Low priority which are also nice to have but can also be seen as
future work.

High Priority

« FR1, FR2: Adaptive monitoring via user-defined rules and a MAPE-K feed-
back loop

« FR3, FR4: Rule parsing and robust fallback/default behavior

« FR5, FR6: User-friendly rule language + QUPER model integration

« NFR3, NFR4: Accurate topic-based monitoring and rule enforcement

o NFR9: Simulation and hardware deployment support (Gazebo + TurtleBot3)

« FR9: Rule validation/linting for correctness

Medium Priority
o FRT7: Trade-off optimization using formulas
o FR10: Rule import/export support for reusability

« NFR5, NFR6: CLI/GUI for rule authoring + documentation and usability
aids

« NFRT7: Modular updates to rule files without restart
« NFR1, NFR2: ROS2 Humble+ compatibility + multi-robot deployment
readiness
Low Priority

o FRS8: Automatic rule generation/output (syntactic correctness)
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« NFRS: Cross-architecture portability (x86_64 + ARM64)

« NFR10: Prioritization of critical topics and enforcement of minimum moni-
toring frequency

5.5.5 Requirements considerations

These requirements have been generated using the ReqGenie tool [25]. The tool
demonstrated is capabilities by expanding existing requirements and giving insight-
ful suggestions. To evaluate the requirements an initial phase of requirements elic-
itation without the tool has been performed, and then these initial requirements
have been fed in the tool to evaluate. The results are impressive and the work of
these tool is very valuable.

Regarding the ways to determine if a requirement has achieved is goal or has violated
it, this artifact will adopt the research of Berntsson “~“How you choose the right level
of quality for your non-functional requirements — the QUPER model” [82] regarding
the QUPER model. This research outlines some guidelines on analyzing the benefit
view with the cost view, highlighting that after a certain level, the improvement in
benefit is minimal while cost grows.
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SmartTestudo

This chapter explains the artifact, focusing on the theoretical concepts behind its
implementation, the system architecture, and the development process across itera-
tions.

Figure 6.1: Roman legion in testudo formation.

Source: https://www.pngegg.com/en/png-ccdzs

This quote from Zavala is part of the foundation for this research, it envisions the
core of the meaning of adaptive monitoring in a simple way, by putting the definition
into simple terms.

“Adaptive monitoring is a method used in a variety of domains for responding to
changing conditions“ [94].

This is what the goal of the research aim to achieve, an artifact that adapts to the
changing conditions applied to the TurtleBot3 simulation environments.

From the systematic mapping Zavala identified a common threat that affects every
adaptive monitoring system that she analyzed, Generalization.

This threat is to be taken lightly though. As noted in her paper, a generic solu-
tion is not always the most effective. The goal of his research was to present the
current state of the art, providing developers with a clear understanding of existing
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adaptive monitoring strategies to build upon. She emphasized that ad-hoc solutions
can sometimes outperform generic ones and that fine-tuning can lead to significant
improvements.

6.1 Adaptive Monitoring Strategy

The main challenge in creating and developing an adaptive monitoring system is
defining the underlying strategy to make the system react to the external factors
and adapt. A common framework model identified in the systematic mapping from
Zavala [94] is the MAPE-K model. This feedback loop is the most influential refer-
ence control model for autonomic and self-adaptive systems [3]. Developers adopt
this MAPE-K model as a ease of use to specify the requirements and use it as an
abstract state machine. One challenge identified in developing self-adaptive system
is “Self-adaptive systems are generally difficult to specify, validate, and verify due to
their high complexity and dynamic nature®* [3]. This architecture solves this chal-
lenge by dividing the different phases, there is a separation between the adaptation
logic and the functional logic, allowing a easier management of the building blocks
of this abstract state machine.

ROS2 TurtleBot3

SmartTestudo Meta Monitoring Loop
! Analyze 5 Planning
G File !

— > i & Knowledge
ADIRF Ruler Tool i |_|

Maonitor Execute

3 = S é
i i |y ; RosVisualizer

A SV
i [ Sensors ] [ Actuators ] ;

Monitoring Engineer i _______ 4_’\_‘ ______________ \—\I % ________ ;
b o Data P Monitoring
Monitoring Transmission :{> Platform
Inner workings of Turtlebot3 o H i

Monitoring Engineer

Figure 6.2: Overall artifact architecture.

Figure 6.2 shows the artifact main architecture. It consists of a meta monitoring
MAPE-K loop that builds on top of the existing monitoring loop of ROS2 Turtle-
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Bot3.

The meta monitoring tool SmartTestudo will work, by analyzing data from Sensors,
which in this case are the existing monitoring topics, with their frequency and band-
width. After that it will process the knowledge from the Monitoring rules specified
with the use of the external tool called ADIRF Ruler, in which the user will specify
the constraints in which the frequencies will be adapted. With the knowledge ac-
quired, the system will adapt and alter the frequencies that will then get sent to the
monitoring platform controlled by the engineer via tools such as Rqt mentioned in
Section 2.8 or the evaluation tool RosVisualizer.

The way the artifact will work and adapt will be regarding context analysis in the
different scenarios and in combination with parameters specified by the user follow-
ing the QUPER model [83], this will make the algorithm evaluate and plan with the
knowledge specified by the user and by modifying the frequency of monitoring based
on the context it will improve the bandwidth of the TurtleBot3, reducing strain on
the system.

The three main artifacts developed in this thesis are the following:

SmartTestudo: An adaptive monitoring tool that is built on top of the existing
ROS2 monitoring system. It will be a meta monitoring system adopting the MAPE-
K loop. The knowledge of the system will be specified through the use of DSL rules.
These rules will be used as knowledge to analyze, plan and execute. In the end the
actuators will modify the frequencies of the topics based on the evaluation of such
rules. This is the main artifact and is shown in the figure above.

ADIRF Ruler: A GUI tool designed to facilitate the definition and configuration
of monitoring rules through the usage of a defined DSL. Inside this tool a bandwidth
optimizer called “OBI Bandwidth optimizer® is present. This optimizer allows the
user to input the maximum bandwidth of the system and outputs the frequency
necessary to achieve that. This artifact serves as the user-facing component, ab-
stracting away technical complexities and enabling domain experts to interact with
the system in an intuitive manner. The user will have to specify his desired QUPER
level for each topic to be monitored and this will allow the system to use the re-
sources in an efficient way. This artifact is shown in the figure above, being used by
the monitoring engineer, which with his knowledge of the system he will specify the
rules for the thing.

Rosbag Visualizer: An external supporting tool dedicated to the visualization and
inspection of recorded system data. It provides a clear and interactive representa-
tion of system behaviors over time, aiding both in debugging and in post-analysis of
the monitoring process. This tool will be a group of different command line python
scripts that will allow the decoding of the various rosbag2 and make analysis. This
artifact is present is used in the testing phase of the monitoring tool, to plot graphs
and understand the behavior.
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The initial phase of development focuses on establishing a robust architecture that
adheres to the principles of clean architecture and separation of concerns. To achieve
this, the system is divided into three well-defined artifacts, each with a distinct re-
sponsibility within the overall workflow. This modular design ensures that compo-
nents remain independently testable, extensible, and maintainable over time.

This architecture aligns with key software engineering principles such as the single
responsibility principle, loose coupling and high cohesion, open-closed principle and
layered architecture. This architecture not only enhances maintainability and scala-
bility but also lays a solid foundation for future expansion, such as integration with
other adaptive systems or extension to different domains.

6.2 ADIRF Ruler

A key building block in the artifact is the “ADIRF Ruler®. Following the theory
noted in the Section 6, where the MAPE-K loop is explained, this tool provides
the user the ability to give the necessary knowledge to the SmartTestudo adaptive
monitoring system by specifying rules through the usage of a DSL. Another key
feature of this tool is the ability to model the Topic frequency and bandwidth usage
by using a mathematical optimizer that adapts based on how much bandwidth is
available to use.

In Figure 6.3 the architecture of the system is shown. The artifact is divided into
frontend and backend.

The frontend is responsible of allowing the user to create the rules by specifying
parameters and how the system should adapt under which conditions. It also gives
a tool to calculate the frequency of each topic based on the available bandwidth of
the System under Monitoring (SuM). The technology used for the frontend is React
Native.

The backend is responsible for the validation of the rules and the calculation of the
optimized values. It performs this action by using the python TextX library[20] in
which a DSL has been defined. To perform the optimization, the python library PulP
[85] is being used. The main framework to handle the backend is Flaks. Figure 6.3
shows on the left the Monitoring Engineer using the ADIRF Ruler tool, and on the
right the architecture of the tool is zoomed and displayed.
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ADIRF Ruler Tool ‘

Frontend Backend

Rule Creator Tool DSL Validator

PC

Topic Parameter o
ADIRF Ruler Tool Configurator <:l\l/ OBl Optimizer
H Topic Parameter Rule Exporter

Configurator

Rule File

Monitoring Engineer

Figure 6.3: Artifact architecture - ADIRF Ruler

6.2.1 TextX ADIRF Model

Mentioned in the previous section, behind the validation and elicitation of the adap-
tive monitoring system rules, there is a model, a DSL. As mentioned in Section 2.10
the use of DSL has it’s pros and cons, but in this case after an initial cost-estimate
analysis following the Mernik [53] guide, the use of a DSL proves crucial for the
specification of the different rules that the model will adapt to. After a period of
analyzing the different use cases and different possible rules, a DSL model has been
built and can be seen in the figure 6.4 below.

Comment W*$
LogicalOperator AND|OR
[ Model | Operator Sl<l>=|<=|=
‘ | Topic
TopicNoProperty |/camera/camera_info|/camerafimage_raw/compressed|/camerafimage_raw|/tf
TopicWithProperty| fcmd_vel|/odom|/imul/joint_states|/scan
collections 0..
RuleCollection
rules 0..
*Rule
ConditionalRule
condition actions I
*Condition SetFrequencyRule
topic: Topic
value: INT
conditions 1
CheckValueRule
‘ CompositeCondition ] topicCheck: TopicWithProperty
. . - rty: ID
| op: optional<list[LogicalOperator]> | g;gjmg: -
value: FLOAT

Figure 6.4: DSL ADIRF Model tree.
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begin
// Global optimized default values
SetFrequency /odom 10
SetFrequency /cmd_vel 7
SetFrequency /scan 3
SetFrequency /camera/camera_info 3
SetFrequency /camera/image_raw 3
If(
CheckValue /odom pose_y < 5.4
AND CheckValue /odom pose_y > 1
AND CheckValue /odom pose_x > -13
AND CheckValue /odom pose_x < 6
) Then
SetFrequency /odom 4
SetFrequency /cmd_vel 4

If(
CheckValue /odom pose_y < 25.5
AND CheckValue /odom pose_y > 6
AND CheckValue /odom pose_x > -13
) Then
SetFrequency /odom 10
SetFrequency /cmd_vel 10

end

Listing 1: DSL ADIRF Rules example.

Figure 6.4 shows the building blocks that define how the rules should be written
and Listing 1 show an example of written rules. The main format of the file as show
above is divided into building blocks.

Analyzing the way the syntax is formed:

Model is the whole rule document, it allows to have multiple rule collection under
it. It can be seen as the main project file that works as a container that holds the
different RuleCollection.

Rule Collection is the item that contains the different Rules for this particular
rule set. The body of the collection starts with begin, then its filled with Rules that
can be Conditional Rules or SetFrequency Rules, it then closes the body with a end
statement. It can be seen as the container of the rules for each subset of adaptive
actions that the system will need to perform. This allows the user to specify differ-
ent block of rules to help de-clutter the syntax and reduce errors.

Rule is the object that contains the specification on what to perform and how, a
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Rule can be a Conditional Rule or a SetFrequency Rule. Multiple rules are present
under a rule collection and the goal is to provide knowledge to the adaptive moni-
toring system.

SetFrequency Rule is a type of rule which role is to assign the frequency of the
topic. The way its syntax is simple “SetFrequency /topicName INT“ This operation
directly assigns the value to the adaptive monitoring system without any condition.
It’s mainly used on topic which frequency can be reduced directly, and on topics
that have been optimized with the OBI Bandwidth Optimizer.

Conditional Rule is a type of rule which role is to have a condition to evaluate
inside and then set a frequency. This is the main building block that allows the user
to specify it’s conditions with logical operators.

Condition is a component that can be either a Composite Condition or a Check
Value Rule. It’s role is to be inside a conditional rule and be used to perform an
action.

Composite Condition is a type of Condition which allows the evaluation of mul-
tiple Conditions with the use of logical operators. This evaluation allows to create
more complex logic inside the rules.

Check Value Rule is a type of Condition which allows the user to check the value
of a property of a topic and perform a comparison with the logical operators. It’s
the lowest building block and it’s key to perform adaptive monitoring, since it allows
to specify different scenarios and condition checks.

6.2.2 ADIRF Rule Tool GUI

The objective of this tool is to reduce the skill level required to program a monitoring
tool. It does so by proposing a simple and intuitive GUI which allows the Monitoring
Engineer to create its own set of rules, which the monitoring system will adapt itself
to.

The GUI is structured in a simple and accessible way, the user is welcomed by the
home screen in Figure A.1 and has three main buttons.

The Create New Project button allows the user to create a rule project, clicking
this button will open the screen as seen in Figure 6.7.

The Configure Topic Parameters button, opens the screen seen in Figure A.2,
which allow the user to configure the topics different required frequencies to setup

both the QUPER levels and the bandwidth limits.
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The Documentation button allows the user to read the documentation and see
how the tool works.

After creating a new project the screen presented in Figure 6.7 is show. This view
allows the user to start customizing his rule file, by adding different blocks. Such
blocks are explained in the DSL model above, and are the Add global default block
and the conditional block.

The Global default rule allows the user to set the global default QUPER OBI
optmized value of the frequency of a topic. The user adds a block, selects the topic
and then the monitoring level that he wants to have for that topic. The monitoring
level of each topic is specified in the topic configuration screen and the levels are
mentioned in Table 6.1. If the user doesn’t specify the value of a topic, it will be by
default put with the least amount of resources.

Set Frequency

4] |

[femd_vel

| Desirable

Figure 6.5: Default rule block

The Conditional rule block allows the user to create some conditional logic based
on the values from other topics and then alter the frequency of other topics following
the QUPER model defined. This block is the most useful in defining a logic, which
can be more or less complex depending on the amount of logical operators added.

-
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Figure 6.6: Cnditional rule block
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ADIRF Ruler: Rule generator tool for SmartTestudo
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Figure 6.7: ADIRF Ruler - GUI Overview

After having created the rule project, the User can export and download the project,
by clicking the Optimize and Download button, which will run the OBI Opti-
mizer, and replace the QUPER model specified values with the optimized frequency
values.

Considerations on the ADIRF tool

This tool is a proof of concept of how a simple and accessible GUI can make cre-
ating custom rules simpler. The building mechanic is based off the Scratch [49]
programming language, which allows the user to program by connecting different
building blocks and perform actions. Scratch has proven really successful in mak-
ing the learning process easier [23] that’s why a similar approach has been chosen.
Being devised which such block based architecture can presents some limitations in
writing more complex rules, further investigation on the topic in future iteration is
needed to fill this gap. As a proof of concept some aspects regarding accessibility
and UI/UX principles have been partially ignored, the plan is to build on the knowl-
edge gathered from this artifact and create a new improved version, addressing all
the issues found.

6.2.3 ADIRF Rules use case examples

With the model explained above, the user can specify different custom rules with
different conditions, based on the requirements and scenarios. Some examples are:

Different Context Monitoring Sectors: The use of the Check Value Condition
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on the odometry topic allows the user to create different monitoring zones, in which
the robot will reduce or increase the monitoring frequency.

begin
If(
CheckValue /odom pose_y < 5.4
AND CheckValue /odom pose_y > 1
AND CheckValue /odom pose_x > -13
AND CheckValue /odom pose_x < 6
) Then
SetFrequency /odom 4
SetFrequency /cmd_vel 4
end

Listing 2: Topic values with zone constraints.

Topic values: With the Check value condition the user can do as he wants to
change the topic frequency based on topic conditions. A simple example being the
increase of distance with the LiDAR sensor, can cause a increase in monitoring in
the cm_ vel topic. This allows a lot of different conditions to exist.

begin
If(
CheckValue /odom pose_y > 1
) Then
SetFrequency /odom 2
end

Listing 3: Topic values with check value condition.

Topic values with multiple conditions: Similar to the sectors and the topic
values, this technique allows to have multiple condition monitoring, allowing the
user a more complex use case scenario.

begin
If(
CheckValue /cmd_vel vel > 2
AND CheckValue /scan distance > 3
) Then
SetFrequency /odom 2
end

Listing 4: Topic values with multiple conditions.
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Battery-Aware Monitoring: Adapt frequency based on battery level to conserve
power when it’s low, and increase it when there’s more capacity.

begin
If(
CheckValue /battery_state level < 20.0
)Then
SetFrequency /camera/image_raw 2
SetFrequency /scan 3
end

Listing 5: Battery aware monitoring.

Emergency Situations / Safety Triggers: Increase frequency dramatically in
potentially dangerous or emergency situations.

begin
If(
CheckValue /scan distance < 0.5
OR CheckValue /odom speed > 2.5
)Then
SetFrequency /cmd_vel 100
SetFrequency /scan 50
end

Listing 6: Emergency situations.

With these building blocks provided by the DSL different combinations of possible
conditions can be made. These blocks allows the Monitoring Engineer to customize
the system as much as needed in any situation.

6.2.4 OBI Bandwidth Optimizer

The second module in the ADIRF Ruler is the OBI Bandwidth optimizer. This tool
allows the user to optimize the topics frequency based on an optimization strat-
egy taking into account the total bandwidth that the system can handle. By using
mathematical optimization explained in Section 2.11 and providing the different pa-
rameters necessary to run the tool, it will optimize the frequency values and allow
the user to select them to apply in the rules.

This module is the key part of this research, it optimizes the frequencies guaran-
teeing that the constraints are not violated. It does so by using the QUPER model
level specified by the user and works around that. For the evaluation of the tool,
two other mathematical optimization models were devised, but in the end only the
QUPER model remained. The other models were based on bandwidth budget, and
on priority.
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Bandwidth budget mathematical optimization

The Bandwidth budget mathematical model, takes into consideration each topic
without any priority and optimizes their frequency based on the total bandwidth
available specified by the user. The user specifies the topic frequency max - min,
topic message sizes and total bandwidth available and the system calculates the
optimized parameters. Below the mathematical problem is explained.

We are given a set of ROS topics with the following parameters:
e s;: message size of topic ¢ in KB
o fi: frequency of topic ¢ in Hz (decision variable)
o fmin fmax: minimum and maximum allowable frequency for topic i

(2

Let T be the set of all topics. The total bandwidth consumed by a topic ¢ is s; - f;
(in KB/s). We are given a total bandwidth budget B (in KB/s).

Objective: Maximize the total frequency across all topics:

max Z fi
fi et
Subject to:
> si-fi<B (Bandwidth constraint)
i€T
frRin <y < fmax VieT (Frequency bounds)

The data that we know:
« B =15000 KB/s (bandwidth budget)

« Each topic has a known s;, f™" and f/mex

The result gives an optimal allocation of frequencies f; that maximizes the total
frequency while staying within the bandwidth limit.

Topic priority mathematical optimization

The Topic priority mathematical model uses the same approach as seen above but
adds the possibility for the user to add a priority to which topic should be optimized
last and which should be more optimizable. This addition allows the user to have a
more fine grained control over the optimization process. The user specifies same as
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before, the topic frequency max - min, topic message sizes, total bandwidth budget
and then a priority list of the topics, after this the system calculates the optimized
parameters. Below the mathematical problem is shown.

We are given a set of ROS topics with the following parameters:
e s;: message size of topic ¢ in KB
o fi: frequency of topic ¢ in Hz (decision variable)
o fminfmaX: minimum and maximum allowable frequency for topic i
e wj;: priority weight of topic ¢

Let T be the set of all topics. The bandwidth consumed by topic i is s; - f; (in
KB/s). We are given a total bandwidth budget B.

Objective: Maximize the weighted total frequency across all topics:

max Z Ww; fz
toger
Subject to:
> si-f; <B (Bandwidth constraint)
i€T
frm < fy < fmax Vie T (Frequency bounds)

Notes:
« B = 15000 KB/s (bandwidth budget)
o The weights w; adjust the importance of maximizing frequency for each topic.
— w; > 1: more important
— w; = 1: neutral
— w; < 1: less important

This formulation allows prioritizing some topics over others in the frequency alloca-
tion while staying within bandwidth constraints.

QUPER Model mathematical optimization

The QUPER Model based mathematical model uses the same approach as the Band-
width budget, but includes the QUPER model into the frequency ranges. The user
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inputs the different frequency ranges of each topic, following Table 6.1 and selects
how the optimizer should behave, selecting the different modes, after that the sys-
tem calculates the optimal frequencies for the quality level selected. Below the
mathematical problem is shown.

Let T" be the set of topics to optimize. For each topic ¢« € T', we are given:
e s;: message size (KB)
o tiers; = [12, 7}, ..., 77]: a vector of 6 tier thresholds (in Hz)

o d;: desired tier (an integer from 0 to 5)

Let f; be the frequency variable (in Hz) to optimize for each topic i.

Tier-Based Frequency Bounds:
Each tier d; defines a frequency interval:

0, 77] if d =0 (Unacceptable)
fi € [T-‘iFl?Td"] if1<d;,<4

(72,70 +¢€ ifd;=5 (Excessive)

7

where € is a small constant buffer for tier 5 (e.g., € = 10).

Bandwidth Constraint:

Let B be the total bandwidth budget (KB/s), and let F' C T' be the subset of topics
with fixed frequencies f;.

Then the constraint is:
S osiofit Y s f; <B
iE€ET\F JEF
Objective Function:

The goal is to maximize the total frequency of topics being optimized:

max Z fi

fi i€T\F

Summary:
This optimization is solved multiple times:

« Once globally with no fixed topics (F = ()
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o Then for each conditional block, optimizing a subset of overridden topics, while
treating others as fixed at global values

Quality Level | QUPER Interpretation
Unacceptable Below Utility Breakpoint

Marginal Approaching Utility

Acceptable At Utility Breakpoint

Desirable Between Utility and Differentiation
Competitive At Differentiation Breakpoint
Excessive Beyond Saturation Breakpoint

Table 6.1: Formalized Quality Levels Based on the QUPER Model

6.2.5 Consideration from mathematical models

During the development of the ADIRF artifact, the three mathematical models ex-
plained above have been tested and analyzed internally. However after consideration,
to conduct the research only the QUPER model has been used and implemented in
the final ADIRF Ruler tool.

6.3 SmartTestudo

The second artifact for this thesis is the SmartTestudo adaptive monitoring system.
This tool is responsible for parsing the rules produced by the ADIRF Ruler and
apply them on the SuM. Explained in Section 3.5 and Section 6 this artifact acts as
a MAPE-K loop, by having the knowledge passed from the DSL rules specified and
built by the user and optimized by the OBI optimizer tool.

TurtleBot3

SmariTestudo
Topic Freguency

DSL Rule File : changed :
Rule Parser * Limited Bandwidth

- communication %

Monitoring Platform

Actor

Topic re-published Rules Evaluated

&

ROS2 Monitoring

Figure 6.8: SmartTestudo Architecture

The main inner working of SmartTestudo are simple:
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Rule parser: This module is responsible for parsing the rules validating them
through the use of the same DSL created in ADIRF Ruler. This block saves the
rules for later use.

Topic republished: SmartTestudo is built on top of the existing ROS2 monitoring
system, not directly modifying it, so the initial step that the system performs is
the republishing of the existing ROS2 topics. It can be seen as an adaptive system
applied on what data will be sent to the external monitoring platform, so a meta-
monitoring system. Each topic is republished through the use of a thread.

Rules evaluated: A common thread handles the evaluation of the rules.

Topic frequency changed: After the evaluation of the rules the conditions are
applied to the topic’s frequencies and change happens.

Initial Topic Analysis

Table 6.2 and Table 6.3 list the TurtleBot3 topics that are being used as a baseline
for this thesis research. They have been initially analyzed using the commands
found below.

Frequency:

ros2 topic hz /cmd_vel

average rate: 9.893
min: 0.095s max: 0.110s std dev: 0.00112s window: 10000

Topic Name Default Frequency
/cmd_vel 10 Hz

/odom 25.5 Hz
/camera/camera_info 29 Hz
camera/image_raw/compressed | 28 Hz
camera/image_raw 29 Hz

/imu 195 Hz
/joint_state 5 Hz

/scan 5 Hz

/tf 30 Hz

Table 6.2: TurtleBot3 Topic Frequencies

Bandwidth:

ros2 topic bw /camera/image_raw
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Subscribed to [/camera/image raw]
2.36 MB/s from 2 messages
Message size mean: 6.22 MB min: 6.22 MB max: 6.22 MB

Topic Name Summary (Freq, Bandwidth, Msg Size)
/cmd_vel 518 B/s, 52 B (mean/min/max)

/odom 0.66 KB/s, 0.72 KB

/camera/camera_info 11.00 KB/s, 0.38 KB
camera/image_raw/compressed | 11.64 MB/s, 0.42 MB

camera/image_raw 23.17 MB/s, 6.22 MB

/imu 195 Hz, 64.75 KB/s, 0.32 KB

/joint_state 3.48 KB/s, 0.12 KB

/scan 1.68 KB/s, 2.94 KB

Jtf 11.20 KB/s, 0.17 KB (0.11-0.21 KB)

Table 6.3: TurtleBot3 Topic Bandwidths, and Message Sizes

6.3.1 Setup and Launch of SmartTestudo Package

The SmartTestudo is a custom ROS2 component developed within the turtlebot3 ws
workspace. Below is a step-by-step guide on how to build and run the package.

Building the Package

After cloning the repository, navigate to the root of the workspace and build the
package using colcon:

cd ~/AdaptiveMonitoring-TurtleBot3/turtlebot3_ws
colcon build --packages-select smarttestudo

This command compiles only the SmartTestudo package, reducing build time and

isolating it from other workspace packages.

Sourcing the Workspace

After building, source the workspace to overlay the newly built packages onto the
environment:

source install/setup.bash

Running the Node

To launch the main executable node from the package, use:

ros2 run smarttestudo smart_testudo
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This command starts the SmartTestudo node from the SmartTestudo package. En-
sure that any required dependencies or launch configurations are already set up in
your environment.

6.4 Rosbag visualizer

The third artifact is a support tool called Rosbag Vizualiser. This tool allows the
user to plot graphs and analyze the rosbag?2 files generated during the simulation
scenarios. This tool is a support command line tool for the SmartTestudo but can
be used to decode any rosbag2 file independently of the SuM. Figure 6.9 gives a
good overview on the architecture with the different functions that the tool should
perform.

This tool is a support script suite that will allow the user to produce three different
outputs based on what he chooses.

Topic graphs: This will output the frequency graph of each topic in the system,
allowing the user to the changes in monitoring during the execution.

Bandwidth graphs: This will output bandwidth graph and will allow the user to
see the usage of each topic during the execution of the system.

Comparison graphs: This will output a comparison graph of selected topics be-
tween two rosbag2 fed as input. This gives the user the ability to compare data on
the same graph.

Gazebo Simulator
Scenarios
. J
F ——
[ > Data Parser [ 3 Topic graph creator
ROSbagz @ sanaudn e phs

—_—

- —
Rosbag Visualizer

Topic graphs

(e

Comparison graphs

|

Figure 6.9: Rosbag Vizualizer Architecture

The input file produced by the Gazebo Simulator scenario with the tool rosbag?2 is
discussed in Section 2.9.
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6.5 Artifact Code Repositories

The different tools can be found in their own GitHub repository.

« ADIRF Ruler:
https://github.com/AndreaBForce/ADIRFRuler

e SmartTestudo:
https://github.com/AndreaBForce/SmartTestudo-AdaptiveMonitoring

 RosBag Visualizer:
https://github.com/AndreaBForce/SmartTestudoSupportToolVisualizer
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Findings

This chapter presents and displays the findings from the different iterations.

7.1 Data collection from simulator

To perform a qualitative analysis of the artifact, the SmartTestudo adaptive moni-
toring system has been tested in warechouse environment in the Gazebo simulator,
as mentioned in the methodology Section 4.

7.1.1 SmartTestudo configuration

To setup the SmartTestudo as mentioned in the sections above, a configuration file
with the different behavior rules has to be passed into the system. To generate
this rules file the tool ADIRF Ruler has to be used. The tool allows the user to
optimize each topic monitoring frequency /bandwidth values based on performance
requirements needed.

For the validation of this artifact the current rule file has been devised.
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begin
// Global optimized default values
SetFrequency /odom 10
SetFrequency /cmd_vel 7
SetFrequency /scan 3
SetFrequency /camera/camera_info 3
SetFrequency /camera/image_raw 3
SetFrequency /camera/image_raw/compressed 3
SetFrequency /imu 10
SetFrequency /joint_states 3
SetFrequency /tf 10

// Security zone 2 - Warehouse Corridor
If(
CheckValue /odom pose_y < 5.4
AND CheckValue /odom pose_y > 1
AND CheckValue /odom pose_x > -13
AND CheckValue /odom pose_x < 6
) Then
SetFrequency /odom 4
SetFrequency /cmd_vel 4
SetFrequency /scan 4

// Security zomne 3 - Scaffolding Corridor
If(

CheckValue /odom pose_y < 25.5

AND CheckValue /odom pose_y > 6

AND CheckValue /odom pose_x > -13

AND CheckValue /odom pose_x < 6
) Then

SetFrequency /odom 10

SetFrequency /cmd_vel 10

SetFrequency /scan 10

SetFrequency /camera/image_raw/compressed 10

end

Listing 7: Rule files used for artifact evaluation.

The rule file above allows the testing of the SmartTestudo artifact. The current file
is divided into two sections, using the features explained in the ADIRF Section.

The first part regards the global optimized topic values, after having specified the
QUPER model requirements for each topic, the tool optimizes the values and out-
puts the current global defaults. These frequency values stay operative until a new

condition is broken.

The second half regards the context based monitoring part, the user can specify

different zones where the monitoring system should behave differently.
With these initial configuration the bandwidth data can be collected.
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7.1.2 Warehouse environment

A critical part in any simulation based research is to get the collected data as close
to reality as possible. Gazebo comes in aid with it’s simulation physics model that
renders a TurtleBot3 in all it’s glory. To make the simulation real, a world with an
industrial warehouse has been created. The world can be seen in Figure 2.2. The
Figure 7.1 below shows the warehouse environment with highlighted the different
security zones to visually aid where are the different context changes.

Figure 7.1: Warehouse environment with security zones highlighted.

7.1.3 Data collection

The most critical challenge in collecting data to compare is to have the same con-
ditions in the simulation environment, to reduce bias in the collected data. The
approach used to grant this requirement is through the use of Rosbag2 tool ex-
plained in Section 2.9.

The initial step was the recording of a rosbag with the common path recorded, after
running the environment and started the recording a path was created and save
in the bag. After that two different configurations data have been collected. For
each simulation, the rosbag was replayed and the movements were applied to the
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TurtleBot3, in parallel a new rosbag was being recorded and data collected. Below
are the two simulations enviroments.

No Adaptive monitoring: This configuration was used to get the default data of
the TurtleBot3, to have it as a baseline to compare.

SmartTestudo with rules specified above: This configuration allowed the test-
ing of the adaptive monitoring system to see how it would react and what improve-
ments it would bring.

After having collected the data from the simulations, the rosbags are parsed using
the scripts present in the RosVisualizer tool, and graphs are plotted. The graphs
can be seen in the Findings section.

Figure 7.2: TurtleBot3 data collection path.

7.2 Simulations Findings

From the data gathered from the TurtleBot3 warehouse scenario simulation in
Gazebo explained in Section 4, the results are displayed below and show clear the
benefits of adopting an adaptive monitoring systems as a solution.

7.2.1 Data analysis from simulations

To evaluate the effectiveness of the SmartTestudo adaptive monitoring system, we
analyzed simulation data using the RosVisualizer tool, which generated graphs of
message frequency and bandwidth for each monitored topic. Each topic has its own
graph, and its behavior is discussed in the sections below. For context, all monitored
topics are introduced in Section 2.5.
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Evaluation Goal: The goal of this analysis is to determine how the SmartTestudo
system adapts topic frequencies based on environmental context, and whether these
adaptations lead to meaningful differences compared to the default (non-adaptive)
monitoring behavior.

Evaluation Approach: To support this goal, we compare the performance of:
» The default monitoring configuration (no adaptation).
o The adaptive SmartTestudo configuration (with rule-based frequency changes).

For each topic, we analyze both frequency and bandwidth over time, focusing on
how SmartTestudo’s rule-based system affects communication behavior.

Structure of Analysis: To make the comparison clearer, we group topics based
on how their frequency was adapted:

e Dynamic Frequency Adaptation: Topics whose frequency changes dynam-
ically during runtime, based on TurtleBot3’s position or contextual triggers
defined in the rule file explained above.

o Static Frequency Adaptation: Topics whose frequency was adapted once
at the start or changed globally, without further dynamic adjustments during
runtime.

This structure helps highlight the benefits and limitations of SmartTestudo’s adap-
tation strategy in different scenarios.

7.2.1.1 Topics with Dynamic Frequency Adaptation

This group includes topics whose frequency changes depending on the rule file mainly
of TurtleBot3’s location within the simulated environment. These changes are ex-
plicitly defined in the SmartTestudo rule file and reflect a responsive adaptation
mechanism for monitoring sensitive areas.

Topics in this group:

/cmd_vel

« /odom

e /scan

o /camera/image_raw/compressed

Behavior Summary: As the TurtleBot3 moves in the warehouse scenario passing
through different security zones, the monitoring frequency adapts and changes. In
the default zone, each topic operates with the global QUPER optimized frequency
values (7Hz for /cmd_ vel, 10Hz for /odom etc.). When the robot enters the Ware-
house Corridor (green zone), the frequencies drop to reduce monitoring overhead.
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In the Scaffolding Corridor (red zone), the frequencies increase to provide higher-
resolution data in a higher-risk area.

This behavior can be seen best for Frequency in Figures 7.3, 7.5, A.4 and A.6,
while for Bandwidth analysis in Figures 7.4, 7.6, A.5 and A.7. where the global
QUPER optimized frequency values are being applied in the beginning, and then as
the TurtleBot3 changes areas the change of frequency can be seen with an increase
or reduction.

Observation: In /emd_vel, the frequency starts at THz. As the TurtleBot enters
the green zone, it drops to 4Hz, and once in the red zone, it increases to 10Hz, as
shown in Figures 7.3 and 7.4. This dynamic behavior mirrors the rule conditions
precisely and validates the adaptive policy mechanism implemented via SmartTes-
tudo. This same pattern can be seen in the other topics, the graphs represent similar
features but with different values specified in the rule file.

Frequency Over Time (tb3_cmd_vel.csv) Frequency Over Time (tb3_cmd_vel_receive.csv)

Messages per 1000ms

Messages per 1000ms

00:00:00 00:00:30 00:01:00 00:01:30 00:02:00 00:02:30 00:03:00 00:03:30 00:01:00 00:01:30 00:02:00 00:02:30 00:03:00
Time Time

Figure 7.3: /cmd_ vel Topic Frequency Analysis.

Bandwidth: tb3_cmd_vel.csv Bandwidth: th3_cmd_vel_receive.csv
Bandwidth (kops) Bandwidh (kbps)

Bandwidt (ops) per 1000ms

00:00:00 00:00:30 00:01:00 00130 00.02:00 00:02:30 00:03:00 00:03:30 00:01:00 00:01:30 00:02:00 00:02:30 00300

Figure 7.4: /cmd_vel Bandwidth Frequency Analysis.

Frequency Over Time (tb3_odom.csv) Frequency Over Time (tb3_odom_receive.csv)
u

Messages per 1000ms
Messages per 1000ms.

00:00:00 00:00:30 00:01:00 00:01:30 00:02:00 00:02:30 00:03:00 00:03:30 00:01:00 00:01:30 00:02:00 00:02:30 00:03:00
Time

Figure 7.5: /odom Topic Frequency Analysis.
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Banduidh (o)
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Figure 7.6: /odom Topic Bandwidth Analysis.

7.2.1.2 Topics with Static Frequency

These topics are only defined once in the rule file with a global default and remain
constant throughout the simulation. No conditional adaptation is applied.
Topics in this group:

e /imu
e /joint_states

o /tf

/camera/image_raw
e /camera/camera_info

Behavior Summary: The frequency and bandwidth of these topics remain steady
across all scenarios. This is because the SmartTestudo rule file does not specify
dynamic adjustments based on the robot’s position for these topics. This pattern
can be seen in the graphs below, for both Frequency in Figure 7.7, 7.9, A.8, A.10
and A.12 and in Bandwidth Figure 7.8, 7.10, A.9, A.11 and A.13

Observation: The /imu topic operates at 10Hz throughout the simulation with
consistent bandwidth usage (as shown in Figures A.8). This indicates that it is not
considered sensitive to location-based context changes or that its data granularity
is already deemed sufficient.

Frequency Over Time (tb3_camera_image_ravi.csv) Frequency Over Time (tb3_camera_image_raw_receive.csv)

00:00:00 00:00:30 00:01:00 00:01:30 00:02:00 00:02:30 00:03:00 00:03:30 00:01:00 00:01:30 00:02:00 00:02:30 00:03:00
yyyyyy

Figure 7.7: /camera/image raw Topic Frequency Analysis.
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Bandwidth: th3_camera_image_raw.csv

Bandwidth: tb3_camera image_raw_receive.csv

Frequency Over Time (tb3_camera_camera_info.csv)

Time

/camera/image raw Topic Bandwidth Analysis.

Frequency Over Time (tb3_camera_camera_info_receive.csv)
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Figure 7.9:
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/camera/camera_ info Topic Frequency Analysis.
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Figure 7.10: /camera/camera_info Topic Bandwidth Analysis.

7.2.1.3 Frequency analysis table

Table 7.1 shows the average frequency for each topic during the simulation scenario.
The data displays whats already seen in the different graphs from the section above

but gives a number regarding the percentage change in the frequency.

Topic

Default (Hz)

SmartTestudo (Hz)

Change (%)

tb3 camera camera_info receive
th3__camera_ image_raw__compressed_ receive
tb3__camera_ image_raw_ receive
th3_cmd_ vel receive

tb3_imu_ receive

tb3__joint_states_receive

tb3 odom_ receive

tb3_scan_ receive

th3__tf receive

28.85
28.87
28.85
9.95
189.02
4.98
25.37
4.98
29.86

3.04
5.47
2.99
7.00
10.02
3.04
7.83
5.87
10.03

-89.45
-81.06
-89.64
-29.65
-94.70
-38.86
-69.15
+18.02
-66.43

Table 7.1: Frequency Comparison Between Default and SmartTestudo

7.2.1.4 Bandwidth analysis table

Table 7.2 highlights the improvements in bandwidth usage. It shows how the adap-
tive monitoring works and improve the transmitted kbps data by adapting it to the

context of what the user needs.
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Topic Default (kbps) | SmartTestudo (kbps) | Change (%)
tb3 camera camera info receive 89.78 9.48 -89.45
tb3__camera_image raw_ compressed_ receive 101699.77 19264.72 -81.06
tb3__camera_image_ raw_ receive 1505089.72 155862.47 -89.64
tb3 cmd vel receive 4.14 291 -29.65
tb3__imu_ receive 494.48 26.21 -94.70
tb3_joint_ states receive 4.86 2.97 -38.86
tb3 odom_receive 149.60 46.15 -69.15
tb3_scan_ receive 119.80 141.39 +18.02
th3_tf receive 41.57 13.96 -66.43

Table 7.2: Bandwidth Comparison Between Default and SmartTestudo

7.2.2 Consideration of the Artifact from the Data

The data suggests that the adaptive monitoring system SmartTestudo performs
effectively compared to the default static configuration. The two tables above (Ta-
ble 7.1 and Table 7.2) highlight measurable improvements in data transmission effi-
ciency, with significant reductions in bandwidth usage while maintaining adequate
frequencies for safety-critical topics.

Across all monitored topics, SmartTestudo achieves an average bandwidth reduc-
tion of approximately 64.9%, with some topics such as /camera/image raw_ receive
and /imu_ receive seeing reductions as high as 94.7%. Even the minimum observed
reduction among downscaled topics (/cmd_vel receive) still reached 29.7%. No-
tably, /scan_receive was dynamically increased by 18.0% in certain zones, reflecting
context-aware adaptation rather than uniform downscaling.

This demonstrates that SmartTestudo not only reduces communication overhead,
particularly in bandwidth-intensive topics like /camera/image raw/compressed, but
does so without compromising critical information flow in safety-relevant scenarios.
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Discussion

This chapter discusses the research questions based on the findings from the pre-
vious section. It dives deep into the meaning of the research by providing a clear
explanation of each issue.

8.1 Research questions

8.1.1 RQ1: What are the current limitations in monitoring
in ROS2 based CPS?

RQ1’s goal is to understand and highlight the existing limitations and gaps in the
current state of the art of ROS2 based CPS. Following the design science method-
ology [38], this question’s objective is to analyze the problem in a theoretical way
and to lead the way by eliciting requirements for RQ2. From the data gathered
and analyzed from the literature review in Section 5, there is a clear number of
issues still open in the field of monitoring in ROS2 based CPS. The limitations
span across multiple aspects of ROS2 highlighting different weaknesses in this do-
main. The issues can be summarized by clusters: real-time performance, monitoring
overhead, specification complexity, standardization gaps, security concerns, scalabil-
ity challenges, and maintainability issues. These issues reflect deeper structural
trends in robotics development. Historically, companies have relied on proprietary,
in-house solutions for system monitoring and diagnostics. This development model
led to duplicated effort and inconsistent methodologies, slowing innovation. The
introduction of ROS and later ROS2 marked a shift towards a unified, open-source
robotics middleware, enabling shared infrastructure and faster progress. Yet, the
youth of ROS2 presents a double-edged sword: while its modularity and extensi-
bility have fostered rapid growth, its evolving architecture and continuous updates
introduce challenges in long-term stability and tool compatibility. Different ROS2
distributions modeled after Linux distributions help manage this evolution by pro-
viding stable environments, yet they also contribute to fragmentation and require
careful version alignment. Nevertheless, the community-driven nature of ROS2, sup-
ported by active forums such as [61], suggests a promising outlook. Many of the
current limitations are actively being addressed through community feedback and
distribution upgrades. For instance, the transition from ROS to ROS2 [33] itself
demonstrates the ecosystem’s ability to learn from past shortcomings and deliver
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substantial architectural improvements.
From this initial discussion a more in detail analysis can be made in the following
sub-research questions below.

RQ1.1: What are the technical and architectural limitations of existing
ROS2 monitoring tools?

This question dives into more details regarding the technical limitations of existing
monitoring in ROS2 based CPS. To answer this, a thorough analysis with a litera-
ture review of existing literature on monitoring approaches has been conducted and
data has been analyzed in Section 5. The literature review revealed several open
issues that persist across the field. These limitations have been grouped into the
following categories.

IF1 - Real-time performance: This issue regards the difficulty in ensuring con-
sistent, deterministic behavior under high system load.

IF2 - Monitoring overhead: The tools themselves can introduce computational
or network load, affecting system behavior.

IF3 - Specification complexity: Defining what, when, and how to monitor in
ROS2 systems requires specialized knowledge.

IF4 - Standardization gaps: Lack of unified practices or tools leads to fragmented
solutions across different implementations.

IF5 - Security concerns: Monitoring tools can unintentionally expose system
data or increase the attack surface.

IF6 - Scalability challenges: Difficulty in deploying consistent monitoring strate-
gies across distributed or large-scale systems.

IF7 - Maintainability issues: Compatibility issues between ROS2 distributions
and monitoring tools can hinder long-term support.

A more in depth analysis and explanation of each issue found can be seen in the
Problem Identification Section 5. From the data gathered an analysis on the tech-
nical limitation has been performed, connecting each issue and reasoning, here are
the results of it.
These limitations collectively illustrate the multifaceted technical debt in monitoring
for ROS2 based CPS. They reveal not only immaturity in tooling but also fragmenta-
tion in methodology, making integration and consistent deployment across different
domains difficult. Among the limitations, real-time performance (IF1), monitor-
ing overhead (IF2), and lack of standardization (IF4) emerge as the most pressing.
These three factors create a compounded effect: high-latency tools that are difficult
to compare or integrate across systems introduce unpredictable system behavior,
especially in time-critical applications such as robotics and autonomous navigation
Additionally, challenges like specification complexity (IF3) and maintainability
(IF7) suggest that even technically sound monitoring solutions face adoption barri-
ers, especially among non-expert developers. The absence of security-aware monitor-
ing (IF5) is also concerning, as CPS systems are increasingly deployed in networked,
safety-critical environments.
Overall, the technical and architectural limitations point to a lack of holistic design
thinking in current ROS2 monitoring approaches. They are often reactive (built
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to address narrow problems) rather than proactive (designed with extensibility, se-
curity, and scalability in mind). These findings directly inform the next step of
this research (RQ2), which focuses on evaluating whether adaptive, rule-based, and
low-overhead monitoring systems like SmartTestudo can effectively address these
limitations.

RQ1.2: What practical challenges do developers face in applying mon-
itoring in ROS2 environments?

Building from RQ1.1, this question is regarding the main challenges faced by de-
velopers in applying such monitoring systems in ROS2 based CPS. In practice,
developers working with ROS2 face a range of challenges when attempting to in-
tegrate monitoring into their systems. These challenges are not only technical but
also stem from the complexity of ROS2’s ecosystem and its evolving nature.

One major issue is the steep learning curve involved in setting up effective monitor-
ing. Developers must often write low-level code or configure multiple tools manually,
with limited support for abstraction or automation. This is compounded by the spec-
ification complexity noted in the literature (IF3), where defining what and how to
monitor requires significant domain knowledge and tool-specific expertise. A study
regarding the adoption in industry of ROS2 mentioned in Section 3.1 highlights this
issue of a high entry level barrier, and that to improve the ecosystem a big team of
developers is needed[40].

Another barrier is the overhead introduced by available monitoring tools, such
as rosbag2 and tracing frameworks (IF2). These tools may not be optimized for
lightweight or real-time applications, making them impractical for resource-constrained
environments like embedded or mobile robots.

Furthermore, due to the lack of standardization across monitoring approaches (IF4),
developers are frequently forced to rely on fragmented or incompatible tools, which
adds further integration effort and increases the chance of runtime inconsistencies
or silent failures.

Maintainability is another key concern. With ROS2 distributions evolving rapidly,
tools can become obsolete or require frequent updates to remain compatible (IF7).
Unlike commercial platforms, ROS2 lacks centralized support, so developers must
often rely on community forums and trial-and-error debugging, which slows down
development and increases frustration. These practical challenges significantly im-
pact the adoption of robust monitoring in real-world CPS projects. As a result,
many developers either implement minimal monitoring or defer it until late stages,
when problems are harder to detect and fix. This underlines the importance of
creating flexible, low-overhead, and developer-friendly solutions goals which directly
motivate the SmartTestudo artifact proposed in this research.

8.1.2 RQ2: What potential solutions could mitigate the lim-
itations of current monitoring approaches in ROS2
based CPS?

RQ2 revolves around what’s found and discussed in RQ1 and builds on the existing
related work. Research already existing on the topic of monitoring and how men-
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tioned in the Problem identification chapter solution have been developed. These
solutions span from, upgrading the hardware components, updating the software to
change the behavior of monitoring, define a common standard and allow the user to
customize their need of monitoring. These can fall into different monitoring solu-
tions, simpler approaches which alter the frequency, or more complex solutions that
take into consideration the context. Study with Al solution has also been done and
has proven beneficial but with it’s own drawbacks. The only clear conclusion from
these question is that no approach is yet a defined standard on how to improve mon-
itoring, so the issue identified in RQ1 still stands even after investigation. That’s
a common reality in the field, where with new discoveries it’s difficult to make it
prevail and become a de-facto standard. The goal that has been set in RQ2 was to
identify the existing approaches and leverage on their pros and cons to develop an
artifact that could bring results and improve the monitoring limitations.

The artifact presented in this research builds on already existing approaches, tak-
ing the benefits and improving on them. The artifact as mentioned in the sections
above takes into account different strategies, from implementing a DSL, optimizing
frequency values based on bandwidth requirements and user needs and making it
context dependent as well. Consulting with an expert in the field of adaptive mon-
itoring and robotics and reading the ROS forum, the way of adopting an adaptive
monitoring system as a solution seemed like the best approach to tackle the chal-
lenges faced discovered in RQ1.

After this initial analysis the following sub-questions’s goal is to dive into more de-
tail and analyze the data from the related work section.

RQ2.1: What rule-based strategies can adapt monitoring behavior based
on environmental context?

In contrast to static monitoring approaches commonly used in ROS2, rule-based
adaptive strategies provide a dynamic mechanism to tailor monitoring behavior ac-
cording to environmental context or runtime conditions. These strategies allow the
monitoring system to selectively reduce or intensify data collection based on pre-
defined conditions, thereby improving performance, resource efficiency, and system
responsiveness.

SmartTestudo is designed following this principle. It enables the user to define
environment-dependent monitoring rules through customizable configuration files.
These rule files specify under which system states or contextual parameters certain
monitoring actions should be triggered, adjusted, or paused entirely. This allows
for a more context-aware monitoring experience compared to traditional approaches
that apply uniform monitoring across all states, regardless of system load or criti-
cality.

While SmartTestudo introduces a flexible rule-driven approach, several related works
point to the increasing interest in adaptive or context-aware monitoring in ROS2-
based CPS systems. For example, Cheng et al. [12] apply a MAPE-K feedback
loop to enable runtime adaptation in a ROS2-based autonomous vehicle, illustrat-
ing a method of maintaining monitoring guarantees during execution. Similarly,
Ichnowski et al’s FogROS2 [32] provides offloading capabilities between cloud and
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fog layers depending on computational load, an architectural-level adaptation driven
by runtime conditions. Other works, such as River et al. [70], take a DSL approach to
user-configurable monitoring, allowing custom specification of monitoring policies,
though they focus more on network performance and security enforcement rather
than full environmental adaptability. Unlike SmartTestudo, which emphasizes fine-
grained behavioral tuning through rule files, many of the existing solutions imple-
ment broader adaptive mechanisms for example hardware reconfiguration (Mayoral
et al. [52]) or simulation-based safety verification (Lim et al. [43]). These are valuable
but often lack the lightweight, user-editable flexibility that SmartTestudo offers.
Therefore, SmartTestudo fills a gap in the current landscape by offering a low-
overhead, user-configurable, and environment-reactive monitoring framework. Its
strategy aligns with the principles seen in other adaptive systems but brings them
into a more accessible and customizable format for developers needing runtime
adaptability without high complexity.

RQ2.2: Are there alternative or complementary solutions that can fur-
ther enhance monitoring adaptability?

In addition to rule-based strategies like SmartTestudo, several alternative and com-
plementary approaches have emerged that support greater adaptability in monitor-
ing ROS2 based CPS systems.

One major complementary direction is the use of model-driven engineering
(MDE) and formal specification tools such as FRET and OGMA [65]. These tools
allow developers to specify monitoring properties at a high level and automati-
cally generate monitoring code. While they do not inherently adapt at runtime,
their modular design allows them to integrate with adaptive frameworks that apply
context-driven logic to selectively activate these monitors.

Another promising solution is the use of MAPE-K feedback loops, as presented
by Cheng et al. [12], which integrate monitoring into a self-adaptive control architec-
ture. In such setups, the monitor is part of a feedback cycle that detects deviations,
analyzes context, and adjusts behavior in real time, thus complementing rule-based
strategies with autonomous decision-making.

Furthermore, edge-cloud coordination frameworks such as FogROS2 [32] offer
architectural adaptability by dynamically offloading monitoring tasks to the cloud
or fog layers depending on the current system load and latency requirements. While
not rule-based per se, these systems enhance scalability and flexibility and can be
used alongside rule-driven tools to offload computation-heavy monitoring dynami-
cally.

In summary, formal specification tools, MAPE-K loops, and cloud-edge orchestra-
tion frameworks represent complementary approaches to rule-based strategies. Their
integration either through hybrid architectures or layered deployment has the po-
tential to significantly enhance the adaptability, responsiveness, and resilience of
monitoring in ROS2 environments.

RQ2.3: How feasible is the implementation of these strategies in real-
world, real-time ROS2 environments?

The feasibility of deploying adaptive monitoring strategies in real-world, real-time
ROS2 systems largely depends on the computational overhead, timing determinism,
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and complexity of integration.

Rule-based systems like SmartTestudo demonstrate high feasibility due to their
lightweight design and modular integration with existing ROS2 nodes. Because
they operate by reading environmental context and adjusting monitoring granular-
ity or frequency through configuration files, they impose minimal computational
overhead, making them suitable even for resource-constrained embedded systems
such as TurtleBot3.

More complex adaptive strategies, such as MAPE-K feedback loops or cloud-offloading
systems like FogROS2, introduce higher feasibility barriers. These solutions often
require robust infrastructure support and add latency due to additional decision-
making or data transfer steps. While highly effective in large-scale or industrial
systems, they may be less suitable for small-scale robots or real-time safety-critical
tasks.

Formal tools such as FRET and OGMA are partially feasible in real-time applica-
tions: their monitors are efficient, but the difficulty of writing correct specifications
and integrating them into existing systems can pose development bottlenecks.
Moreover, ROS2’s real-time performance remains a known limitation [8]. Adaptive
strategies must be carefully profiled and tested to ensure that they do not violate
deterministic timing constraints—especially in safety-critical applications such as
autonomous vehicles or industrial robotics. While lightweight rule-based strategies
offer high feasibility for real-time deployments, more advanced adaptive mechanisms
require careful integration and may be better suited for systems with robust infras-
tructure or soft real-time requirements.

8.1.3 RQ3: To what extent can the current limitations of
monitoring approaches in ROS2 based CPS be solved
by the potential solutions?

RQ3’s objective is to identify the effects of the artifact by using empirical data
from simulations. After having run the simulation scenario and having applied the
artifact with the rules file as explained in the section above, data has been gath-
ered and analyzed in the findings. The graphs shown and analyzed in the Findings
section, highlight the improvements on the TurtleBot3 itself. They show a clear
reduction of bandwidth usage by the monitoring system and allow it to adapt to the
current need, reducing the strain on the system. Despite an initial cost, the need for
adaptive monitoring and optimizing the usage of data from a rover is worth on the
long run. In this research, such tests on long iteration can’t support the statement
from before, but data from other research highlighted that reducing the strain on
hardware components increases the lifespan of them reducing the maintenance and
replacement costs.

RQ3.1: How much improvement in bandwidth efficiency and topic fre-
quency control can be observed?

The results from the warehouse simulation scenario indicate that SmartTestudo de-
livers substantial improvements in bandwidth efficiency and topic frequency control.
On average, the system achieved a bandwidth reduction of approximately 65% across
all monitored topics. In some cases, such as the /imu and /camera/image raw
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topics, the reduction exceeded 90%, demonstrating that SmartTestudo effectively
suppresses high-frequency data streams when they are not contextually necessary.
These are particularly bandwidth-intensive topics, and their downsampling signif-
icantly reduces overall communication overhead. Surprisingly, not all topics were
downsampled. For instance, the /scan topic saw a frequency increase of 18%, a result
of SmartTestudo’s context-aware mechanism that raises the monitoring precision in
high-risk or dynamic zones. This selective amplification shows that the system does
not apply a blanket reduction strategy but instead makes nuanced, rule-based ad-
justments based on environmental context. Control-related topics such as /cmd  vel
experienced more modest reductions ( 30%), which aligns with expectations. These
topics require more consistent update rates to maintain responsiveness and safety,
especially in real-time control scenarios.

These findings support the hypothesis that rule-based adaptive monitoring in ROS
2 can significantly reduce data overhead without compromising system responsive-
ness or situational awareness. Compared to the general-purpose monitoring ap-
proaches built into ROS 2 where all topics are broadcast continuously at fixed
rates—SmartTestudo introduces a more granular and context-sensitive alternative.
This aligns with trends seen in recent literature. For example, Cheng et al. [12]
proposed a MAPE-K loop for runtime adaptation in autonomous vehicles, con-
firming the relevance of dynamic monitoring strategies. Similarly, Ichnowski et al.
[32] highlighted the problem of cloud and onboard resources being overwhelmed
by high-frequency data streams—SmartTestudo directly addresses this by reducing
such load at the source. Unlike static solutions or even more complex platforms like
FogROS2, SmartTestudo offers a lightweight and rule-driven mechanism that can be
integrated directly into the ROS 2 stack, without relying on offloading or extensive
infrastructure. This positions it as a practical middle ground between flexibility and
performance, especially in resource-constrained environments.

RQ3.2: What are the architectural strengths and limitations of applying
the proposed adaptive monitoring approach to ROS2 based CPS?

The particular architecture and approach of this artifact has been explained clearly
in the artifact section. SmartTestudo brings to the table a solution which combines
MAPE-K approach in close knit with rule customization with QUPER and math-
ematical optimization, all specified with a custom DSL. This composition results
in a powerful yet modular adaptive monitoring system. However, the architectural
design introduces both strengths and limitations.

The main strengths identified from the data gathered in the findings and the liter-
ature analyzed to similar approaches are the following:

Modularity and Maintainability: The MAPE-K loop ensures clear separation of
responsibilities: sensing the system state, analyzing conditions, planning rule appli-
cations, and executing adjustments. This modularity allows each phase to evolve
independently, which is crucial for iterative development and testing in CPS. Similar
approach has been used by Cheng et al. [12] in their EvoRally rover.

Rule-Based Customization with DSL for Usability: SmartTestudo’s DSL enables in-
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tuitive and expressive definition of rules governing topic behavior based on spatial
and contextual triggers. This makes it accessible to non-expert users or system in-
tegrators who may not wish to modify code. The rule files are human-readable and
decouple logic from implementation. This approach of using a DSL can be seen in
Section 2.10 and in the related work where similar use has been applied by River et
al. [70].

QUPER based Quality Trade-off Modeling: The QUPER model explained in Sec-
tion 3.6 applied in SmartTestudo supports structured reasoning about trade-offs
between quality attributes like resource usage and performance. This abstraction
helps guide users toward better balance between efficiency and system responsive-
ness. Using the GUI ADIRF Ruler tool, the user can specify the level of resources
and quality level that he wants to apply to different topics, allowing the optimizer
to take this weight into account.

Mathematical Optimization for Precision Tuning: The planning phase using the
ADIRF Ruler tool, allows the user to specify different weights and QUPER model
weights, this leverages optimization techniques to select the best parameter settings
given multiple constraints and goals. By providing such constraints such as total
bandwidth and frequency max values, this approach provides a data-driven way to
enforce optimal resource usage without degrading essential system observability.
Context Awareness through ROS2 Integration: The artifact adapts topic configura-
tions based on real-time robot position and task zones, offering fine-grained control
in dynamic environments like a warehouse. This enhances both performance and
resource conservation by focusing effort where it’s most needed.

However this artifact is not perfect, and can’t satisfy each and every edge case.
From the data gathered from the simulation and literature the following weakness
and limitations have been identified:

Static Knowledge and Rule Dependence: The Knowledge component relies on a fixed
zone map and pre-defined rules. While powerful, this limits flexibility in dynamic or
unknown environments where zone definitions may change or be unknown at run-
time. Being the artifact still in a young stage, the DSL is still up for modifications
and upgrades.

Complexity in Rule Management: As the number of topics, zones, and quality di-
mensions grows, managing the rule set may become error-prone or difficult to scale.
Conflicts or unintended interactions between rules are possible, especially in over-
lapping zones or edge conditions.

Optimization Overhead and Black-Box Nature: While optimization adds precision,
it introduces some runtime overhead and may obscure how decisions are made un-
less well-visualized. Users without optimization knowledge may find it hard to tune
weights or interpret results. In the current state of the artifact, applying the opti-
mizer with the way the QUPER models weights a balanced in, could lead to user
input error and may be harmful on this procedure.

Limaited Learning or Adaptation Beyond Rules: The current architecture lacks any
learning-based adaptation. All behaviors are explicitly specified in rules or derived
via optimization, meaning the system does not adapt or improve based on feedback

80



8. Discussion

or performance history over time. This limitation can be addressed in future work,
as such complex task can be achieved by a bigger development team [40] with more
resources in hand.

Having addressed the strengths and weaknesses of SmartTestudo, the main result
from this analysis is clear. The architectural design of SmartTestudo blends the
structured reasoning of MAPE-K with the expressiveness of QUPER based trade-
offs and precision from mathematical optimization, all specifiable within an accessi-
ble, rule-based DSL. This combination results in a flexible and extensible adaptive
monitoring system for ROS 2. However, it also introduces challenges in scalabil-
ity, runtime adaptation, and managing rule complexity. Future improvements could
focus on dynamic knowledge updates, conflict resolution mechanisms, and incorpo-
rating machine learning for better long-term adaptability.

8.2 Limitations

This research utilized the Gazebo simulator [59] to evaluate the performance of the
TurtleBot3 rover in various industrial scenarios with Adaptive Monitoring enabled.
However, certain factors introduce limitations that may affect the validity of the
results.

8.2.1 Threats to internal validity

The main antagonists to the internal validity of this research, are mainly regarding
the human factors, the TurtleBot3 Gazebo simulator, and the code base of ROS2.
Due to the nature of the architecture of the artifact, human factor is dependent on
the phase of writing the monitor parameters and context settings, these can pose a
threat by having a big impact on the performance of the adaptive monitoring.

The Gazebo simulator, while robust, does not fully replicate the physical and en-
vironmental conditions of the industrial scenario, which can leading to potential
inaccuracies in the data.

The limitations regarding the code base have been found and analyzed in Section 5.
These issues are still an open quenstion and gap in the development of ROS2 and
are seen as a constraint that can impact the performance of the artifact.

8.2.2 Threats to external validity

The threats to external validity are mainly regarding the findings of this research.
The threats identified are regarding context specific findings and the simulation en-
vironment.

This research focuses on applying this strategy on a proof of concept using the
ROS2 based CPS TurtleBot3. This decision can create a threat to external validity
by producing results that can be valid in this particular ROS2 based CPS. This
research is generic to the different ROS2 system, but to validate it furthermore the
adaptive monitoring should be installed on another ROS2 platform to be tested and
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evaluated.

By relying on the Gazebo simulator [59], this research’s findings are based on a
simulated environment rather than a physical system. This introduces certain lim-
itations, as external factors that exist in real-world industrial settings may not be
accurately replicated in simulation.

The Gazebo simulator does not fully capture real-world external influences such
as sensor noise, hardware degradation, or unexpected environmental changes. Ad-
ditionally, factors like battery performance over time, temperature variations, and
real-world wear-and-tear effects are not modeled in the simulation, potentially af-
fecting the applicability of the results to real systems.

The industrial scenarios tested in Gazebo may not encompass the full range of possi-
ble conditions encountered in real-world settings. Unexpected obstacles, and human
interactions could introduce challenges not accounted for in the simulation, limiting
the generalization of the findings.

While the adaptive monitoring system performs well in the tested scenarios, its
scalability to more complex environments, larger robotic fleets, or highly dynamic
settings remains uncertain. Performance may degrade when applied to multi-robot
systems or more demanding industrial applications.

The sensors modeled in Gazebo do not always fully replicate real-world sensor be-
havior. Noise levels, calibration drift, and hardware failures can affect perception
in ways that are not accurately reflected in the simulation, potentially leading to
overestimated system performance.

The study does not account for long-term operational challenges such as hardware
fatigue, software degradation, or changes in environmental conditions over extended
periods. In real-world deployments, these factors could influence the reliability and
effectiveness of the adaptive monitoring system.

8.2.3 Threats to construct validity

The main challenges identified regarding construct validity are two, measurement
accuracy and monitoring prioritization.

Measurement accuracy proves crucial in identifying the effectiveness of the adaptive
monitoring system, any inaccuracies or oversimplifications could affect the study’s
conclusions.

Monitoring prioritization is regarding the bias in the selection of what metrics need
to be adapted to reduce or increase the frequency, certain assumptions made in
data prioritization and monitoring strategies, such as the classification of "critical
data," may not align perfectly with real-world priorities, and need to be validated
by conducting interviews with experts.

8.2.4 Delimitations

This research is deliberately scoped as follows to maintain focus and feasibility.
Four delimitations have been identified for this research, simulator based, ROS2
TurtleBot3, literature scope and narrowed methodological approach.

This research is based on the Gazebo simulator and not involving the use of physical
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hardware to make tests on the artifact, this is a delimitation that proves critical to
the results.

The artifact is valid for all ROS2 applications but is limited as a proof of concept in
a TurtleBot3 environment simulator, this can be a limitation on the validity of the
results.

The literature review in this research centers on adaptive monitoring systems, utility
function design, and ROS2 architecture. Topics such as the detailed mechanical
design of the CPS or other industrial scenario contexts are excluded.

The last delimitation is regarding the narrowed methodological approach. While this
study introduces a framework for adaptive monitoring, it does not aim to create a
universally optimal solution but rather explores one possible approach to address
the problem.
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Conclusion

This chapter closes the research by presenting the main takeaways and unresolved
issues.

9.1 Takeaways

This thesis set out to investigate the current limitations of monitoring systems within
Cyber-Physical Systems (CPS), especially in the context of ROS2 based robotic plat-
forms. Through a structured literature review and architectural analysis, it became
evident that many existing monitoring approaches suffer from rigidity, lack of scala-
bility, and inefficient resource usage, particularly in bandwidth and topic frequency
regulation. In response to these findings, this research introduced SmartTestudo:
an adaptive monitoring artifact built upon the MAPE-K feedback loop architec-
ture, enhanced by rule-based contextual adaptation through a custom Domain Spe-
cific Language (DSL), and guided by trade-offs defined using the QUPER model
and mathematical optimization. Empirical evaluation via a Gazebo simulated ware-
house scenario using TurtleBot3 demonstrated the effectiveness of SmartTestudo
in reducing bandwidth usage and dynamically adjusting topic frequency based on
environmental context. The main highlights from the results show a clear band-
width reductions exceeding 80-90% on several key topics, a smart adaptation to
high-priority zones via frequency increases and a minimal intervention needed from
users, thanks to the DSL’s ease of use.

The research confirms that a structured and flexible monitoring approach driven by
MAPE-K, rule-based logic, and optimization can significantly improve monitoring
efficiency without compromising observability or responsiveness in ROS2 systems.
While the artifact shows promise, it also reveals limitations in rule scalability, dy-
namic adaptability, and knowledge generalization paving the way for further research
and future work.

9.2 Future Work

The results of this research highlighted the benefits of using an adaptive monitoring
system however it may not always be the optimal solution for the problem, some
fields may require a deep level of monitoring that can’t be achieved with this strat-
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egy.
This research still leaves some open challenges and some future work that could aim
to improve and validate the adaptive monitoring system presented in the artifact.
The main points being testing on other platforms, simulate in real environment, in-
terview experts, improve the requirement elicitation tool and evaluate different strate-
gies to understand the monitoring parameters. These points are the main wounds
left open by this research.

Regarding the SmartTestudo artifact, more work has to be put, as the adaptive
monitoring strategy has proven succesful, the proof of concept should go a level
deeper in the ROS and not be a meta-monitoring tool. New requirements should be
elicited and the impact on the CPU and computational power must be evaluated.
Regarding the ADIRF Ruler tool, experts opinion is needed to improve the current
design. A key part in designing a tool is interviews to understand the needs of
the monitoring engineer. Other points of interest for future development would be
analyzing the weaknesses identified in RQ3.

To address this future work a researcher can build on this research and following
design science research, structure it into different iterations.
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A

Appendix

A.1 ReqGenie requirement elicitation

As mentioned in the AI Use Statement section and explained in the Artifact Re-
quirement section, to perform the requirement elicitation phase, the tool ReqGenie
[25] has been used.

This link shows the conversation https://chatgpt.com/share/6823012a-8584-
8011-afed-976e35f4dd88.

A.2 ADIRF Ruler Tool Screenshots

ADIRF Ruler: Rule generator tool for SmartTestudo

Welcome to the ADIRF Ruler: Rule generator tool for SmartTestudo

To start click on "Create New Project” or open the documentation by clicking on the "Documentation” button.

CREATE NEW PROJECT CCONFIGURE TOPIC PARAMETERS DDOCUMENTATION

Figure A.1: ADIRF Tool Home screen.
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A. Appendix

< ADIRF Ruler: Topic Setup

Topic Msg Size (KB)  Unacceptable Marginal Acceptable Desirable Competitive Excessive
Jemd_vel 0.052 5 10 15 18 20 25
Jodom 072 10 15 20 25 30 35
o) 038 10 15 20 25 30 35
camera_info
Jcamera/
image_raw/ 420 5 10 15 20 20 35
compressed
feateta) 6220 2 5 10 15 20 25
image_raw
fimu 032 50 75 100 150 200 250
fjoint_state 012 2 4 6 8 10 15
Jsean 294 2 4 6 8 10 15
n 017 2 10 20 30 40 45

Total Bandwidth (KBps): 275000

SAVE TOPIC PARAMETERS

Figure A.2: ADIRF Tool Topic parameter setup for QUPER model OBI optimizer.
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project(9).dsl

begin

Figure A.3: Output from ADIRF Tool.

A.3 Findings Graphs
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Figure A.4: /scan Topic Frequency Analysis.
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Bandwidth: th3_scan.csv

Bandwidth: th3_scan_receive.csv
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Figure A.5: /scan Topic Bandwidth Analysis.
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Figure A.6: /camera/image raw/compressed Topic Frequency Analysis.
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Figure A.7:
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Figure A.9: /imu Topic Bandwidth Analysis.

IV




A. Appendix

Frequency Over Time (tb3_joint_states.csv)

Frequency Over Time (tb3 joint _states_receive.csv)
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Figure A.11: /joint_state Topic Bandwidth Analysis.
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Figure A.12: /tf Topic Frequency Analysis.
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Figure A.13: /tf Topic Bandwidth Analysis.



	List of Figures
	List of Tables
	List of Acronyms
	Introduction
	History of Cyber-Physical Systems
	Monitoring Systems
	Problem Description
	Purpose of the Study
	Research Questions
	Motivating Example
	Significance of the Study
	Implications for Research
	Implications for Practice

	AI Use Statement
	Thesis Outline

	Background
	Cyber-Physical Systems
	Adaptive Monitoring
	ROS and ROS2
	TurtleBot3
	TurtleBot3 Topics
	Gazebo
	RViz
	Rqt
	Rosbag2
	DSL
	Mathematical Optimization

	Related Work
	ROS/ROS2 in Industry
	Adaptive Monitoring in Software Engineering
	Challenges in Monitoring cps
	Monitoring Techniques Analysis
	MAPE-K
	QUPER Model
	Evaluating the cost-benefit tradeoff of monitoring

	Research Methodology
	Research Design
	Design Science

	Iteration Plan
	Iteration 1
	Data Collection
	Goals and Data Analysis

	Iteration 2
	Data Collection
	Goals and Data Analysis

	Iteration 3
	Data Collection
	Goals and Data Analysis


	Problem Identification
	Process
	Data Collection
	Data Analysis
	Papers analysis

	Common Issues Identified
	Artifact's Requirements
	Stakeholders
	Functional Requirements
	Non-Functional Requirements
	Prioritization
	Requirements considerations


	SmartTestudo
	Adaptive Monitoring Strategy
	ADIRF Ruler
	TextX ADIRF Model
	ADIRF Rule Tool GUI
	ADIRF Rules use case examples
	OBI Bandwidth Optimizer
	Consideration from mathematical models

	SmartTestudo
	Setup and Launch of SmartTestudo Package

	Rosbag visualizer
	Artifact Code Repositories

	Findings
	Data collection from simulator
	SmartTestudo configuration
	Warehouse environment
	Data collection

	Simulations Findings
	Data analysis from simulations
	Topics with Dynamic Frequency Adaptation
	Topics with Static Frequency
	Frequency analysis table
	Bandwidth analysis table

	Consideration of the Artifact from the Data


	Discussion
	Research questions
	RQ1: What are the current limitations in monitoring in ROS2 based CPS?
	RQ2: What potential solutions could mitigate the limitations of current monitoring approaches in ROS2 based CPS?
	RQ3: To what extent can the current limitations of monitoring approaches in ros2 based CPS be solved by the potential solutions?

	Limitations
	Threats to internal validity
	Threats to external validity
	Threats to construct validity
	Delimitations


	Conclusion
	Takeaways
	Future Work

	Bibliography
	Appendix
	ReqGenie requirement elicitation
	ADIRF Ruler Tool Screenshots
	Findings Graphs


