) UNIVERSITY OF GOTHENBURG

DATA

%
[« |
[« |
O
3
PHYSICAL ASSET INFORMATION DIGITAL TWIN

Digital Twins for Verification and Valida-
tion of CPS

Standardizing the Role of Requirements Engineering and Al
with Digital twins

Bachelor of Science Thesis in Software Engineering and Management

Ahmed Yasser
Axel Broberg

Department of Computer Science and Engineering
UNIVERSITY OF GOTHENBURG

CHALMERS UNIVERSITY OF TECHNOLOGY
Gothenburg, Sweden 2023



CHALMERS |

UNIVERSITY OF TECHNOLOGY

UNIVERSITY OF GOTHENBURG

The Author grants to University of Gothenburg and Chalmers University of Tech-
nology the non-exclusive right to publish the Work electronically and in a non-
commercial purpose make it accessible on the Internet.

The Author warrants that he/she is the author to the Work, and warrants that the
Work does not contain text, pictures or other material that violates copyright law.

The Author shall, when transferring the rights of the Work to a third party (for
example a publisher or a company), acknowledge the third party about this agree-
ment. If the Author has signed a copyright agreement with a third party regarding
the Work, the Author warrants hereby that he/she has obtained any necessary
permission from this third party to let University of Gothenburg and Chalmers Uni-
versity of Technology store the Work electronically and make it accessible on the
Internet.

Standardizing the Role of RE and AI with Digital twins: An Empirical
Study

© Ahmed Yasser, June, 2023.
© Axel Broberg, June, 2023.

Supervisor: Beatriz Cabrero-Daniel
Examiner: Richard Berntsson Svensson

University of Gothenburg

Chalmers University of Technology

Department of Computer Science and Engineering
SE-412 96 Goteborg

Sweden

Telephone + 46 (0)31-772 1000

[Figure caption: a simple overview of the transition between the physical to the
digital twin.]

Department of Computer Science and Engineering
UNIVERSITY OF GOTHENBURG

CHALMERS UNIVERSITY OF TECHNOLOGY
Gothenburg, Sweden 2023



Digital Twins for Verification and Validation of
CPS: Standardizing the Role of Requirements
Engineering and Al with Digital twins

1% Ahmed Yasser
University of Gothenburg
Software Engineering and Management BSc
Boras, Sweden
gusyasah @student.gu.se

Abstract—This paper proposes standardizing the usage and
practices of Digital Twins (DTs) for the seamless digital-to-
physical transition of Cyber-Physical Systems (CPS) to assure
their safety. It recommends adopting Artificial Intelligence (AI)
methods and following Requirements Engineering principles (RE)
for strong Verification and Validation (V&V) processes. DTs
offer numerous advantages in various industries, but there is
significant ambiguity over their definitions and meanings, leading
to a lack of knowledge about standards and best practices.
The research aims to identify potential areas for development
by examining current practices along with challenges encoun-
tered by practitioners via interviews when employing DTS with
CPS, and proposing better practices or guidelines for building
and maintaining DTs. This study can significantly elevate DT
adaptation in many work environments by preventing safety,
ethical or privacy gaps and ensuring successful performance
and widespread acceptability across various sectors with this
standardization step.

Index Terms—Digital Twin, Standardization, Practices, Al,
Requirements Engineering, CPS, V&V

I. INTRODUCTION
A. Background

Across a wide range of industries, including manufacturing,
security, construction, transportation, healthcare, and many
more, DT technology offers the potential to simplify the
maintenance of numerous products, save costs, and raise safety
standards [1] [2] [3]. Thanks to the rapid evolution in Al, the
Internet of Things, computational power, extended reality, and
other advanced innovations, these technologies are intertwined
with DT assisting the utilization of DT [4] [5].

Yet, there is significant ambiguity over the specific defini-
tions, terms and interpretation of DTs even in light of these
advantages. As there is a lack of knowledge on standards and
best practices for developing and managing DTs, it has been
difficult for sectors to effectively unlock the full potential of
DT technology and completely move beyond the realm of mere
buzzwords [6].

Researchers have shown the value of establishing uniform
standards for DT rules, as indicated in studies like [7] [8] [9]
[10]. However, the creation and implementation practices are
the key missing factor on how to effectively build and maintain
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DTs, which may aid the advancement of DT technology in
various industries [3].

B. Definition and Functionality

DT technology is an innovative way to create a virtual
counterpart of a cyber and physical asset or system since
it can track, simulate, and even sustain live physical assets
monitoring and maintaining their performance by virtually
modelling the physical entities. This leads to less downtime,
reduced maintenance cost, and improves the whole system’s
productivity and efficiency, making DT grow in popularity
across numerous amount of industries [11] [12] [13] [14].
Since the maintenance aspect for global industries can be very
expensive to deal with as mentioned by Mahmoodian et al. that
a total of 65% to 85% of the facility management costs are
spent on covering maintenance and better decision strategies
to optimize maintenance costs [15] [16].

Creating a virtual clone of genuine equipment, machine or
product, is done using DT technology that collects and inte-
grates bidirectional data from various sources such as sensors,
Internet of Things devices, computer-aided design models,
and other sources. For instance, in the manufacturing sector,
DT technology enables real-time performance monitoring and
analysis of general industrial products and machines [17] [18]
[19].

DTs are gaining popularity because they are critical in
ensuring the safety of objects, systems, or CPS. Since they give
a detailed and accurate virtual reproduction of the physical
entity that can be utilized to examine and test the system’s
behaviour in many circumstances. This enables engineers to
replicate real-world scenarios and discover possible risks or
malfunctions before or during the system deployment in the
real world, avoiding catastrophic failures that might result in
a false reading of data, property damage, cyber attacks, or
endangering other’s lives [20].

C. Challenges and Gaps

The environment and contextual factors that many indus-
tries like healthcare, aerospace, supply-chain, automation and
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construction have led to a diverse way of approaching the
implementation of DTs as was emphasized in prior studies.
Although there are already standards for DT implementation,
such as ISO and IEC guidelines, but these standards are not
just concerned with DT they focus on other fields ranging
from cybersecurity, automation, robotics, urban planning, etc.
Nevertheless, despite being there, these guidelines do not
sufficiently address the particular difficulties and demands of
DT implementation [21].

The field of DTs is still in its early stages, and there are still
many problems remain unresolved. Given the large diversity
of sectors and areas that use DTs, creating thorough and
standardized processes, particularly for DTs is a challenging
task. However, it is important to work toward developing such
standards and practices. Standardized guidelines would give
various domains a base upon which to design and implement
DTs, enabling them to then carve their development road
according to their specific needs [22] [23] [24].

Emergent modifications or foreign factors may appear dur-
ing DTs’ development process, but a basic plan is essential
to guide and direct the chaos [25]. It is crucial to follow a
set of rules and regulations to guarantee early successful per-
formance and widespread acceptability across various sectors,
particularly concerning safety and security precautions.

Thus, a transparent guideline must be followed by any
DT program in order to minimize ethical, privacy, safety or
unforeseen gaps not being cleared out correctly, since Al
data can always be treated as a double-edged sword [26], as
highlighted by many studies such as Helbing et al. mentioning
that ethical and privacy issues may escalate from immature DT
development, possibly even life-threatening issues, “However,
there are further ethical issues. For example, it is conceivable
that the social or medical status of people would be measured
and used to determine access rights to services, care, jobs, or
facilities. This could cause new kinds of discrimination.” [27].

D. Research Goal and Objectives

The issue that this research seeks to solve is the absence of
industry general standards for integrating DTs to CPS or any
other system with special highlight in the V&V layer [28] [29].
In order to identify potential areas for development in general,
the goal of this study is to initially analyze existing practices
along with the obstacles faced by practitioners in their industry
work, when they are employing DTs in their system life cycle,
by conducting interviews. Recommending better practices or
guidelines for integrating DTs with RE principles, that can
be widely adopted by industries. By doing this analysis, the
research may be able to develop industry standards for creating
DTs, which will eventually benefit society as a whole by
enhancing the effectiveness, caliber, and dependability of CPS.

DTs virtually mimic physical systems, and their require-
ments are highly dependent on the physical system they are
simulating, the accuracy and reliability of the DT depend on
how well the physical system is modelled, as well as how
accurate the input data is. Hence, the standards for a DT must
consider not only the software aspects but also the physical
aspects, and data exchange, the RE concepts can be the
building blocks for better inclusive utilization of DTs, leading
to more accurate and trustworthy implementation methods,
which is a critical first step toward potentially overcoming
this hurdle of unclarity surrounding DT applications [30].

Standardized techniques for DT development can benefit
any system’s V&V process (as well as re-validation and re-
verification processes in later refinement phases repetitively)
since having guidelines or layers through your development
and maintenance will result in going through proper safety
and authenticating DT steps, leading to stronger utilization of
DT, hence enabling virtual monitoring, and the optimization of
CPS better. By leveraging DT, companies can create a digital
clone of any of their systems and use it to simulate various
scenarios and test the system’s behaviour. Consequently aiding



in the identification of possible difficulties and the overall
functioning of the system, which can lead to more strong
safety measures, the use of DT technology can improve the
reliability of the V&V process, resulting in improved system
performance, higher safety, and cost savings [31] [30] [32]
[33].

Software engineers are responsible for planning, creating,
developing, and maintaining software systems like DTs, they
play a critical leading role in the whole development of DTs
since they are the ones who turn the conceptual design into
a fully working system as seen in Figure 1. As a software
engineer’s skill set must guarantee the correctness, depend-
ability, and adaptability of the DT, this reinforces the purpose
of the technology in industries. Characterizing DTs in depth
about their role, practice, and requirements might be useful to
software engineers since it emphasizes the value of following
standardized procedures [34], which will help them come up
with a shared understanding of the life cycle of DTs.

The findings of this study can significantly contribute to the
development of DT technology within an industrial context by
providing potential guidelines and best practices for software
engineers. In addition, valuable insights can be gained by
examining lessons learned from related fields such as computer
science, architecture, machine engineering, and data science.
These lessons offer a broader perspective on the definition,
usage, advantages and limitations of current DT in different
stages.

By exploring the experiences and practices in these fields,
software engineers can acquire knowledge about existing
methodologies, challenges, and successful approaches that are
relevant to the standardization efforts for DTs. This broader
field’s understanding enables us to make well-informed deci-
sions and optimize DT guidelines for various purposes, includ-
ing planning, verification, validation, prediction, simulation,
and maintenance.

Conclusively, the outcomes of our study on the standardiza-
tion of DTs have practical implications not only for software
engineers but also for professionals in other intertwined fields.
These insights can be instrumental in enhancing the precision,
adaptability, and usability of DT technologies. Therefore, our
research offers valuable contributions to the advancement and
widespread adoption of DTs in diverse industries and experts.

This thesis paper is structured in the following order:
Section II talks about related work, Section III dives into
the research methodology applied, the research questions, and
threats to validity, while Section IV presents the results of
our study. Section V highlights the discussion of the results,
suggestions and further research possibilities. Finally, the
conclusion of the research is within Section VI.

II. RELATED WORK

This section moves on to discuss the related work of our
thesis scope and relevance to the research questions given in
the Research Methodology section, which will provide the
background and context for the research problem of many
industry transformations with DT technology. By discussing

the current state of DT technology in the industry, we will
establish an overview of the technology challenges, implemen-
tation, and use cases, along with how to overcome the current
hindering obstacles with DTs.

A. State-of-the-art and Current use cases of DT

According to Eleftheriou et al. DT technology, research
interests have been skyrocketing due to its valuable benefits in
many scenarios, by the time of their research in 2021 the pa-
pers count exceeded 1000 in “IEEE Xplore” and “ScienceDi-
rect” databases [35], which has been steadily increasing until
the time of our research reaching over 2000 research papers
including “Digital twin” term in “IEEE Xplore” database alone
as you can see from Table I (the numbers are limited since
IEEE Xplore allows the top 2000 results only, meaning there
were more papers about DT).

TABLE I
DESCRIPTIVE STATISTICS OF IEEE XPLORE DATABASE CONTAINING
DIGITAL TWIN

Valid Missing
Document Title 2000 0
Authors 2000 0
License 1853 147
PDF Link 2000 0

In line with [11], DT technology usage has been sig-
nificantly improving efficiency and productivity in various
industries with systems and CPS, such as manufacturing,
energy, and healthcare. For instance, Tesla (the producer of
electric and autonomous vehicles) has a digital simulation of
every car model they manufactured, letting their company Al
detect breakdowns and malfunctions that may happen so the
owner would go to the car services for repairment, which
reduces the costs of the company’s service overall [36] [37]
[38].

NVIDIA the producer of dedicated computer graphics and
Al development, also announced their new project using DTs
to make a copy of Earth “NVIDIA Earth 2” similar to the
notion of smart cities and urban usage with DT but on a
significantly wider scale, using a specific platform that can
create interactive Al simulations in real-time that are physics-
informed to accurately reflect the real world, accelerating
simulations and design optimization workflows. It enables re-
searchers to model complex systems, such as extreme weather
events, with higher speed and accuracy when compared to
previous Al models [39], showing how important it is to
have a clear vision of your practices, which enables better
findings. As NVIDIA found their own standardized practices
that harness AI neural network concepts allowing them to
enhance DT capabilities with a common ground line.

Another common example is a DT integrated with smart
cars in the field of Intelligent Transport Systems having an
accurate reading of its model components and sensors to avoid
false or delayed maintenance notifications [40].



B. Current practices

The majority of research studies on the topic of DTs tend
to focus on the vagueness of the current frameworks and
standards in use and recommend different strategies for imple-
menting and maintaining DTs. But, these multiple suggested
practices may not fully address the core aspects of RE to reach
a higher level of V&V, hence less safe and incomprehensible
products.

For instance, the framework technique for the production
and upkeep of DTs is the major topic of the article “A
Requirements Driven Digital Twin Framework™ [1]. In order
to fulfil important criteria like real-time data processing,
scalability, and maintainability, the authors propose a baseline
of minimal framework specifications, suggesting the usage of
Object Oriented (O-O) concepts like their class specification
outlines the standard output metric(s), quality-of-output met-
ric(s), application range, and shared behaviour of all DTs
included in the class. The DT hierarchy outlines the many
ways that the DT structure, services, and behaviour may
be aggregated, shared, or otherwise, inherited to distinguish
between different DT classes or instances, and more related
to O-O principles. This proposed framework has not been yet
tested or implemented in real-life settings to develop DTs.

Another example is predictive and prescriptive practices,
which can employ data or model-driven approaches to forecast
maintenance, and provide the biggest potential in current
digitization trends. According to our literature review, only
predictive maintenance methods have been studied in the in-
dustry sectors with successful outcomes, but no other methods
have been tested [15].

ISO, the International Organization for Standardization,
provides various standards in many applications, systems,
and domains, including DTs. For instance, ISO 27001, ISO
21448, ISO 19650-1:2018, ISO 34501, and ISO/PAS 21448
are all focused on vehicle transportation and digitization
of information with relevance to DTs. Nevertheless, ISO
23247:2020, ISO 23247-2:2021, ISO 22133, and ISO 26262
are the most relevant to DTs as they provide requirements
for implementing cybersecurity measures in road vehicles and
a common vocabulary and concepts related to DTs in the
context of manufacturing, respectively. Most of these standards
emphasize the importance of verification and validation in
ensuring the safety and effectiveness of cybersecurity and DT
implementations [41] [21] [42] [43].

These standards specify guidelines for DT deployment in
the context of autonomous manufacturing only, such as the
necessity to develop verification and validation methods to as-
sure the correctness and efficacy of DT models. The standards
specify the exact activities that must be completed during the
verification and validation process, such as testing, calibration,
and data analysis. The standards, however, do not provide
explicit instructions on how to complete the verification and
validation activities, nor does it provide a formal validation
methodology [21] [42].

Furthermore, ISO 23247:2020 and ISO 23247-2:2021 stan-

dards provide verification and validation criteria for au-
tonomous purposes, they do not give extensive instructions on
how to carry out these duties with DTs and are not explicitly
generalized for other domains for general use architecture.

Currently, there is an immaturity of standardizing and
communicating practices for the creation and maintenance
of DTs in many companies and they tend to make their
own methodologies [44]. To address this issue, it may be
helpful to generalize existing RE processes to the DT context.
Consequently, innovative ideas and solutions, such as those
proposed by NVIDIA, may become more feasible and practical
for wider use in the industry.

To enhance the effectiveness of maintenance strategies and
current practices, the use of DTs structure needs to be more
clear to identify key elements leading to an improved practice
to adhere to, then DT communication across industries and
common understanding around DT can be achieved. Hence the
importance of RE giving a detailed maintenance procedure to
follow along the process, complementing the other study [15]
that mentions that a standard framework is needed to support
the whole process of DTs integration with cyber and physical
systems.

C. Standardization

One study [3] provides a detailed overview of the current
standardization efforts and guidelines for DT technology in
the industry and how they are being adopted by different
industries, with better integration.

Industry adoption of DT technology has been supported by
special procedures designed to meet certain objectives. Several
studies [45] [22] [46] [47] have shown that this self-centred
strategy may ignore crucial planning components, leading to
a DT V&V process that is inadequate. To guarantee that
DTs satisfy both functional and non-functional needs, it is
imperative to adhere to established standards by RE. As a
result, enabling automated testing and discovering mistakes
or abnormalities more effectively, Al may also significantly
improve the V&V process of DTs. Decreasing mistakes and
raising the degree of V&V can enhance the dependability and
safety level of DTs [33].

In summary, from multiple discussions on DT research, de-
velopment, and application, the authors stress the significance
of consolidation of practices. A technological improvement as
well as the creation of solid initial practices and requirements
are necessary to accomplish standardization [30]. The primary
objective of our study is to set up basic guidelines that can
be generalized across various industries, leading to stronger
iterative V&V levels in the process of implementing and
maintaining DTs with CPS.

III. RESEARCH METHODOLOGY

A. Research Questions

To achieve the objectives of this research, the following
research questions will be addressed:
e RQ1: What are the current DT practices, advantages,
and use cases?



— RQ1.1: What are the main obstacles that need to be
resolved in the context of DTs?

e RQ2: How does DT technology contribute to the verifi-
cation and validation process of cyber-physical systems?

— RQ2.1: In what ways can Requirements Engineering
and artificial intelligence enhance the re-validation
and re-verification of DTs?

e RQ3: How can Requirements Engineering for DTs and
artificial intelligence for DTs be standardized to improve
the seamless verification and validation of cyber-physical
systems?

— RQ3.1: How can these standards facilitate the re-
validation and re-verification process of DTs in
cyber-physical systems?

RQ1 has greatly contributed to achieving the overall re-
search objective of the thesis, which is to standardize the role
of RE and AI in the V&V process of CPS using DTs.

Knowing the current DT practices, challenges, and use
cases has provided valuable insights for standardization ef-
forts. By understanding the best practices and state-of-the-
art approaches in DT development, we have identified key
elements that are considered beneficial in organizations’ DT
implementation. This knowledge has informed the develop-
ment of guidelines for the role of RE and Al in the V&V
process of CPS using DTs.

Furthermore, understanding the challenges associated with
DTs in the V&V process of CPS has been crucial. It has
provided us with a clear understanding of the hurdles and
limitations that need to be addressed for standardization.
By identifying these challenges, we can propose fixes and
solutions to target these areas, ensuring that the role of RE
and Al in the V&V process of CPS using DTs is effective
and standardized.

Exploring current use cases of DTs has also been instrumen-
tal in achieving the research objective. By studying how or-
ganizations validate their products using DTs, we have gained
insights into the most significant V&V solutions employed
in practice. These insights have guided the development of
guidelines for better and seamless V&V of CPS using DTs,
incorporating the successful strategies and techniques observed
in real-world use cases.

RQ2 and RQ3 focused on the broader topics of V&V in
the context of CPS and DTs. These research questions aim
to understand the overall contribution of DT technology (its
role with V&V) and how RE and Al can be standardized to
improve the V&V process.

Additionally,RQ2.1 and RQ3.1 particularly highlight re-
verification and re-validation. These sub-questions delve into
the iterative processes that occur after the initial V&V activi-
ties have taken place. Since the V&V process is not a one-time
activity but an ongoing effort, re-verification and re-validation
are constantly essential. Also, RQ2.1 and RQ3.1 focus on
understanding how RE and AI can enhance these recursive
processes and how standards can facilitate re-validation and
re-verification in the context of DTs in CPS.

By tackling these research questions, the thesis aims to
provide a comprehensive understanding of the current prac-
tices, challenges, and use cases of DTs, while also proposing
guidelines and standards for the effective integration of RE
and Al with DTs for better products.

B. Research methodology to be used

For this study, we have chosen interviews as our primary
methodology to examine the application of DT technology in
the context of various industries. This research methodology
was selected due to its flexibility which allows us to collect
both qualitative and quantitative data from experts in the
domain, acquiring greater knowledge of the actual elements
considered with the DT applications.

Furthermore, interviews allow us to grasp more reliable
insight into the current characteristics and points of view
of DTs practitioners, since the interview nature of being
conducted face to face, makes it easier to gain in-depth,
personalized and flexible results about our topic to see what
elements affect the creation and maintenance of DTs, with the
possibility in asking to follow up questions to understand and
find patterns or themes in their responses [48]. Since our study
is an exploratory study these approaches fit better to review
relevant studies and then explore openings in those studies
for better comprehensive outcomes with DTs, keeping all our
collected data in a reflexive journal for better clearance and
keeping track of everything.

To gain the preparation and background general knowledge
about the current state of the DT, we gathered preliminary
information through a non-systematic literature review, using
“Digital twin” as the key term in academic databases and
journals such as Google Scholar, and IEEE Xplore during
this research. Snowballing papers of significance to our scope
allows us to see the present gaps in the field, in-depth
information on standardization efforts, current best practices,
use cases, and needs for DTs.

A literature review was conducted as part of this study
because it offers a thorough and organized overview of the
current material. Due to a large amount of literature, for our
purposes, it is crucial to have an overview of recent research
that narrows the scope of DT technology, a subject that is fast
developing with no clear track. So it ensures that we have a
thorough overview of the state of knowledge on the subject,
enabling us to make judgemental decisions and support our
findings.

If there was time, we would have conducted a survey at the
end of this study but it was decided to be left to future work,
to validate our assumptions, hypothesis and recommendation,
which will lead to a more decisive conclusion about the DT
state, along with what should be done for a better-substantiated
transition from the physical to the DT.

The survey was considered (not applied), because it is
very simple and cost-efficient to be managed, leading to a
larger amount of data possible in a short time, as well as
the versatility this method offers in terms of collecting both
quantitative and qualitative data for better results with the open
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and close-ended questions. Also, the natural structure survey
ensures that every participant has the same set of questions
making it easy to analyze the answers, finally, the anonymity
option allows the candidates to respond with no bias or fear
[49]. The whole research process can be briefly summarized
as seen in Figure 2.

1) Data collection: The data collection for this thesis
consists of different data sources (literature, interview tran-
scripts, and validation interview) throughout the research. This
created data triangulation, thus strengthening the validity of
our findings, with this gathered data.

Online interviews were used to gather the primary data with
important stakeholders, including project managers, engineers,
architects, designers, researchers, and technicians engaged
in the adoption of DT technology. The choice to conduct
interviews online was made for two key factors: the potential
to collect more varied data from applicants outside of Sweden
and the improved efficiency of doing so. We were able to
contact applicants from other countries by adopting the online
approach, which allowed us to collect a wider diversity of
opinions and experiences. Moreover, conducting interviews
online streamlined the process, conserving time and resources
compared to in-person interviews.

We took various precautions to guarantee that the online
interview setting and practices were equal to face-to-face
interviews. First, we informed candidates precisely about the
online interview procedure, including the platform to be uti-
lized and any special instructions. We planned the interviews
for a specified date and time, taking into account time zone
variations. Candidates were given technical setup instruc-
tions to ensure their equipment was correctly configured. We
stressed the necessity of choosing an appropriate, distraction-
free environment.

Furthermore, the interviews were done using a semi-
structured interview guide that was created based on the
research questions; the questions were simple, non-leading,
and effectively written to gather the required data, along
with follow-up questions within the interviews for open-ended

questions.

The focused target population were mainly practitioners
with expertise in the domain of DTs from various companies
that use this technology worldwide for instance in supply-
chain, urbanization, automation, manufacturing, health and
real-time simulation work sectors. The participants were se-
lected through our academic supervisor and LinkedIn-targeted
users who have availability to participate in the interviews. We
have prepared preliminary interview questions seen in Table
V. Due to generalizability and feasibility reasons, the subjects
of our interviews were based on convenience sampling done
by our academic supervisor and ourselves to pick willing par-
ticipants within the found participants through our supervisor
and LinkedIn DT teams.

Beforehand, we conducted an online pilot interview with a
software engineering expert within the DT domain of manu-
facturing and CPS, following the exact same steps we plan to
follow with our coming interviewees, for the sake of testing
our interview structure and to make sure our questions are
clear and suit our purpose as well, which was successful with
no identified flaws. In addition, interview participants received
a guideline and formalities description in the same week of
their booked session to explain the purpose, where, how, and
consent, making sure they are fully aware of the interview
structure.

The interviews were divided into three sections: an intro-
duction, a set of questions, and a summary of the purpose,
where interviewers explain the interview procedure and re-
quest permission to record the session during the introduction.
The interview questions segment had sections on introduction,
current usage, practices, and areas of improvement with DT
after sections on background questions. The interviewee was
reminded of the recording’s data handling protocol, any po-
tential follow-up questions, and how the data is saved and
anonymized during the conclusion, to note on the follow-up
questions vary based on the participant’s area of expertise and
their responses, to gather more flexible input. The timeline



for our interview sessions was between two sessions, the first
round was in April 2023 and the second round was in May
2023, conducting an approximately one-hour-long interview
each.

The types of open and close-ended interview questions
allow us to gather both quantitative and qualitative data to
guarantee high-quality findings about DTs. The online inter-
view questions we used can be found within Table V. The
interview instrument is constructed based on the identified
gaps and potential areas to unfold from the non-systematic
literature review we conducted.

To validate our primary data, we kept the last two par-
ticipants from our interview list to be used as “validation
interviews”, those participant’s roles were Software Engineer
and Project Manager.

2) Data analysis: A mix of qualitative and quantitative
analysis approaches was used to assess the interview to offer a
thorough understanding of DT technology. We identify themes
and patterns that emerge from the coded data, aggregating
them to gain comprehensive results fitting our exploratory type
of study.

The general approach to data analysis was a hypothesis-
generating strategy because it enables us to investigate novel
hypotheses and create plausible explanations for results that
have been gathered.

Thematic analysis was used to analyze the qualitative type
of questions from the interviews. This method of analysis
was selected, since it allows us to find patterns and themes
in data, revealing information about the viewpoints and ex-
periences of participants. We use Microsoft Teams to record
the interviews with clear interviewee permission, we got a
prepared authorization email to use for the consent approval
with our participants beforehand. Also, we make use of the
auto transcription option of Microsoft Teams to transcribe for
additional data analysis.

To be more specific on which approach we adhered with
our thematic analysis, it is the six-step process introduced by
Braun and Clarke, which is a common approach that many
different types of researchers use since it is a very versatile
method that can deal with a wide range of qualitative data, it is
a systematic technique which helps in analyzing, uncovering
themes and patterns in the data gathered, also helps in avoiding
the confirmation bias threat, mainly used for the sake of
exploring the current status of a topic, seeking participants
knowledge and experience to extract new ideas revolving their
frequent answers [50].

Those six steps are 1) Familiarising yourself with the
dataset: Both researchers read and re-read the data obtained
(transcripts) and the interview structure together. 2) Open
coding: In this phase again both of us coded the entire
transcripts, to avoid any conflicts in the selection of codes, so
the open coding approach allowed us both to identify and an-
alyze useful themes and patterns. 3) Generating initial themes:
Consequently, after coding the data from the transcripts, we
transferred the codes that were deemed relevant to Lucidspark
as shapes and repetitively searched for themes, during this
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phase emerged themes and sub-themes were revealed. 4) De-
veloping and reviewing themes: Once we got the initial themes
present, we started categorizing and reviewing the validity of
the themes, then labelling them. 5) Refining, defining and
naming themes: At this stage, we started giving the themes
and the sub-themes better explanatory names to represent the
data. After four iterations going through stages 3-5, we reached
theme saturation. 6) Writing up: At the final step, we produce
the thematic map from all the results we have so far.

For the examination of the quantifiable type of questions,
statistical analysis is our tool, since it aids the development
of relationships, testing of hypotheses, comprehension of the
size of impacts, decision-making, and is used to find common
outcomes from the quantitative analysis, making use of Mean,
Standard Error (SE), and Standard deviation (SD). Since they
effectively evaluate the importance of correlations between
variables or groups around the development of DTs, test
hypotheses, and conclude the population from the dispersed
sample data. Using JASP free open-source statistical analysis
tool and Microsoft Forms tool to convey the data [51].

C. Limitations

Limitations of this study included any type of threats to the
validity of our conducted method.

Construct validity: Because of how the questions were
constructed, it was possible that the interviewees can re-
spond to a question in a manner other than how the writ-
ers intended. Furthermore, any potential misunderstanding of
the terms/meanings was possible by both researchers and
practitioners. Thus we utilized overlapping questions in the
interview process in order to manage this risk and identify any
misconceptions, also having the interview in a semi-structured
format to allow for follow-up questions and clarification to be
given.

Additionally, we used a range of data sources, including
validation interviews with key stakeholders, with a wide range
of open and close-ended questions, While also looking for
feedback from the participants and additional subject-matter
authorities to validate the legitimacy and correctness of the
inferences made from the data. The last step was to connect
each interview question to a specific research question, ensur-
ing the objective of each question.

External validity: To minimize researchers’ bias and
strengthen reliability, we maintained a reflexive journal to
record our thoughts and reflections during the data collection
and analysis process. Generalizability is an external main
threat since the nature of the interview may be biased to-
ward just one company (limited context). To mitigate that
we aimed for a varied range of people, not from the same
company with diverse roles, having different backgrounds.
Also, through the literature review we investigated in detail
the similarities of other companies using DTs to the ones we
interviewed, resulting in an analytical generalization hence the
guideline suggested was based on a comprehensive multiple
data source’s results.
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Considering bias threats, we ensured the selected partici-
pants are diverse in terms of work experience, current role
and educational background concerning the DT application as
shown in Table II. To address the lack of standardization, we
illustrated a full description of the study background, including
the specific manufacturing practices and DT technologies
used by our interview population in our results analysis. The
researchers also look for parallels and differences between the
subject’s responses that have utilized DT technology to provide
a wider perspective on the data.

Internal validity: The investigation’s most relevant inter-
nal threat was assuring the questions asked were the same
throughout all of the other interviews since any variations in
the question’s structures or wording may lead to a different
interpretation, keeping in mind the situational follow-up ques-
tions. To decrease the risk to internal validity, we made sure
that our interview is semi-structured for the sake of better
transparency, and that the original questions were consistent.

IV. RESULTS

In this section, the results of the interview conducted
with DT stakeholders will be presented. The study aimed
to investigate the experiences and difficulties encountered by
different companies and their experts in the field, to gain
a deeper understanding of the elements that contribute to
the effective application of DT technology in an industrial
environment. The data collected allowed for the gathering of
both quantitative and qualitative data to ensure high-quality
findings about DTs.

It is worth noting that throughout the research process,
we shared part of the raw data (relevant questions) collected
from the interviews with another student team at Gothenburg
University. The other team, though interested in DT and using
a similar data collection procedure, had quite a different scope.
This was done to gather as much raw input as possible
and collaborate among ourselves. However, it is important to
state that the entire analysis, mapping, and results produced
were done independently without any involvement from other
researchers than us. This approach was taken to ensure the
integrity of the research findings and can serve as a helpful
guide for future studies that follow similar steps.

20 total replies (51 per cent response rate) were received
out of 39 summed interview requests, with 6 replies from the
collaborative research team.

A. Qualitative data

1) Thematic outcome: We had hit theme saturation after
four code rounds. The following are the outcomes of the
themes that emerged: 6 primary themes, 35 high-level sub-
themes and 68 low-level sub-themes. Figure 9 represents the
complete theme map in the Appendix. A brief description of
the main themes can be seen in Table III

From the resulting Thematic Map, we can observe patterns
in practitioners around DT’s current understanding, uses cases,
advantages, standards, obstacles and the empty rooms that can
be improved regarding principles and guidelines.
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TABLE 11
20 INTERVIEW PARTICIPANTS

Amount Roles Experience in Years
2 Embedded Developer 4-6
2 CEO (DT-related company) 3-6
3 Software Engineer 3-5
2 Project Manager 5-7
2 Data Engineer 4-10
3 Cyber-Security Expert 4-6
3 Machine Engineer 5-9
2 Software Architect 4-7
1 PhD Researcher 4
TABLE III
MAIN THEMES
Theme Description
Definition Highlighting DT current definitions, terms and how
DT it is interpreted
Advantages Benefits DT have brought to our participant’s fields
Use Cases How DT is being currently used
DT
Frameworks Guidelines/Standards/Practices being adhered with
the current development of DT
Obstacles The hindering pumps DT is facing within its use-
cases
RE & AI How can RE & Al assist the creation and implemen-

Contribution  tation of DT, as well as combining it with standards

and recommendations

B. Quantitative data

1) Statistical outcome: The statistics for each quantitative
question are shown in Table IV, and the quantitative questions
can be found in Table V. Notably, the table shows that
majority of the questions had mean replies that were rather
high, this indicates most of the participants generally agreed
with the corresponding statements/questions or had good views
(unanimous) about them.

Question 9 asked the participant how much on a scale of
1 to 5 that DTs have increased the output and efficiency in
their industry. A lower mean response for question 9 indicates
that participants believe there is still untapped potential for
DTs to significantly improve output and efficiency within
their industries, hence DT efficiency boost is not reached yet.
Consequently, we will provide a brief basis for this conclusion
to better understand the participants’ perspectives.

The participant’s perception of the efficiency increase af-
forded by DTs was low as seen in the qualitative data acquired
from the interviews, with the follow-up reasoning questions
they usually highlighted how unclear their definition and
guideline about DT.

This observation also supports the finding that there is still



a gap impeding the full usage of DTs, which is connected to
the maturity level of DTs, as mentioned previously. Taking
multiple questions (Q10, Q8, Q6, Q9) into consideration it
complemented the obstacle that there is still a gap hindering
the potential of unlocking the full utilization of DT, which is
the maturity level of DT that is later discussed in the results
below. The high standard deviation of question 9 suggests that
the effect of DTs on productivity and efficiency differs across
various industries, with some displaying significantly larger
alterations while others experience more substantial benefits
depending on their maturity level (understanding, standards,
and structure) with DT.

TABLE IV
QUANTITATIVE STATISTICS

N  Mean  Std. Deviation  Std. Error
Q2 20  3.700 0.979 0.219
Q5.1 20 4.500 0.688 0.154
Q52 20 3.500 1.147 0.256
Q53 20 3.800 1.005 0.225
Q54 20 3.800 1.005 0.225
Q9 20  2.800 1.281 0.287
Ql1 20  4.300 0.733 0.164
Q21 20 4.350 0.671 0.150
Q22 20  4.250 0.716 0.160
Q23 20  4.500 0.607 0.136
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C. Answers to Research Questions

“Digital Twin is used in many sectors in our case, for
example, we are using it in telecom, smart building and
smart cities” - Participant 3
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“Digital Twins gives us the ability to visualize and
monitor various systems and projects effectively. In our
case, we have specifically applied Digital Twins to supply
chain and automation, enabling us to monitor and track
the status of their environments constantly.” - Participant
12

The participants have pointed out that DT is being uti-
lized in numerous domains including smart cities, telecom,
automation, supply chain, healthcare, and construction sites.
DT provides the advantage of easily tracking, testing and
monitoring the status of any system or CPS virtually with
real-time updates. The digital approach enhances the safety
and maintenance of the end product, resulting in cost-efficient
systems, reduced downtime, improved performance, and in-
creased security.

RQ1: What are the current DT practices, advantages,
and use cases?

Based on the interview findings, the current practices
of DT technology include creating virtual models of
physical systems and CPS with real-time data for the
sake of simulations, monitoring, maintenance, and virtu-
alization. The advantages of DTs include reducing overall
operational and maintenance costs as well as improving
system efficiency since it enhances the decision-making,
safety, verification and reliability of the system with its
DT. The current use cases of DT technology include
building construction, automation, healthcare, twin cities,
supply chains, urban planning, and sensors.




“Our greatest challenge with the Digital Twin lies in es-
tablishing bidirectional data flow, enabling the integration
of diverse data sources, as well as security and safety
aspect behind the technology” - Participant 16

“I think standards are good, but they are also a challenge.
I would say Digital Twin’s current benefits depend on the
company’s maturity with the technology.” - Participant 2

From our participant’s answer patterns, they mainly high-
lighted how uncertain and incomplete the DT field is at the
moment, and if DT is implemented correctly the potential can
be limitless since the correlation and validity of the tool is
hindered by the lack of standards.

“I think Digital Twin advantages will outweigh its neg-
ative consequences in the future since AI, IoT and
standards will be dramatically changing” - Participant
7

The constant verification and validation process when im-
plementing DT with physical and CPS, will lower any draw-
backs for instance, ethical, security and data outbreaks, which
any RE principles offer in its agile iterative approach. Fur-
thermore, participants acknowledged the significance of being
agile and having a common ground during the development
of DT for better overall management.

RQI1.1: What are the main obstacles that need to be
resolved in the context of DTs?

According to the interview results, there are several ob-
stacles hindering the full utilization of DT. These include
uncertain definitions and interpretations of DT, occasional
inaccuracies in real-time bidirectional data exchange, and
the absence of standards that teams or companies can
rely on. The absence of standards snowballs the other
gaps since with no standards or common ground the
whole development of DT stages would miss crucial
practices, making the system more fragile and vulnerable
to cyber-attacks and unsafe outcomes, without V&V
checkups. The current state of DT implementation is
characterized by an emerging chaos of practices and self-
made methodologies, making it challenging to oversee
every stage of the development process effectively.

“Comparing the fidelity of the model and environment
surrounding the Digital Twin with its real-world coun-
terpart simplifies the assessment process, helping us
determine its effectiveness.” - Participant 17

DT can offer accurate real-time simulation and traceability
factors with its physical twin, allowing experts to validate the
system’s behaviour before or during its deployment virtually
with DT, which can also be seen in our Figure 3.
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RQ2: How does DT technology contribute to the
verification and validation process of cyber-physical
systems?

According to the findings of this study, DT technology
can significantly contribute to the V&V of CPS. DT
technology allows engineers and researchers to simulate
multiple scenarios and evaluate the system’s behaviour
under various situations by constructing a digital dupli-
cate of the actual system and continually updating it with
real-time data.

The application of DT technology in the V&V process
can bring many benefits, including safety, cost savings,
risk reduction, reduced downtime, and increased testing
efficiency and accuracy. Since it provides a common
platform for sharing and optimizing data, ideas, and
analysis before and during deployment, DT technology
may also help diverse teams participating in the V&V
process collaborate more effectively.

“Requirements for Digital Twin holds significant impor-
tance as it provides an ideal platform at the beginning of
a project to follow practices and assess outcomes without
dedicating excessive time and resources to developing an
actual model.” - Participant 8

“This is a key component of it, you should not go
into building Digital Twin without having requirement
or architectural stages being laid out.” - Participant 5

“Al has a key role with the whole development of
Digital Twin, it acts as the intelligence of our system” -
Participant 9

As presented in previous works about how incomplete
current standards are with a narrow focus on the development
of DT, ignoring crucial components during the whole operation
with DT [45] [46].

Therefore, RE principles can fill the gap and provide stages
to constantly verify and authenticate the system, often called
re-verification and re-validation. Al offers the ability to detect
potential errors and leads to predictive maintenance with its
decision-making algorithms. RE and AI importance can also
be seen in our Figures 5 and 6, where participants highlighted
the role of RE and Al in supporting DT.

RQ2.1: In what ways can Requirements Engineering
and artificial intelligence enhance the revalidation and
re-verification of DTs?

Our findings suggest that RE can play an important
role in improving DT re-validation and re-verification by
ensuring that the DTs are aligned with the requirements
of stakeholders. This includes the iterative approach of




defining, assessing, documenting, and verifying (being
repetitive here means re-verifying) the DT requirements
and making sure that they fulfil the demands of the stake-
holders. Furthermore, RE can assist in identifying gaps
and discrepancies in the requirements, which can then
be resolved prior to the revalidation and re-verification
process.

Furthermore, Al solutions can improve DT revalidation
and re-verification by allowing automated examination of
DT data and detection of possible faults or abnormalities.
Al approaches, like machine learning and deep learning,
can be utilized to create prediction models and anomaly
detection systems that can detect anomalous behaviour in
DTs. This can aid in the early detection and resolution of
errors, eliminating the need for significant re-validation
and re-verification.

So combining RE structure with Al can lead to more
effective DT re-validation and re-verification hence posi-
tively affecting it’s physical twin. The discovery of gaps
and inconsistencies in requirements may be automated by
introducing Al tools into the RE process, decreasing the
time and effort necessary for manual analysis. Similarly,
by utilizing RE to verify that the Al models are produced
in accordance with the needs of the stakeholders, the
efficacy of the Al models in boosting the re-validation
and re-verification of DTs may be increased.

“We have no specific standards with Digital Twin, we use
standards of other technologies and tools, then combine
it with our own framework.” - Participant 8

“I believe Requirements Engineering will play a role in
having better standards with Digital Twin” - Participant
7

A common theme that emerged throughout our intervie-
wee’s responses is the no standards that are being commu-
nicated to companies, hence every company tends to make
their own set of practices and definitions similar to other
preliminary research results [6]. However, the clear majority of
the participants’ answers illustrated that RE (eliciting require-
ments, maintaining design and development stages) and Al
(decision-making, traceability, explainability) principles can
help standardise DT leading to safer and better-performing
systems, which can be seen in Figure 6 and Figure 5.

RQ3: How can Requirements Engineering for DTs and
artificial intelligence for DTs be standardized to improve
the seamless verification and validation of cyber-physical
systems?

Our research findings indicate the standardization of
RE and AI for DTs has the potential to considerably
enhance the verification and validation of CPS since key
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obstacles that came out, get resolved by the RE normal
process, where you have multiple phases to plan, analyze,
develop, validate and iterate constantly to emerge with
better solutions.

We discovered that standardizing RE can increase the
consistency and completeness of DT requirements. Stake-
holders may communicate effectively and reduce miscon-
ceptions during the development process by adopting a
standard language and framework for requirements. This
guarantees that the DT correctly represents the real-world
system, which is necessary for successful verification and
validation.

Then by guaranteeing that the Al is explainable and
the algorithms utilized are trustworthy, accurate, and
consistent, standardization of Al practices may increase
the quality of the DT. This may be accomplished by
setting rules for the selection, creation, and assessment
of Al models, as well as specifying performance and
reliability requirements.

“But there is one issue everyone is building digital twins
with their own framework, with their own language,
with their own methodology, I think this is a big issue.
Interoperability between digital twins is a big hurdle
making it hard to authenticate the system process over
time.” - Participant 4

The interviewees emphasize the role of standards in simpli-
fying the (re-)validation and (re-)verification process, adhering
to standards ensures consistency, compatibility and interoper-
ability across different components and systems. Moreover,
standards provide a framework for evaluating key aspects
such as system value, safety, performance, reliability, and
security, which are critical for ensuring the effectiveness of
DTs’ transition to or from physical twins, this finding is inline
with earlier studies about the significance and role of standards
in industries [7] [8] [47].

RQ3.1: How can these standards facilitate the re-
validation and re-verification process of DTs in
cyber-physical systems?

The results of the interview indicate that the re-
validation and re-verification of DTs are critical in the
context of CPS to ensure their continuous correctness
and efficacy. Standards can help to speed up this process
by providing a consistent structure for designing and
validating DTs.

Standards can help with the re-validation and re-
verification of DTs by assuring uniformity in the design
and development of DTs across various teams and or-
ganizations. This can assist to reduce data mistakes and
inconsistencies and guarantee that the DTs are depend-
able and accurate.

Standards can also aid in the development of a consis-
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tent language and knowledge of DT needs and expecta-
tions, which can then be used to drive the re-validation
and re-verification process. This can assist in ensuring
that all stakeholders are on the same page and that the
DTs fulfil the relevant standards and regulations.
Furthermore, standards can give recommendations and
best practices for testing and assessing DTs, which can
assist to guarantee a rigorous and complete re-validation
and re-verification procedure. This can aid in identifying
and correcting any mistakes or inconsistencies in the DTs
before they are employed in the cyber-physical system.

V. DISCUSSION
A. Discussing Results

The insights from the conducted interviews on the topic of
DT technology pointed out the difficulties and improvements
that can potentially help many different companies with DT.
A clear and consistent structure is required across teams
and companies in order to fully realize the potential of DT
technology, which will improve the efficiency, security, and
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Proposed DT guidelines briefly (RQ 1.1 & RQ2.1 & RQ3).

utility of CPS and other physical systems [30]. This is possible
by combining principles from RE and Al, which may help
create standard criteria for building and managing DTs.

The responses to our research questions indicated that no
stable standard framework is in use for DTs as a whole;
instead, internal best practices and scattered standards that
are used in other contexts are followed to develop DTs, and
they are mostly not focused on DT, which aligns to what was
mentioned in previous studies [9] [10] [21].

Nevertheless, according to the interviewees and lessons
learnt from their different backgrounds with DT, a uniform
framework would boost DT’s flexibility even more, highlight-
ing essential criteria such as real-time integration, and model-
based, agile and data-driven solutions, this standardization
process would have a positive snowball effect on the majority
of the other obstacles according to the interview responses.
Consequently, effective practices for verifying and validating
DTs may include regularly planning, analyzing, implementing,
validating, and iterating similar to the RE procedures. As



well as making sure the guideline covers data-driven, model-
based, user-centred, context-awareness, system engineering
and behavioural aspects altogether, since from our interview
data and the reviewed literature we found that the practices or
standards being followed only focus on one of those aspects
not combining them, similar to prior studies mentioning the
importance of having a full comprehensive standard [3] [30]
[22].

B. Recommended Guideline

We present a comprehensive guideline to improve the
successful implementation of DT technology in industrial
contexts based on insights gained through interviews with DT
stakeholders and the study of qualitative and quantitative data.

Our recommended method is a seven-stage guideline that
contains best practices and practical examples for each level
of the DT creation and maintenance process. This guideline
adheres to RE concepts, which play an important role in
simplifying comprehension and boosting flexibility. It has the
ability to serve as a common platform for the development
of DT, promoting uniformity and understanding among stake-
holders.

Figure 7 shows a high-level overview of the seven steps,
whereas Figure 8 in the Appendix depicts a more thorough ver-
sion of the guideline. By adhering to this paradigm, businesses
may provide a solid basis for organized and agile DT adoption.
Furthermore, because RE principles are iterative and adaptive,
the guideline offers flexibility to accommodate developing
practices and modifications. Each domain that implements DT
may tailor the guideline to their individual needs, guaranteeing
a comprehensive evaluation of each building component and
attaining the best possible results from DT implementation.

C. Future work

Experimental Validation of the Guideline: A survey, case
study, or experiment to test the usefulness of the recommended
DT guideline would give significant information. This study
may include getting opinions from experts in the sector and
utilizing the guidelines in the planning and development of
DTs inside an organization. The flow and components of the
guideline may be analyzed by reviewing the outcomes and
evaluating their influence. This will aid in identifying any
possible flaws or places for improvement, hence increasing
the guideline’s general efficacy.

Integrating New Technologies and Tools: It is critical to
investigate how developing technologies and tools might affect
the development of DTs and their accompanying guidelines.
With improvements in Al, machine learning, and data ana-
Iytics, it is critical to study how these technologies might be
used to improve DT development processes. Research might
concentrate on developing novel techniques, frameworks, or
algorithms that can be implemented into the guidelines to
increase the efficiency, accuracy, and adaptability of DTs. Fur-
thermore, investigating the potential influence of technologies
such as blockchain, cloud and edge computing on DTs might
provide useful insights for future advancement.
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VI. CONCLUSION

The goal of our research was to investigate industry-wide
standards and current practices for using DT technology. The
interviews conducted were done to better understand the actual
challenges in implementing DT technology in an industrial set-
ting (uncertainty, standards, validation, correlation, and secu-
rity). In order to give both qualitative and quantitative insights,
the study includes interviewing stakeholders and collecting
secondary files data. The results indicate that there isn’t a
reliable industry standard for DT techniques and most of the
current companies tend to craft their own methodology with
great outcomes for their industry such as reduced maintenance
costs along with simplicity in tracking their system.

However, a shared understanding and clear standards are
required to make it easier for any organization to adapt
and improve their usage of DT with no gaps in production,
so companies can communicate with each other and have
a consensus view around DT standards, hence a suggested
practice was provided, our approach focuses on RE principles
with clear Al role in the development and maintenance of DT.
The flexibility of DT models in many sectors may be increased
by using a common framework according to our observation
of the participant’s responses, making it simpler to integrate
with other systems. The development of the new systems and
CPS is aided by DT technology, which can benefit companies
and result in safer, less time, and money-consuming product
development.
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VII. APPENDIX

ACRONYMS

Artificial Intelligence (AI) is a technology that enables ma-
chines to carry out activities that would typically need human
intellect. These activities are countless for instance translating
languages to autonomously driving automobiles.

Cyber-physical systems (CPS) are devices that mix physical
and digital parts to carry out a given function. To coordinate
their behaviours, they may interact with other systems and
perceive changes in the physical world and react to them. To
increase performance and efficiency, CPS is applied in a vari-
ety of applications including driverless cars, smart buildings,
and medical equipment.

Digital twin (DT) is a virtual replica of a physical object
or system that allows for real-time monitoring, analysis, and
control of the corresponding physical counterpart.

Extended Reality (XR) is a word that groups many tech-
nologies, with the aim of integrating digital and physical en-
vironments, creating a better experience and display compared
to normal 2D. XR consist of Virtual Reality (VR), which
completely immerses the user in a simulated environment, and
Augmented Reality (AR), which overlays digital content onto
the real world..

Industry 4.0 (I4.0) is a term used to describe the current trend
of automation and data exchange in manufacturing and other
industries.

Verification and validation (V&V) are separate processes
that are used in tandem to examine whether a good, service, or
system complies with standards and specifications and serves
its intended purpose. They make up a quality management
system’s essential elements.
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TABLE V
INTERVIEW QUESTIONS

Q RQ Question

1 Background What is your current role or profession?

2 Background From 1 (still studying/recently graduated) to 5 (expert in the field), what is your level
of expertise in your field (according to your own perception)?

Background During most of your career, have you been working in the industry or academia?

4 Background From your experience, which internal and external stakeholders contribute and benefit
from Digital Twin?

5 Background How familiar are you with these technologies?

6 1 In your words, what is a Digital Twin, and how does it differ from traditional modelling
(for instance 2D) and simulation techniques?

7 1 Can you provide some examples of how DT technology is currently used in your
industry?

8 1 What current Digital Twin practices do you or your company use? Also what advantages
have Digital Twins brought to the company?

9 1.1/3.1 How much do you think Digital Twins have increased the output and efficiency in your
industry, on a scale of 1 to 5?

10 1.1 What are the most pressing challenges and obstacles that need to be addressed to utilize
Digital Twin technology fully?

11 2 To what extent can the use of Digital Twins in Verification and Validation processes
enhance the safety and reliability of Cyber-Physical Systems? (1 the least, 5 the most)

12 2 How can Digital Twins be utilized for re-verification of the safety and functionality
of real twins over time constantly? Additionally, what are your thoughts on the
effectiveness of predictive maintenance?

13 2.1 Can Requirements Engineering and Artificial Intelligence enhance continuous safety
and reliability of Digital Twins integration with Cyber-Physical Systems? If yes How?

14 2 How can Digital Twins be used within Verification and Validation to enhance the safety
and reliability of Cyber-Physical Systems?

15 2/3.1 What methods and metrics do you employ to assess the verification and re-verification
level of a Digital Twin for a Cyber-Physical System?

16 3 What are some other technologies or concepts that are relevant to the development of
Digital Twin technology?

17 3 What elements play the biggest roles in the effective creation and use of your
organization’s Digital Twin framework?

18 3.1 What Validating and Verifying Standards or Practices does your company use for
transitioning between Digital Twin to Physical Twin?

19 3.1 Can you provide some examples that you use of practices or standards (guidelines) for
integrating Requirements Engineering or Artificial Intelligence with Digital Twins?

20 3 Can the standardization of Requirements Engineering principles and Artificial Intelli-
gence for Digital Twins improve the seamless Verification and Validation of Cyber-
Physical Systems? and Why?

21 3 On a scale of 1 to 5, how significant do you believe the impact of having a standardized
framework or guideline to follow would be on the development and maintenance of
Digital Twins?

22 3 To what extent does Requirements Engineering play a significant role, on a scale of 1
to 5, in the creation and implementation of your company’s Digital Twin framework?

23 3 To what extent does Artificial Intelligence play a significant role, on a scale of 1 to 5,

in creating and implementing your company’s Digital Twin framework?
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