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Abstract

Blockchain has been studied extensively in the literature regarding its plausible ap-
plication on a series of fields. In the same line, the application of Blockchain for
public electoral processes has begun to be a matter of study in recent years. However,
to our knowledge, most of the existing literature is dominated by what we have de-
cided to call “ad-hoc” proposed solutions with the focus on a specific country, geog-
raphy, or jurisdiction; so far without any successful cases being documented until
the time this thesis was submitted (August 2023).

This thesis reviews the mentioned literature and claims possible requirements and
motivations that electoral authorities might have, to get Blockchain implemented
into their electoral processes, have not been correctly nor fully addressed. On the
other hand, we propose a more comprehensive view in the attempt implementing
Blockchain for electoral processes, starting with a less rigid initial problem setting.
Instead, the problem setting can be defined parallelly while searching for plausible
solutions. Therefore, the so-called “Need-Solution Pairing” approach from VVon Hip-
pel & Von Krogh (2016) was chosen as a basis for this means. Furthermore, we
conducted this thesis selecting the research from Suddaby et al. (2017) about “Legit-
imacy” as lens; with the aim to find out how the different functional, social, and
cultural relationships could influence the adoption of a new technology -in this case
Blockchain- in a process subject of public scrutiny and with a high demand of trans-
parency, such as elections.

Besides the mentioned approach and lens, in Section 2 an extensive overview of the
relevant literature regarding the evolution of the Blockchain technology and its adop-
tion studies across as series of fields, with a stress on e-voting, is provided. Addi-
tionally, in section 4 the Data Collection was performed by carrying out interviews
among three different profiles of interviewees classified as: Electoral Officials (Or-
ganizers of the elections), Researchers (Academicians who have conducted studies
about Blockchain regarding e-voting) and Practitioners (Industry Professionals in the
Development of Digital Solutions). This triangle of perspectives was chosen with the
intention to show that the adoption of a new technology, or the digitalization of a
traditional paper-based process (such as elections in Sweden), implies much more
than technical feasibility evaluations, rather; such implementation should be pre-
studied and navigated through a wider range of views, going from legal, organiza-
tional, and technical aspects and challenges.
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1 Introduction

This Master thesis looks implementation of Blockchain for public electoral processes
in Sweden under the framework of the European Blockchain in Government
(BLING) project (further information about BLING project in Section 4). This work
will contextualize the reader- especially the one with no previous Blockchain
knowledge- by exploring a series of study and proposed implementation cases in the
literature around the world and the lessons learned from them. While the application
of Blockchain for elections remains ambiguous from the problem definition i.e., a
proper definition of the adopter’s (either a physical person or an organization) need
itself is missing across the analyzed literature. Instead, as mentioned in the Abstract,
most of the analyzed literature is dominated by proposed solutions for specific geo-
graphical boundaries (countries or jurisdictions). Additionally, none of the analyzed
research papers has included guidelines that could be used by Blockchain adopters
in other regions of the world.

Due to the decentralized nature of Blockchain ( Full explanation in Section 2), as
well as to the own characteristics of any given electoral process; we aim to provide
a more holistic view to this matter based on two constructs: 1) The so-called “Need-
Solution Pairing” proposed by Von Hippel & Von Krogh (2016) as approach for
problem definition, as well as through 2) the lens of “Legitimacy” proposed by
Suddaby et al. (2017).

Since its introduction in 2008, Blockchain technology and its applications have been
a matter of study in a series of fields, not only limited to financial transactions or the
cryptocurrencies, such as Bitcoin, but in logistics, healthcare, supply chain and prop-
erty rights among others (Sanka et al., 2021), counting with success cases in most of
these fields in a dozen of countries. Though, for E-voting purposes and to our
knowledge, there are no concrete documented success cases so far.

Different locations and jurisdictions as well as sizes and scopes of election follow
different requirements, the main required characteristics on every election are uni-
versal i.e., secret voting, transparent processing, as well as prompt-accurate auditable
reporting results (Langwagen, 2018). In the literature about legitimacy (DiMaggio
& Powell, 1983) when considering political matters, the concept relates to the per-



-ception of what is perceived as appropriate and the need for public opinion to see
this need satisfied. This is where the proposed need-solution pairing approach comes
into scene, since again, in the mentioned ad-hoc Blockchain solutions proposed in
the literature for specific geographies a proper general problem (need) definition as
well as a list of universal considerations and implementation guidelines, are still
missing by the time this thesis was written.

Therefore, our claim is that in order to match the dynamics of multiple and diverse
electoral processes with the basic characteristics of the Blockchain technology, it is
necessary to go two-steps back in the literature in order to generate a more general-
ized set of guidelines that contains the minimal characteristics a Blockchain applica-
tion must include in order to be implemented for such purposes. Therefore, our aim
is that any implementation attempt or eventually success case would not only benefit
one but multiple possible adopters.

Along with the selected need-solution pairing approach (Von Hippel & Von Krogh
2016), the lens of legitimacy is the other side of the cornerstone of this thesis. The
lens of legitimacy evaluates the behavioral aspects of decision-making processes as
well as having the ability to apply its 3 dimensions proposed by Suddaby et al. (2017)
for the means of our thesis: 1) Legitimacy as property (as something that can be
possessed and owned), 2) Legitimacy as process (as an ongoing, dynamic negotiation
condition), and 3) Legitimacy as perception (which includes peoples evaluation re-
inforcing the process dimension) that focuses on making judgements based on the
socio-cognitive level. Legitimacy was also chosen due to its relevance as concept in
the literature (DiMaggio & Powell, 1983) when studying organizational evolution
and its richness in dimensions, matching the purpose of this thesis while providing a
extensive solution-case for the reader. The theoretical construct of legitimacy
(Suddaby et al., 2017), together with the framework of need-solution pairing (Von
Hippel & Von Krogh 2016), led us to the formulation of additional research ques-
tions stated as follows:

RQ1: What role can Blockchain play in improving legitimacy on a public election
process?

RQ2: Which are the matching pairs between the need landscape (legitimacy) and
solution landscape (blockchain) in the implementation of Blockchain for elections,
if any?



While this thesis intends to contribute to the Swedish case as part of the Blockchain
in Government (BLING) project in collaboration with The County Administrative
Board of Skane, it could be the base to extrapolate the findings and learned lessons
to broader spheres, allowing us to properly define and limit the general problem as
stated on the presented research questions. In addition to our research questions, we
considered it important to define and provide main aspects to consider prior to an
implementation of Blockchain in electoral processes, as research goal.

Finally, the combination of legitimacy as lens and the need-solution paring as frame-
work in this thesis will introduce the reader to a commonly used technique nowadays
in modern product management for technology applications also referred by Von
Hippel & Von Krogh (2016): Agile Software Development.



2 Related Research

In the scientific literature a few examples of Blockchain technology applications can
be found in different fields, not only to cryptocurrencies or electoral processes. In
this section we will cover some of the relevant previous papers to use Blockchain for
elections in different geographies. The vast majority of the consulted and found lit-
erature presents, as mentioned in the introduction, ad-hoc solution attempts that have
not materialized to practical implementation.

On an influential paper called “A survey of breakthrough in blockchain technology:
Adoptions, applications, challenges and future research” (Sanka et al., 2021) a group
of based Hong Kong researchers explained how Blockchain technology has gotten
more attention and adoptions in various countries and companies throughout the
globe. Fields of applications include finance, healthcare, supply chain, insurance,
registry, the internet of things and elections. Despite counting with a set of advanta-
geous features in terms of transparency and immutability, joined to its decentralized
nature, Blockchain still presents the symptoms of an infant technology materialized
in challenges in security, privacy, and scalability among others. Rather than focusing
on a specific application of the technology, Sanka et al. (2021) stressed on the overall
state of the art of Blockchain, its developments and adoption non-related to crypto-
currencies or financial transactions.

Aside the fame gained on cryptocurrencies, Blockchain has as well followed the pur-
pose to mitigate inefficiencies, speed up transactions, optimize costs, while contrib-
uting to transparency, auditability, efficiency, and security in several application
fields. While its potential benefits have been addressed in the literature (Huang et al.,
2021), challenges of different nature such as scalability and legal regulations are still
inherent to this technology according to Sanka et al. (2021). The authors also em-
phasized the big concentration of Blockchain published papers mostly around
Bitcoin, security, and Internet of Things (1oT) (More information about Bitcoin his-
tory in Appendix 2).

In a known paper from researchers of the California Institute of Technology as well
as from the Lausanne University in Switzerland, Alvarez et al. (2009) were precur-
sors on analysing the possibilities that Blockchain could bring up when combining
it with another governmental digital initiative, the digital e-ldentity. As if the com-
bination of both topics was not already interesting enough, what was more surprising



for us was the battlefield of the study: Estonia. The influential paper is called “In-
ternet voting in comparative perspective: the case of Estonia” and starts describing
the small Baltic country as one of the most advanced in the world in terms of imple-
menting e-ldentity systems across its citizens for a variety of purposes. The paper
narrates how Estonians started using remote E-voting already back in 2005 during
the country's general elections, making the experience of Estonia “...very revealing,
in which voting in local and national elections through the use of the Estonian iden-
tity card via the Internet is the right of any voter” (Alvarez et al., 2009) Even if the
experiment already comprehended 2% of the voters, this online voting experience
opened a precedent using such a technology for legally binding digital general elec-
tions. Alvarez et al. (2009) concluded that the insertion of Blockchain, if conducted
properly, could boost the use of E-voting in previously studied jurisdictions” cases.

Another paper called “Trustworthy electronic voting using adjusted blockchain tech-
nology” (Shahzad & Crowcroft, 2019) explored the potential of Blockchain in the
context of a highly populated emerging country: Pakistan. The authors emphasized
the Distributed Ledger characteristics of Blockchain as technology and its possibili-
ties on adding additional layers i.e., PoP (Proof of person, see Appendix 3 - Glossary)
The combination of layers allows for different levels of assurance while obliges that
any corruption attempt would need to cover all existing possibilities of hacking
within the technological spectrum, a nearly impossible task. The paper by Shahzad
& Crowcroft (2019) also addressed some of the main differences between private
and public versions of the Blockchain technology, while additionally highlighted not
a technical but rather a crucial behavioral factor: Trust.

” All is about who you trust” (Shahzad & Crowcroft, 2019) this quote from the au-
thors stated that if a public election would be run on a Public permissionless (Defi-
nition in Section 2.1.2) version of Blockchain (as in Bitcoin), that would make all
the issued votes fully visible rather than anonymous, leaving the use of a Private
Blockchain version as the only plausible option for these purposes. While deanony-
mization for the means of coercion and fraud reduction can be considered as the main
goal of the paper for the Pakistani context, one of the authors, Crowcroft; also com-
mented about the different reality of his home country, the United Kingdom. The
main difference between the UK and the Pakistan cases is that, in the European na-
tion, due to the high levels of Trust that the population has in their electoral authori-
ties, there would be no reason for a system as Blockchain to be considered for elec-
toral processes.



2.1 What is Blockchain?

2.1.1 Definition and Characteristics of Blockchain

Blockchain became a widespread term in the literature, it has been often defined in
different ways highlighting the characteristics that the authors of the respective arti-
cles are interested in about this technology. For the means of this master thesis, the
distributed ledger character and the absence of a central authority are 2 main aspects
to deal with (since an election is traditionally organized by a centralized authority
and transactions are not public), therefore we picked the following definition offered
by Sanka et al. (2021):

“Blockchain is a distributed database (ledger) consisting of inter-connected blocks

of data protected by cryptographic concepts against tampering. Blockchain works

without a central authority and is managed using the consensus of its network par-
ticipanzs ” (Sanka et al., 2021)

Blockchain as technology is characterized by multiple features, however, for the pur-
poses of analyzing its plausible impact on conducting a public election we considered
2 main characteristics as primordial. The first one relates to preserving the integrity
of the data, which is allowed by its so-called “node-base” feature:

“.... Each node in a blockchain network has a copy of the Blockchain (full node) or

depends on full nodes for the Blockchain data (lightweight node). Blockchain data

continuously grows as new blocks are added. Once added.... Each block in block-

chain contains the hash of the previous block for tamper-proof protection and data

integrity (immutability). The hash of the block changes when any data in the block
is modified” (Sanka et al., 2021)

The second characteristic relates to allowance for verification while preserving the
cumulated data i.e., it is a cumulative information block system:

“The transaction data contains all the transactions in the block. Genesis block is
the first block in a blockchain and has no previous block hash. All blocks can be
traced to the genesis block for verification” (Sanka et al., 2021)



Under which scenario does Blockchain come to the scene?

Blockchain is mostly meant to be used where data is to be shared and there are mul-
tiple writers to the ledger, having little or no trust (Cserny & Nemeslaki, 2018)
among them. The signed transaction is then broadcasted to the Blockchain peer-to-
peer network for verification and addition into the Blockchain. A miner or a validator
node, the new block is broadcasted to the network for further verification and ac-
ceptance.

The decentralized nature of Blockchain (lacking a central controlling authority)
therefore acquires relevance in terms of this thesis since, while it provides visibility
and transparency to multi-participants processes (Shahzad & Crowcroft, 2019) while
at the same time goes in contradiction to the traditional set up of organizing public
elections i.e., are centrally controlled and results are kept secret until the polls close
at a predefined hour and results began being reported.

21.2 How many Blockchains are out there?

Due to the diversification of fields of Blockchain applications, Blockchain is classi-
fied into public, private, and consortium blockchains (Sanka et al., 2021)

Table 1
Comparing the three types of Blockchain provided by Sanka et al. (2021)

Blockchain classifications
Public Blockchain “A Public Blockchain is permissionless,
hence anyone can join the network,
read, or write and participate in its con-
sensus with full right without prior per-
mission. Public Blockchains are fully
decentralized, however, they are vul-
nerable to privacy issues, selfish min-
ing, and 51% of the cyber-attacks.
Bitcoin and Ethereum are the most
prominent Public Blockchains ”.

Private Blockchain “A private Blockchain is permissioned,
that is, users are required to be author-
ized to join the network. The authorized
users are known and can read or write




as well as validate transactions. Nor-
mally, a Private Blockchain is used for
business process automation in a single
organization with sub-divided depart-
ments that can act as Blockchain
nodes.”

Consortium Blockchain “A Consortium Blockchain is also per-
missioned and stands between the Pub-
lic and the Private Blockchains. Con-
sortium Blockchains are used by inde-
pendent organizations sharing infor-
mation with little or no trust. Only pre-
selected nodes (validators) ”

What kind of consensus does Blockchain use to comply with different actors’ in-
terests?

A consensus protocol in Blockchain is a general agreement (rules) followed by the
Blockchain nodes to synchronize the network, maintain, and update the Blockchain
ledger, while the consensus protocol describes how new blocks are created (Sanka
etal., 2021).

Blockchain has distinctive features that have made it recognizable, a main one is its
distributed ledger (Piazza et al., 2017) i.e., a combination of enabling users of a net-
work to “consume” peer-to-peer digital transactions and at the same time monitoring
changes in the ledger in real time.

Blockchain-based systems have developed throughout the years, and this has perme-
ated the development of new E-voting systems. One of the ad-hoc solutions in liter-
ature was proposed by Abuirdris et al. (2021), where the authors addressed the so-
called “classical consensus” method of Blockchain. The main message of the article
was that a Blockchain system should always include the Proof-of-Work (see Appen-
dix 3 - Glossary) feature while the authors solutions include the addition of a PSC-
Chain i.e., composed of Proof -of-Concept (see Appendix 3 - Glossary) and Proof-
of-Stake (see Appendix 3 - Glossary). This “hybrid” approach, as the authors name
it, intends to reinforce security while claims to enhancing a desirable generative char-
acteristic of digital based systems: Scalability.



2.1.3 What are the claimed benefits of Blockchain present in the litera-
ture?

Blockchain has had ups and downs in its journey to popularization. While it has had
its times of hype and great curiosity around it, skepticism towards the plausibility of
its application in different fields and discredit towards its reliability and security fea-
tures have also appeared on the path of Blockchain (Sanka et al., 2021).

On the positive side, Blockchain has also gained backing from a few governments
due to its unique characteristics. For example, the UK government office of science
endorsed Blockchain’s capabilities to secure data records, reduce operational costs,
and provide transparency in transactions (Sanka et al., 2021).

Claimed benefits of Blockchain provided by Sanka et al. (2021)

Decentralized nature: Blockchain dispenses with central authorities and intermedi-
aries, thus becoming more suitable for trustless systems. Blockchain allows systems
to be autonomous and free from the risks of intermediaries and central authorities.
However, private Blockchains may be partially or fully centralized but still benefit
from the other features of Blockchain.

Cost saving: Using Blockchain comes with huge cost savings as costs associated
with intermediary systems are saved. This is one of the reasons why some, for ex-
ample the banking industry started to show interest in Blockchain in the first place.

Transparency: Blockchain allows us to visualize the full history of transactions in-
curred to all the participants in the process and not only to the controllers™ of it.

Immutability: Blockchain is built upon stored blocks of information containing all
the preview transactions visible to all the participants in the process, making the cre-
ation of a new block dependent on previous registered information, therefore inhib-
iting manipulation, and alternations.

The main fields of application where Blockchain has been studied for in the literature
are cryptocurrencies, supply chain management, healthcare, smart contracts, and fi-
nancial services as shown in the Figure as provided by Abuirdris et al. (2021).



Figure 1. Blockchain-Based Applications
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2.2 Main Applications of Blockchain for Electoral Pur-
poses

After conscious review of the available literature referring to Blockchain in the con-
text of electoral processes, we have located three areas (Digital Identity Manage-
ment, Voting, and Legal) as the most applied.

Digital Identity Legitimation: Traditional identity Legitimation (passports, 1D
cards, etc.) is subject to vulnerability due to the possibility of physical loss and iden-
tity theft. Blockchain would enable to manage identities autonomously and securely,
even in the absence of a central authority. Blockchain in combination with zero-
knowledge proof (see Appendix 3 - Glossary) would also reinforce identity verifica-
tion.

Voting: Traditional paper-based voting is not perceived as homogeneously transpar-
ent across different geographies and jurisdictions, being the developing countries the
most pointed out to experience difficulties, either due to logistical, systematical or
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corruption issues. Blockchain could add the transparency element craved by its elec-
toral authorities and probably moreover, by its citizens. There are records indicating
that Blockchain based E-voting has been, until today, tested in a series of countries
(16 to be precise) around the globe (Sanka et al., 2021).

Legal: Blockchain automatically executes the contract agreements when input infor-
mation requirements are met while enabling smart contracts” security and conven-
ience. Smart contracts are used on Blockchain and can be intended to be used by
businesses, governments, organizations, and even the public (Piazza et al., 2017).

Sanka et al. (2021) provided a list of countries that have implemented Blockchain to
several other areas including land registration, secure trading, healthcare, trade in-
voice fraud protection, cryptocurrency, public contract, and bidding. Furthermore,
Sanka et al. (2021) mentioned the cases of Japan and South Korea as precursors in
the use of Blockchain for electoral processes. But more importantly, they highlighted
(non-considering or designing for) the scalability, usability as well as the lack of
understanding of Blockchain by interested potential adopters as the main threats to
be considered as causing adoption failures.

2.3 Blockchain Literature on E-voting: Ad-hoc Solu-
tion Cases

This last sub-section describes various solution-implementation cases around the
world. The following cases are included in order to provide case-context in the pre-
vious research section, while clarifying for the reader what previous efforts have
taken place. As stated in the abstract, as to our knowledge, we have not found any
successful cases of Blockchain implementation regarding national elections.

Different experiences about electronic voting have been accumulated in a few coun-
tries of the world. Particularly, voting using the Internet was applied in some cantons
in Switzerland as well as in many other countries like the United States (USA), Ja-
pan, India, and Finland (Sanka et al., 2021). However, some cases have gone beyond
in their efforts, like in Denmark and Norway (Gebhardt & Bull, 2012) where full
digital ID systems have been successfully developed and in the case of Norway ex-
periments linked to voting have been already conducted. In principle, it would be
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quite tempting to make a comparison with Sweden, a country that has established a
universal digital ID system for several matters via the so-called “Bank ID” but that
has not managed to implement it for electoral purposes. Furthermore, countries like
Russia have studied the implementation of Blockchain for consulting people regard-
ing referendums or government initiatives (Amelin et al., 2019). For example, in
December 2017 the Russian government integrated Blockchain in its “Active Citi-
zen” E-voting platform to allow citizens to take part in taking decisions on the city
management and urban transformation. Additionally, the government of the city of
Moscow disclosed in August 2018 its plan to use a Blockchain-based system, with
the goal to upload applications for trading plots allocations by thousands of farmers
for the Moscow market (Amelin et al., 2019).

The list of applications for Blockchain in different fields is extensive within the pub-
lic sector. Among those, one that stands out is the usage for the means of land title
registration and one of the most interesting cases can be found on an unconventional
European location: Georgia (Sanka et al., 2021). Georgia was the first government
to register land titles on Blockchain. Besides the Georgian example, the UK Govern-
ment disclosed in recent years that testing around Blockchain for its land registry has
been conducted on at regional level. Parallelly and interesting for our case, the Swe-
dish Government reported in 2019 being in the second phase trial of using Block-
chain for land registry and in 2020 that its responsible entity [Lantmaéteriet] has
started Blockchain transactions for land trades after successful testing for two years
(Sanka et al., 2021).

Rather than simply affirming that E-voting fraud is a reality and remote absentee
ballots are not exempt of manipulation, some authors stress it is more common these
days as we think. For example, Abuidris et al. (2021) claim that some studies probed
the “vulnerabilities of centralized ballot storage in e-voting systems are exploited to
influence elections”. While we have repeatedly mentioned that the hype Blockchain
has enjoyed in recent years can be attributed to its features as decentralized ledger,
another important question if the technology failures or fraud attempts are exclusive
to non-advanced countries or not. In fact, the same authors stated that some previous
examples include a vote fraud controversy in the 2019 elections in North Carolina,
USA and a server wipe in the 2017 elections in Georgia, USA (Abuidris et al., 2021)
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A common denominator found in the revised literature, is the claim by most of the
authors that Blockchain’s adoption in E-voting systems would allow every single
vote to be audited/tracked in real time i.e., increase the level of transparency. This
argument seeks to provide certainty to Blockchain opponents in their question if
Blockchain can improve E-Voting per se.

But if e-voting Blockchain-based systems show technical superiority, what is stop-
ping it from becoming the dominant option for e-voting?

Abuidris et al. (2021), argue that “a lack of current system structures hinders the
diagnosis if such systems in fact comply with the required characteristics ”. Abuidris
et al. (2021) also claim that E-voting Blockchain based systems, End-to-End (E2E)
voting system (like in the Bitcoin blockchain protocol) as well as other protocols
have limitations concerning scalability.

Another important line of research that has developed focuses on enhancing two cru-
cial factors for the adoption of Blockchain in E-voting: 1) Scalability and 2) Perfor-
mance. Finally, Piazza et al. (2017) claim that they were motivated to reinvestigate
the E-voting system and propose a hybrid consensus model for Blockchain. Piazza
et al. (2017) claimed that through the usage of Blockchain in the form of a Bulletin
Board “would leave no doubt with regards to the validity and legitimacy of the out-
come because of the immutable feature of the blockchain”. This statement refers to
one of the pivotal constructs on our thesis that will be used as lens: Legitimacy.

Other Blockchain Ad-hoc Solutions in the literature

A few authors had added to the literature of Blockchain for E-Voting purpose, again
proposing their own solutions to specific aspects of the problematic of adding legit-
imacy to electoral process by the means of using Blockchain. For example, Vijaya-
kumar et al. (2022) published a paper on the security of E-voting system using Block-
chain. They stress that distrust on election systems is a more common phenomena
than can be thought, even in nations such as Japan, the United States of America and
India (Vijayakumar et al., 2022). The authors claim that the argument for distrust
comes since there is no guarantee that the votes cast by the voters are being regis-
tered. Power-hungry entities can always be tempted to incur non-legitimate practices
to keep their status.
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On another effort, Amelin et al. (2019) researched on the legal aspects to consider
the Blockchain Technology for Electronic Voting. For that purpose, their research
studied the possibilities of using electronic voting in the Russian elections as well as
in other states. The results of the research looked to establish the requirements that
digital technologies need to ensure for the sake of achieving objectivity in a voting
process as well as stressing the necessary combination of functionalities between
personal electoral rights; digital technologies; electronic voting; law transformation;
blockchain and electoral disputes among others.

Amelin et al. (2019) emphasized that goals from electoral authorities aiming to dig-
italize their processes such as the universality in the transition to electronic voting;
multilevel control over the results of voting; the variety of forms of access to the
information system of remote voting; as well as the personalized registration of votes
must be considered before going into any effort. Likewise, and equally important
would be to audit the correctness of the counting, proving mistakes as well as con-
testing the results of voting. Amelin et al. (2019) not only concluded that these re-
quirements are plausible of technical implementation within information systems,
but furthermore it is plausible using the basis of Blockchain technology. Finally, the
study goes into a deep literature research on the ideal format to achieve the previ-
ously mentioned aims. The main insight of the research paper suggests that infor-
mation systems for electoral voting purposes must be organized within a single in-
formation and communication environment i.e., where information exchange and
communication happen simultaneously.

Since process changes, especially the digital ones, do not happen overnight. Cserny
et al. (2018) stressed this and added to the literature of Blockchain the concept of
End-to-end verifiability i.e., where every voter can check by themselves inde-
pendently if their vote has been counted correctly. Cserny et al. (2018) mentioned
that in the paper-based voting systems in most countries, the voter must blindly trust
the process of counting. This could be a favorable argument in the acceptance and
adoption of a digitalized solution if done correctly, and that would imply to enhance
end-to-end verification. The study highlighted the role of transparency as a key factor
in achieving trust while stating the question on how long a transition period must last
for voters to trust a new E-voting system.

Additionally, Cserny et al. (2018) pointed out the limits of a new implementation of
E-voting system. Their paper concentrates on single vote systems i.e., one voter has
one vote. This condition is not only applicable to the original purposes of the BLING
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Project and Skane, but also reminds us of the complex transactional nature that vot-
ing can have when multiple votes can be issued by single voters. Finally, Cserny et
al. (2018) presented a couple of paradoxes that could be present when aiming to
implement an E-voting system based on Blockchain: Paradox 1) Securing decentral-
ized E-voting elections is highly improbable since there is a paradox between acces-
sibility and security that is hard solve when a high security level is demanded, com-
promising transparency and trustworthiness. Paradox 2) The declares the existence
of a paradox between anonymity and security and emphasizes the main aspect future
Blockchain e-voting protocols must focus on in order to save the big gap between
secured online banking and online voting: Cryptography i.e., Banks know who the
customer is and voters should be anonymous. The study concluded by saying that
while Blockchain might represent an ultimate solution to shape E-voting, it is still
on the infant stage of research and testing.

A United States Voting Foundation-sponsored study referred to the E2E verifiable
internet voting in 2015 called “The Future of Voting” (U.S. Vote Foundation, 2015)
introduced the role of homomorphic encryption (see Appendix 3 — Glossary). The
study is a comprehensive review of different aspects both from the technical, social,
and legal perspectives. The authors start describing the motivation and requirements
a remote voting system must comply with to achieve the public trust.

Additionally, “The Future of Voting” (U.S. Vote Foundation, 2015) described the
necessary cryptographic, architectural, and engineering foundations, tools, and tech-
niques; according to their understanding, to design and build a system that fulfills
the E-voting demands. Despite this, the authors claimed that plausibility i.e., the fact
that a system seems to be possible to design and develop it doesn’t necessarily imply
it to hold another fundamental condition: Feasibility. The study of feasibility on an
implementation includes all types of non-technical considerations: politics, fiscal,
research, development, operational, business, etc. The discussion derivates into the
research to consider one last fundamental aspect of any implementation: Timing.
“The Future of Voting” (U.S. Vote Foundation, 2015) encourage any interested
adopters to ask themselves the question: “Is it practical to tackle the problem of E2E-
VIV at this time? ” The set of E2E-VIV can therefore be divided in two groups: Tech-
nical requirements and non-functional requirements.

Finally, “The Future of Voting” (U.S. Vote Foundation, 2015) stressed the existence
of “some set unrealistic limits on the accuracy of computer hardware; and some
prohibit developers from programming in ways that are widely used when imple
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menting highly reliable software systems.” In their proposed solution, the authors go
one step further than Amelin et al. (2019) and claimed that in elections where “voters
are allowed to cast multiple ballots with only the last cast ballot counting toward the
final election tally as well as in the ones where only one time voting is allowed”.
Their proposed system (based on homomorphic encryption) has the flexibility to
serve both election formats.

The authors complemented their critics towards the mind set of other ad-hoc solu-
tions using Blockchain for E-voting proposals “to use blockchains for elections are
plentiful but have been shown to be naive in most instances and inappropriate as a
foundation for a public election E2E-V protocol” (U.S. Vote Foundation, 2015). Fi-
nally, they introduced a revised version of their solution: Fully Homomorphic En-
cryption (FHE) i.e., a more powerful type of homomorphic encryption which allows
arbitrary computation on encrypted data i.e., desired functionalities can used en-
crypted data to produce encrypted results.

The last ad-hoc solution revised in this section comes from Park et al. (2021) and its
focus lies on cyber security aspects. Therefore, while we are mentioning its main
findings, we don’t take their research into consideration as adding up on generating
legitimacy and trust, but as offering the reader a complementary view of the existing
literature. Park et al. (2021) published the article “Going from bad to worse: from
Internet voting to blockchain voting” where they mostly highlight the vulnerabilities
of electronic voting systems and propose using Blockchains as a ballot box. They
claim having showed that Blockchains do not address the vulnerabilities of electronic
voting per se while at the same time might introduce new problems. Their main critic
comes from the security corner, which according to their perspective is only guaran-
teed under certain assumptions, and if such are violated, the Blockchain “might lose
its availability, linear ordering, and common prefix guarantees” (Park et al., 2021).

This research’s most revealing insight distinguishes between Blockchain protocols,
namely between Bitcoin and Blockchain. “Unlike Bitcoin, E2E voting protocols gen-
erally require an authenticated bulletin board or one where some voting authority
signs the contents to indicate that this is the agreed-upon board for the election”
(Park et al., 2021). If this condition doesn’t hold, Blockchains lose their validity as a
ballot box. Finally, the authors make the distinction between “voting within block-
chains” which refers to voting used within Blockchain technology, being different
from voting in political elections.
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3 Conceptual Framework

3.1 Need-solution Pairing

The first proposed construct of this Master thesis work consists of the so called
“Need—Solution Pairing” from Von Hippel & Von Krogh (2016). This framework
works without an initial defined problem formulation i.e., it works under the assump-
tion that the problem will be discovered, defined, and delimited in a parallel process
along with finding the possible solution(s).

3.1.1 Traditional Problem Formulation vs. Need-Solution Pairing

The problem-solving process in traditional research starts with the searching of pos-
sible sets of solutions and then carves to find the optimal one. However, traditional
research works under a predefined problem setting perspective. An important con-
sideration is how the assumption that prior problem formulation remains as neces-
sary condition for solving, holds only if it is fixed at the beginning and remains un-
changed, thus some authors point out the benefit of this approach in situations where
the initial statements are progressively re-formulated while the problem-solving pro-
cess moves forward (Schon, 1983).

Predefined problem statements could lead to restricted problem-solving approaches,
as previously mentioned, and hinder the exploration of potential solutions. VVon Hip-
pel & Von Krogh (2016) highlighted that the process of problem formulation itself
could be influenced by existing models and therefore not fully capture the complex-
ity of factual problems. Need—solution pair identification, in contrast, offers a more
dynamic and adaptive method. Unlike traditional problem formulation which relies
on predetermined problem statements, need—solution pair identification begins with
a broader exploration of both need and solution landscapes. The problem solver does
not start with a fixed conception of the problematic, but instead looks to understand
the broader context of needs and challenges faced by individuals or organizations
(represented in the need landscapes) and the existing solutions that exists or are avail-
able to address needs (represented in the solution landscapes). For example, let us
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consider the design of an innovative product. In a traditional problem-solving ap-
proach, one would start with a specific problem statement like "design a digitalized
version of X process." Then, one would search for solutions to meet this exact prob-
lematic. On the other hand, under the need-solution perspective, one would question
the reasons behind the initial formulation of the traditional approach by asking “why,
what for and how?”” in an on-going manner.

The argument then is extended to the point “that discovery of viable need—solution
pairs without problem formulation may have advantages . Additionally, the value
of need-solution pair identification compared to traditional problem-solving meth-
ods is that when problems are formulated in advance, it could hinder the discovery
of groundbreaking solutions and limit creativity. Need—solution pair identification
on the other hand enables problem solvers to explore a wide range of potential solu-
tions leading to more valuable outcomes.

Figure 2. Need and Solution Landscapes Connected by Need-Solution Pairs (Von
Hippel & Von Krogg, 2016)

Need landscape

Need-solution pairs

Solution landscape

The figure above shows how each level of the problem statement points to a different
location on the need landscape. If the adopters find themselves only on the first-level
problem statement, i.e., it reflects a need to start the process and the solution should
clearly point to the plausible options. For cases in need of further research, iterations
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should include more specific goal-oriented formulations and questions. The pro-
posed framework goes into the different landscapes as can be observed, addressing
the complexity of the richness of landscape search. In the field of management, Sa-
kichi Toyoda who was a founder member of Toyota Motor Corporation, also referred
to this process on what he called the “5 Whys” (Von Hippel & Von Krogg, 2016)
which ‘he methodically applied at the Toyota Motor Corporation. Toyoda proposed
that there are 5 stages in which the adopters must ask “why” to get to the root cause
of a problem.

Elaboration of a final formulation of the problem would need to consider not only
both the short term and long term, but also the scalability of the adoption and its
potential use by other adopters (Von Hippel & Von Krogg, 2016).

3.1.2 Need-Solution Approach

Iterative problem reformulation is the first step of the way to Need-Solution Pair
discovery and systematic problem formulation-solution. The existing literature
(Trieflinger et al., 2021) suggests that the process must be divided into cycles. On
any given cycle, a point(s) on the solution landscape -i.e., a possible solution-, must
be tested against the respective point(s) on the needs landscape to assess for viability:
That is the pairing process component in the name of need-solution pairing. The
problem formulation keeps being remodified, as well as addressing solving-possibil-
ities if no good fit is found. The repetition of pairing points from the need landscape
to the solution landscape will result on trial-and-error cycles that should keep going
until an acceptable need—solution pair emerges (Von Hippel & Tyre, 1995).

Besides the pairing of points in the need-solution landscapes, authors like Walpole
(1960) stated that “You must observe that no discovery of a thing that you are look-
ing for comes under this description”. This statement brings us to the concept of
serendipity, which as it is used today, is often considered as a very valuable mode of
scientific discovery. On a later research, Merton (2004) redefined serendipity as a
concept to be included in the domain of the sociology “as a scientific method along-
side purposeful discovery by experimentation” (Merton, 2004). In the field of social
science, the so-called grounded- theory development emphasizes the value of seren-
dipity in the discovery of findings for constructing novel theory (Glaser & Strauss,
1968).
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3.1.3 Prototyping - The Final Destination of Iteration

Now that we have introduced the theory and the practical implications of the need-
solution pairing approach, the last step towards presenting it as a plausible method
to find a solution for an undefined problem is to introduce the concept of prototyping.
Von Hippel & Von Krogh (2016) introduced prototyping and its usage by possible
adopters “.... The users then apply the prototype in their own environment using
their own data. Based upon what they learn in the trial, users then modify their need
specification.... A revised prototype incorporating the modified problem formulation
is then quickly developed and sent to the user. The trial-and-error learning and iter-
ative problem-and-solution reformulations by developer and user are repeated until
a successful need—solution pairing is found”.

3.2 Need-Solution Pairing in the Context of this The-
sis

The implementation of Blockchain into governmental systems has its own technical
challenges and difficulties, besides the legal and organizational ones. Rather than
having a rigid problem definition and seeking for a specific solution, the approach
of “need-solution pairing” offers a more adaptive problem-solving process. It also
consists of more extensive and incisive exploration efforts towards the need land-
scape of a specific context that could arise during the solution-finding process. In
our case, we are using legitimacy as a lens to look at the aspects on how the Swedish
elections could gain legitimacy by implementing Blockchain in its electoral voting
processes, i.e., making electoral voting an online validated activity.

Need-Solution pairing was therefore used as a framework to help us navigate through
the different landscapes, and locate needs and solutions stated by the participants,
with the lens of legitimacy temporarily locking in their position and pairing their
respective landscape match.

The iterative nature of the need-solution pairing approach allowed us, therefore, to
continuously evaluate the Blockchain solutions presented by the participants in the
solution landscape though legitimacy goes beyond the technical aspects of Block-
chain implementations in electoral process and adds a behavioral dimension to the
view of the subject. The need landscape should therefore be fed by the collected
information derived from the search of achieving legitimacy in each process.
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As a result, instead of starting with rigid pre-defined problem formulation (RQ), we
kept a flexible and wide search in both landscapes to find viable need-solution pairs
with rationalized reasoning behind them. Therefore, from that iterative process, not
only a need-solution pair regarding the plausible implementation of Blockchain to
electoral processes was derived; but simultaneously the research question “RQ2:
Which are the matching pairs between the need landscape (legitimacy) and solution
landscape (blockchain) in the implementation of Blockchain for elections, if any?
was conceived. In conclusion, by following the precepts of the need-solution pairing
approach from Von Hippel & Von Krogh (2016) we were able find both the appro-
priate problem formulation and the matching solution pair to the need parallelly.

3.3 Theory - Legitimacy

The second proposed construct of this Master thesis work consists of the so-called
“Legitimacy” lens from Suddaby et al. (2017). However, since the concept has been
extensively studied and developed throughout the years, in this section we present a
selection of the relevant literature concerning legitimacy towards organizational de-
velopment. This goes in line with the goal of this master thesis and with the collab-
oration with the BLING project and the County Administrative Board of Skane, as
well as to contextualize the reader with a more complete view.

On achieving legitimacy by organizations, DiMaggio & Powell (1983) are author-
ized voices the scientific literature. The authors pointed out how “early adopters”
withing organizations looking for innovations in the way they operate, can fall into
a desire to improve performance. However, “new practices or techniques” will imply
value and organizational considerations beyond the technical requirements of the
tasks and activities to be performed. Furthermore, the authors stress that “As an in-
novation spread, a threshold is reached beyond which adoption provides legitimacy
rather than improves performance ” (DiMaggio & Powell, 1983). For the means of
this thesis, we can consider the County Administrative Board of Skane as the possi-
ble adopter and Blockchain as the innovation. Additionally, DiMaggio & Powell
(1983) pointed out that organizations have the tendency of trying to model them-
selves after similar ones, especially if they operate in the same field, that they per-
ceive to have a higher degree of success and innovation. While Public Election Or-
ganizational Bodies do not face any kind of competition in their core activity, they
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can be tempted look at innovations adopted by other actors in the public sector, both
in their home country as well as internationally.

Finally, DiMaggio & Powell (1983) stated in one of their Hypotheses that “The more
ambiguous the goals of an organization, the greater the extent to which the organi-
zation will model itself after organizations that it perceives to be successful ”. While
the referred organizations with ambiguous goals are likely to be “highly dependent
upon appearances for legitimacy”, they might find an advantages on meeting the
expectations (from stakeholders, clients, public opinion or any group they are advo-
cated to impact)_about how the way they should be designed and how they should
operate. This includes modernizing themselves according to the latest technological
trends. DiMaggio & Powell (1983) stressed that they main motivation for such or-
ganizations to “legitimize” themselves is not related to achieve competitive ad-
vantage, rather to achieve and boost credibility by establishing “legitimated proce-
dures” leading to “organizational legitimacy”.

Legitimatized organizations benefit from widespread belief in their good doing and
proceeding, improving governance and effectiveness (Tyler, 2006). On his side,
Suchman (1995) referred to legitimacy as described as a generalized perception or
assumption that an entity's actions are desirable, proper, or appropriate within a so-
cially constructed system of norms, values, and beliefs. Additionally, Suchman
(1995) emphasized that legitimacy reflects congruence between an entity's behavior
and shared beliefs of a social group, adding up to its to stability and the meaning of
its organizational and institutional activities.

In line with the previous argumentation, Adams (2022) defined legitimacy as “The
significance of normative boundaries in guiding behavior ” and explained that in
the political realm, legitimacy norms are not only limited to address political dis-
putes; these norms also play a crucial role in establishing and maintaining political
institutions by acting as gatekeepers and ensuring that the institutions fulfill their
intended purposes effectively (Adams, 2022).

In the context of this Master thesis, we chose to explore the concept of legitimacy
theory as defined by Suddaby et al. (2017), expressed in three dimensions:

e Legitimacy-as-property
e Legitimacy-as-process
e Legitimacy-as-perception
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Each dimension offers a unique viewpoint on the subject.

Firstly, legitimacy-as-property conceptualizes legitimacy as something that can be
owned or possessed, such as a tangible object or a valuable resource (Suddaby et al.
(2017). Secondly, legitimacy-as-process views legitimacy as a participatory process.
In this dimension, actors work as agents of change using influence to shape the eval-
uation of legitimacy (Suddaby et al., 2017). Lastly, legitimacy-as-perception focuses
on legitimacy as a socio-cognitive perception or judgment made by evaluators. This
dimension emphasizes how legitimacy is subjectively perceived and evaluated
(Suddaby et al. 2017). By exploring the three dimensions of legitimacy, we aim to
provide a comprehensive understanding of the theory.

3.3.1 Legitimacy-as-property

Legitimacy-as-property is a key part of organizations. Think of it as something that
can be "owned", like a resource (Suchman, 1995) or an organization (Suddaby et al.,
2017). It is something that can grow, could be lost, or even pass it to other groups
(Suddaby et al., 2017). Legitimacy-as-property changes and develops based on how
well an organization “fits” into different environments and is therefore mostly found
at organizational levels between the legitimacy object (e.g., an organization) and its
external environment.

One example on how an organization becomes legitimate through the dimension of
legitimacy-as-property is through performing and demonstrating pragmatic legiti-
macy i.e., Organizations can achieve legitimacy by showcasing the technical superi-
ority or the innovative nature of their products to have advantages over competitors,
which helps to gain recognition and acceptance from target audiences.

One way to evaluate legitimacy-as-property is through regulators' authorizations
that provides permits, licenses, or licenses to organizations (Suddaby et al., 2017).
These regulatory bodies are in charge of ensuring that laws, rules, and standards are
followed within a specific industry or area. When a regulator grants authorization to
an organization, it means that the organization has complied with the norms or re-
quirements established by the regulating body and that the organization adheres to
the respective laws and regulations. Authorization through a regulatory body is im-
portant in proving an organization's legitimacy since they let stakeholders know that
the organization follows quality or safety requirements.
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3.3.2 Legitimacy-as-process

Legitimacy-as-process is looked at as an ongoing and dynamic negotiation rather
than a stable condition. It analyses a process "in terms of movement, activity, events,
change, and temporal evolution” (Suddaby et al., 2017) and tends to be found in
ongoing social interactions involving multiple actors, particularly those opposing or
seeking change. Legitimacy-as-process is therefore seen as following a single-one
way trajectory, beginning at the "ground" i.e., when interactions start and is progres-
sively constructed through time. This process eventually reaches a threshold or tip-
ping point where legitimacy is established, this viewpoint emphasizes how legiti-
macy develops gradually and the accumulation of interactions and activities that lead
to its formation.

3.3.3 Legitimacy-as-perception

Legitimacy-as-perception describes how people evaluate the suitability or appropri-
ateness of an organization. Legitimacy-as-perception highlights that legitimacy is
not just a characteristic of an institution but also a personal evaluation. So, both the
individual (micro) and the communal (macro) levels of legitimacy exist within legit-
Imacy-as-perception (Suddaby et al., 2017). Individuals create their own beliefs on
a group's validity by considering both their own perceptions and those of others,
contributing legitimacy to a collective phenomenon. Legitimacy-as-perception is
therefore found between individual and collective evaluators (society, organizations,
groups) and views legitimacy as a social construction that results from the interac-
tions and evaluations of individuals. It acknowledges that people have a significant
impact on how organizations are perceived, how legitimacy they are, and how they
act in response.

Researchers apply theories from fields like cognitive psychology and microsociol-
ogy to analyze legitimacy-as-perception. They look at how individuals classify and
judge social issues, and how subjective meanings and outside influences affect how
people form their opinions. Human beings tend to follow judgments they believe to
be true, and these beliefs could be influenced by manipulation of perception or social
pressure.

3.4 Legitimacy in the context of Blockchain in Elec-
tions
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This thesis pursuits to study the application of Blockchain in public elections by col-
lecting primary data from electoral officials, researchers as well as from practitioners
of the topic. While voters, parties, observers, and others are primordial actors in elec-
tions themselves, their input towards the convenience of E-voting (via Blockchain)
is important in an experimental and actual implementation phase, not in conceptual
ones like the one we are discussing during this work. Therefore, collecting data as
well as points of view from the mentioned actors is discarded for now, but would
make full sense for future research following up ours.

3.41 Legitimacy-as-property

By looking at legitimacy as a piece of property, researchers could comprehend the
institutional dynamics that exist within the electoral processes. It could show how
Blockchain technology and the relevant institutions, like electoral authorities and
regulatory bodies, interact. By treating legitimacy as a piece of property, the practical
effects of Blockchain technology could be evaluated. Researchers could examine
how the efficiency, transparency, and security of election processes could be im-
proved by Blockchain. With the use of this dimension, researchers could evaluate
whether blockchain technology can achieve their goals, adding to the voting systems
legitimacy.

1. Electoral Authorities: Looking at applying Blockchain technology, institu-
tions in charge of executing and supervising electoral processes, since they
can (and will) be evaluated in terms of their legitimacy. Their acceptance of
blockchain technology as a tool to conduct elections can increase the trust-
worthiness of the electoral process, in line with accepted norms, making them
crucial to examine.

2. Regulatory Bodies (for future research): Regulatory bodies uphold electoral
norms and standards, including governments, data protection authorities or
cyber security organizations, are involved in determining whether blockchain
technology is legitimate to use in elections. Understanding the legality of the
technology under regulatory frameworks is an area that could be part of fu-
ture research following up this thesis.

Significance: Examining the above-mentioned organizations enables us to evaluate
how Blockchain complies with legal and regulatory standards and how they fit inside
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existing institutional structures. It offers information on how Blockchain could be
incorporated into the current electoral ecosystem and how it could be accepted.

3.4.2 Legitimacy-as-process

Legitimacy-as-process could be useful for understanding how Blockchain technolo-
gy's legitimacy in election processes evolves over time. It allows researchers to in-
vestigate the ways that organizations adapt to changing societal expectations and in-
crease their legitimacy. This dimension focuses on the ongoing negotiation and
change that is required to keep legitimacy for the electoral sector. Legitimacy-as-
process might also enable the identification of road-blockers that an adopter might
meet when looking into Blockchain as an option to conduct an electoral process.
Likewise, it can enable researchers to explore the variables hindering or creating
acceptance of Blockchain technology.

1. Practitioners: Practitioners could examine the legitimacy building used by
suppliers creating blockchain solutions for electoral processes while handling
legitimacy issues, adapting themselves to shifting society expectations by ex-
amining their tactics during the process. Their activities affect the credibility
and long-term viability of blockchain technology.

2. Researchers: Researchers play a vital part in interpreting the processes and
the dynamics that shape it. They understand stakeholders’ perceptions by an-
alyzing governance and regulatory considerations, investigate which chal-
lenges or trade-offs that could occur and explore how these could be miti-
gated, making the researchers being part of the and establishment and mainte-
nance of legitimacy. As an example, they might explore how characteristics
of Blockchain, such as decentralization, could contribute to enhancing the
legitimacy of electoral processes.

3. Stakeholders (for future research):_Stakeholders could shape the legitimacy
of blockchain technology and negotiate through networks of electoral stake-
holders, including political parties, civil society organizations, and voter
groups. The dynamics of legitimacy may be influenced by their contacts and
alliances. Stakeholder networks influencing the validity of blockchain in
election processes is an area that could be part of future research following
up this thesis.
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Significance: Understanding Blockchain technology, practitioners and stakeholder
networks could help to better understand the negotiation and adaptation processes
involved in creating legitimacy and upholding it. Legitimacy-as-process helps in
evaluating how well Blockchain technology aligns with shifting societal norms and
impact of its adoption.

3.4.3 Legitimacy-as-perception

Legitimacy-as-perception could examine how voters view the legitimacy of Block-
chain technology in political processes and show the voters’ view and evaluation that
affect their willingness to accept Blockchain in the voting processes. Legitimacy-as-
perception could also include the opinions and evaluation of other parties and indi-
viduals involved in the election, such as candidates, political parties, and election
observers. Researchers could therefore use this dimension of legitimacy to investi-
gate how various stakeholders view the validity of Blockchain technology and how
it affects the overall credibility and integrity of electoral outcomes.

1. Voters (for future research): The legitimacy-as-perception dimension could
be understood in the context of individual voters. The acceptability and trust
in the use of Blockchain technology in electoral processes are shaped by their
views, beliefs, and judgments about its suitability and appropriateness. It is
important to comprehend how voters feel, think, and judge in order to evalu-
ate their acceptance of the use of Blockchain technology in electoral pro-
cesses and is therefore an area that could be part of future research following
up this thesis.

2. Political Parties and Candidates (for future research): Political parties and
candidates are among the stakeholders in the political sphere who have their
own opinions about the legitimacy of Blockchain technology. Their support
or opposition to its implementation could have an impact on voters’ percep-
tions and acceptance. Understanding the political dynamics around the legit-
imacy of Blockchain in electoral processes is an area that could be part of
future research following up this thesis.

3. Electoral Observers (for future research): As indirect participants, electoral
observers can offer insight into the legitimacy of Blockchain technology to
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ensure fair and transparent elections. These people or organizations are in-
volved in observing and evaluating electoral processes and is an area that
could be part of future research following up this thesis.

Significance: Examining voters, political parties and candidates, and electoral ob-
servers allows us to better understand how legitimacy is socially constructed. Their
viewpoints could influence how people accept, believe, and view Blockchain tech-
nology in relation to election processes.

3.44 Thematic Interpretation

Based on the three dimensions of legitimacy; legitimacy-as-property, legitimacy-as-
process, and legitimacy-as-perception, a thematic categorization of organizations or
individuals involved in the research of Blockchain in electoral processes is provided.
The table emphasizes the individual or organizational functions and their inclusion
in each respective category. The actors are primarily categorized using one dimen-
sion of legitimacy, but there is a dynamic interaction between the dimensions, and
certain organizations may fit into more than just one category. This illustrates the
complexity of legitimacy, and the variety of roles that different actors play in influ-
encing it.

The following thematic summary table (Table 2) offers a visualization of the various
actors participating. It acknowledges that organizations can influence legitimacy
from a variety of angles and showcases the complexity of legitimacy as influenced
by different variables.

Table 2
The table gives examples of relationships between actors and dimensions.
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Practitioners

Displaying compliance
to norms & standard

Navigating the dy-
namics of legiti-
macy

Improving per-
ception among
stakeholders

Researchers

Contribute to the
understanding of
legitimacy dynam-
ics

Regulatory Bodies

Future research

Future research

Future research

Stakeholders

Future research

Future research

Future research

Voters

Future research

Future research

Future research

Political Parties and
Candidates

Future research

Future research

Future research

Election Observers

Future research

Future research

Future research
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4 Method

4.1 Empirical Research Setting

This thesis was initially motivated from a proposal coming from the project called
BLING (Blockchain in Government). The Bling project is an EU driven initiative
that started in 2019 with the goal of studying how blockchain could be implemented
into diverse governance aspects of public matters and processes across the different
member states. To achieve their goals, the Bling project management established the
so-called ‘BlingLabs’ across different regions in Europe. One of these regions is the
North Sea region, which was founded by The EU program ‘Interreg North Sea Re-
gion’. These BlingLabs brought together experts and electoral authorities to work
together on achieving the project's objectives of digitizing electoral processes via the
promotion of E-voting with Blockchain as the main protagonist. The cooperation
started with 13 organizations from different countries, including the County Admin-
istrative Board of Skane in Sweden, as well as various universities such as Edin-
burgh, Aalborg, Gothenburg, and Oldenburg among others, having its leading loca-
tion in the Dutch city of Groningen.

The proposal caught our attention since we found a match between the Bling project
and our own research interests towards what could be another application of Block-
chain, such as E-voting, as shown in the literature review. This is the reason why we
decided to focus on Blockchain implementation for Swedish elections as a case study
and having it as a topic for this thesis.

Sweden consists of 21 regions, each with its own County Administrative Board, i.e.,
Lansstyrelsen, that delimits election districts and carries out the final counting of
electoral votes. Each County Administrative Board in Sweden is therefore the re-
gional electoral authority called ‘Valmyndigheten’ (Valmyndigheten, 2023). The
County Administrative Board of Skane is the only regional electoral authority acting
as a cooperating member of the Bling project in Sweden, which made them the nat-
ural partner to focus our efforts. (For more information check Appendix 4).
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4.2 Research Approach

To address the research questions, we chose an exploratory research design, semi-
structured interviews, and a flexible interview guide. Exploratory research design
could be used as qualitative research design when pursuing an interesting idea that
can later serve as a starting point for a broader exploration (Swedberg, 2020) and
when that idea has a flexible and open characteristic (Stebbins, 2001). Semi-struc-
tured interviews are suitable to investigate legitimacy, as Suddaby et al. 2015 has
conducted. A flexible interview guide (Larsen, 2018) allows informants to expand on
their responses with supplemental information relevant to the specified problem area.

As a case study, we chose the Swedish elections in order to explore the plausible
implementation of Blockchain technology through the lens of legitimacy. This lens,
according to our criteria, should be meaningful to study the impact as well as the
dynamics and forces driving E-voting implementation. Specifically, the impact the
insertion of Blockchain would have in the organization of public elections in Swe-
den, with the Skane west region as first experimentation room. By applying the lens
of legitimacy, we believed our aim will be easier to grasp due that it allows a holistic
(social, organizational, technical) approximation to study the phenomena of public
elections and its digitalization process by the means of E-voting and Blockchain.
Other possible candidates such as cyber security will be referred too during this the-
sis though not offer multidimensional analysis possibilities as legitimacy does.

Literature reviews of more than 20 publications have been examined. The literature
review was conducted to understand the benefits and challenges of implementing
Blockchain in electoral processes. Although showcasing ad hoc solutions for specific
contexts, the articles provided valuable insights into the understanding on what to
regard when implementing Blockchain technology in electoral processes.

4.3 Data Collection

The data collection for this thesis was performed by conducting interviews using
video conference platforms (Zoom and MS Teams). 9 semi-structured interviews
were conducted and used as primary data. Interviewing strategy included targeting
sampling and snowball method across partners. Target sampling is commonly used
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when identifying informants who are related to one's research issue and being "snow-
balled™ is an additional strategy used to refer to possible candidates for interviews,
resulting in more relevant participants for interviews (Larsen, 2018).

Firstly, we reached out to the interviewees via email inviting them to take part in a
30-45-minute conversation. Surprisingly and luckily, in 7 out of the 9 interviews,
the discussions exceeded 45 minutes, since the interviewees showed a high degree
of interest and commitment towards the study of the topic, providing multiple in-
sights from their different areas of expertise.

Initially, an interview questionnaire (as shown in Appendix 1) was created and based
on prior literature (Lindman et al. 2020; Bhadoria et al. 2022; Amelin et al., 2019;
Virayakumar et al., 2022; Anitha et al., 2022) and case studies that explored the im-
plementation of Blockchain in electoral processes in other countries (Sanka et al.,
2021), literature regarding E-voting (Cserny & Nemeslaki, 2018), and literature re-
garding legitimacy (Suddaby et al., 2017). This approach was used to create inter-
view questions that were connected to existing knowledge and provided a foundation
for exploring relevant aspects of the topic of Blockchain implementation in electoral
processes.

After the first interview, it became clear that the interview questions needed to be
more open-ended and flexible in order to allow for further investigation and produce
more grounded responses. This change was done to address the diverse profiles of
the interviewees while enabling them to fully develop and tailor their responses from
their individual scopes i.e., adapted to their respective fields, professions, levels of
expertise and experiences with Blockchain and E-voting in order to maximize the
quality of the input.

4.3.1 Execution of Interviews

Each of the 9 participants were categorized within one of three areas of focus based
on their expertise to get an interdisciplinary understanding crossing law, research,
and practice. The informants included key stakeholders such as representatives from
electoral authorities (Electoral officials), a list of academic research contacts in and
outside of Sweden (Researchers), as well as with digital assets experienced B2B
product managers (Practitioners) from consulting industries with a high level of ex-
pertise on conducting end-to-end prototyping processes to the delivery of Minimal
Viable Product (MVP) to industry early takers. The MVP is a tool used to validate
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the usability hypotheses about a product or service. In order to do that, the company
has to come up with a version of its product that is complete enough to demonstrate
the value it brings to the users: a minimum viable product (MVP). It then needs to
design experiments that will use the MVP to confirm (or refute) its value and growth
hypotheses (Moogk, 2012). The intended insights from these interviews should con-
tribute to a comprehensive analysis of the opportunities, limitations, and outcomes
enhancing the legitimacy of Blockchain adoption to electoral processes.

Figure 3. Three areas of focus

Electoral officials
As the backbone of the
process

Intended Value
Creation

Researchers
As providing
insights and

analysis

\_/

To preserve the identity of our interviewees we chose to anonymize the data so that
participants could not be recognized by either name or specific organization they
work for.

Table 3
Informants code name within each respective area of focus

Electoral official Operational Architect Gothenburg, SE
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Electoral official County Council Project Malmo, SE
Developer

Practitioner Blockchain Lab & 10T Ex- | Emmen, NL
pert

Practitioner Product manager 1 Gothenburg, SE

Practitioner Product manager 2 Lisbon, PT

Practitioner Cyber Security Expert Frankfurt, DE

4.4 Data Analysis

First step: Since our research uses an exploratory approach when investigating the
implementation of Blockchain in electoral processes, it is important to note that there
IS no existing framework specifically addressing nor summarizing the lens of legiti-
macy of Blockchain technology in electoral processes. Due to the gap in the litera-
ture, we took the initiative to develop our own table for thematization, analysis and
visualization (as seen in Table 2) of the main ideas represented on the analyzed data
i.e., the findings and insights from the interviews combined with the referred lens.

Second step: Transcribing the interviews was the second step in learning about the
data. By focusing on the connections to legitimacy, this technique helped us in de-
veloping a greater knowledge of the context of the interviews. The interviews were
transcribed using Word, as well as manual transcription, and they were coded ac-
cording to a series of categories or variables that we identified as most discussed.
This served as the initial basis to start the data analysis process.

Third step: After transcribing, we coded portions of the material related to legitimacy
as we read through the transcriptions several times and produced summaries that
showcased important ideas that are relevant to legitimacy. The analyzed information,
themes, and patterns, representing how different aspects of legitimacy could be in-
terpreted is presented in Section 5, Results.

Final step: As the final step of the thematic analysis, we synthesized the themes and
performed an iterative revision of the findings, comparing notes, and focusing on the
themes connected to legitimacy in order to provide a coherent examination with the
chosen conceptual framework and strengthen the thesis trustworthiness.
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4.5 Ethics

Four research ethical principles were applied and achieved as follows:

e To fulfill the information requirement, the interviewees were firstly intro-
duced and educated about this thesis.

e To fulfill the consent requirement, the informants provided permission to
record the interview.

e To meet the confidentiality requirement, all recordings and transcriptions
were stored on an external hard drive that was kept locked indoors until the
thesis was completed and then permanently deleted.

e To fulfill the utilization requirement, we established that all information ac-
quired from this thesis will only be utilized for research purposes.

The four research ethics principles (i.e., information requirement, consent require-
ment, confidentiality requirements and the utilization requirement) are generally
used for basic individual protection when conducting research (Bryman, 2011).
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5 Results & Findings

This section presents the findings of the series of conducted interviews described in
Section 4. Common topics and areas of interest were identified among the first 2
groups of interviewees: Electoral Authorities and Researchers. The process derived
into 3 main concepts (Technical, Organizational and Legal) that can englobe the re-
quirements of identification of the need space i.e., Legitimacy. The chosen concepts
among the identified themes and patterns show the required degree of interconnect-
edness, detail on the information and managerial complexity this thesis intended to
detect.

The last part of this section describes the solution space that the third group of inter-
viewees (Practitioners) enlightened, by sharing their experience as leaders in the de-
velopment of Digital Assets Solutions. The interviewees added value to this research
by providing a practical perspective on the precepts formulated by Von Hippel &
VVon Krogh (2016) in their Need-Solution pairing approach.

5.1 Technical Aspects

One of the main concerns towards Blockchain is its security features. This perception
is eventually fed and increased with the lack of knowledge from possible adopters
on how the system would respond to a possible attack or if it is hackable. The County
Council Project Developer acknowledged a lack of expertise in Blockchain, despite
of that addressing its potential as a technology that could be utilized to achieve a
secure and transparent voting process. While this could be linked to legitimacy-as-
property i.e., evaluating if the implementation of the technology represents an up-
grade (Pragmatic legitimacy) in the operability of the process, the interviewee also
expressed about the negativity when referring to Blockchain among Electoral Au-
thorities i.e., Legitimacy-as-perception from a given group.

“First of all, I'm not a blockchain expert in any ways yeah, I'm not a computer
man. For me it's a tool that can be used in different ways to develop things. It's a
secure way of, in our case, running polls and elections and the problem that we
have when we talk about blockchain is that it's very strongly connected with the
Bitcoin and the crypto things and there is rather quite a lot of negativity when it

comes to talking about blockchain, but for me it's a tool that can be used. - County
Council Project Developer
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For adopters with specific requirements towards compliance and control, it is im-
portant to find the balance in the searched solution, in order to meet their local juris-
dictions’ regulations. The County Council Project Developer emphasized the author-
ity”s need for security and compliance aligned with regulations, such as the European
GDPR. Studying how Blockchain could address concerns about secure data handling
and adherence to standards links to legitimacy-as-property, as the developer consid-
ers Blockchain as a plausible tool to ensure control, compliance, and security.

“The other examples we've looked at, the main problem was that it wasn't secure, it
wasn't servers in the US, in the Asia using. That's our main concern that we have to
make it secure, we have to have control of all the procedures concerning the pro-
cess. We can't rely on the servers that's out well controlled and so on. That that's
the main concern, that has to be secure, and it has to follow the European GDPR
on personal security and so on, so that's our main concern when it comes to criti-
cism of the technigues that's been used in other areas in around the world.” -
County Council Project Developer

It is important to clarify that verifiability, for the means of Blockchain technology,
often takes the shape of what some specialists refer to as End-to-End verification
(see Appendix 3 - Glossary). The Blockchain Lab & 10T expert talked about the
importance for the citizens to be able to have proof of their votes in the end results,
and suggested Zero-knowledge-proof, as an approach, making anonymity possible
for the users within the Blockchain technology.

“That's the problem because I want to have a proof that my vote was in the end re-
sult, but I should not be able to see what | voted. Now and there you go into tech-
nologies like Zero knowledge proof, homomorphic encryption, and that kind of
stuff, which is a little bit hard to understand, but if you see what the mathematics
can do there and how your anonymity is guaranteed, and we are still able to count
these votes, that's magic. Right, and that will help the process.” - Blockchain Lab
& loT Expert

The results derived from the interviews highlighted the concept of Zero-Knowledge
Proof that has been previously highlighted in the reviewed literature (U.S. Vote
Foundation, 2015) during this Master thesis. The Zero-Knowledge-Proof is, accord-
ing to the U.S. Vote Foundation (2015) a way that one can prove something to some-
one else that one knows, without showing how. It represented an advancement in the
Blockchain Technology in recent years compared to previous features such as Proof-
of-Work (PoW) and Proof-of-Concept (PoC) (Abuirdris et al., 2021).
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Another recent interesting feature from Blockchain that came out during the inter-
views is the so-called Proof-of-Person (PoP) which in essence is a “proof of human-
ity” and avoids attacks from chat bots, which is also referenced in the literature by
Crowcroft (Shahzad & Crowcroft, 2019).

Both Zero-Knowledge-Proof and Proof-of-Person are clear representations on how
Blockchain keeps its innovative character as technology, while at the same time re-
inforces, in the point of view of the authors of this thesis, the need of continuous
exploration towards its potential respectively non-discovered benefits. Looking at
different ways of doing things and conducting processes enables generativity, while
at the same time going in line with the proposed lens of legitimacy for this thesis.

Another important topic that was addressed by the Blockchain Expert was Secu-
rity/hacking and the Expert did that by highlighting how the de-centralized nature of
Blockchain helps for the means of security as well as the tool having a record of
being immutable towards hacking attacks:

“It's pretty obvious it is transparent, it's all there and you know it's immutable as
well. So once a vote is recorded on the blockchain it cannot be changed, deleted -
Blockchain Expert

Re-addressing the common association of Blockchain with Bitcoin and the world of
cryptocurrencies in relation with the security features of Blockchain, the Cyber Se-
curity Expert provided a further explanation of two crucial concepts commonly heard
and used but often poorly understood: Cryptography and Encryption. The explana-
tion was about how the security aspects are mostly built on cryptography and there
are different versions of it:

“There are different methods of cryptography, and everyone has its own algorithm

which is being used. One is more secure than the other one. And yeah, encrypting

is the process of making a cipher out of specific information and decrypting is the

other way around, having the cipher and trying to reconstruct the information out
of it by reversing the algorithm.” - Cyber Security Expert

Furthermore, while cyber security is also a widespread term among average technol-
ogy users and pointed out as a primordial feature in the wishing list of adopters, the
broadness of the approach is not fully understood and often ignored:

“So, the goal shouldn't be cyber security, it should be information security” -
Cyber Security Expert
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The Cyber Security Expert also mentioned other aspects to take in consideration
when it comes to information security:

“I think you would have to distinguish between two types of attacks that are com-

mon when it comes to blockchain, and I think every other kind of service there are

the attacks that try to attack the system itself, and they are the ones that try to at-
tack the users.” - Cyber Security Expert

While the innovation character of some nations, like Sweden, might be an initial
motivator for pursuing digitalization on traditional paper-based processes such as
elections, on the researcher side a call was made for adopters in the public sector to

consider the need and costs factors up-front by assessing their local realities (ad hoc
solutions).

“The motivation was to reduce the level of voter fraud and corruption coercion. In-
dividuals or organizations, there are those sorts of social argument. Interestingly,
in the UK, we have almost zero voter fraud. There's that one case a year, out of 35
million voters. So, it's very, very rare. And so, one would not consider such an ex-
pensive technology really necessary. In fact, the cost of a paper voting system is
fine.” - Professor of Communications Systems

However, the consensus among the interviewed practitioners is quite revealing
(while also might reflect a different level of understanding compared to authorities

and researchers) i.e., E-Voting and Blockchain can address on how to mitigate levels
of voter fraud and coercion.

“That's a great question. I think that I already mentioned, but my favorite one is
Brannfords work on proof-of-person. And | for a voting system, | think this could
be very appropriate for anything that requires verification of identity of the voter.
It could be a very powerful approach and it has this property that it doesn't have
very high-cost computational cost that way Proof-of-work has. So, the only work-
ing proof of work system we have today is Bitcoin, the Bitcoin platform, and it is
pretty robust. | mean, many other cryptocurrencies have proved problematic, but
Bitcoin is, you know, surviving and it fluctuates value, but so do real current Fiat
currencies. But it is too expensive for a system that might have a high throughput

every now and then. Having said that, we use Bitcoin in a trusted ID system called
trust chain that we have some papers on and software, but we only use it for a node
identity, not for user identity. So, it's a very occasional thing when you're on-board
new nodes in our network and then we literally use the Bitcoin proof-of-work sys-
tem, but that's specifically to prevent Sybil attacks, which is a very particular
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threat, and we built the network of nodes which is de-centralized. We can then run
that with regular ledger systems. If you want, actually, we don't even need a ledger.
Just de-centralized replicated service, but we can use the ledger properties for
other things, but yeah, so I think that's sort of two things. One is more specialized
use of blockchains, where even with proof-of-work, if you know you're only using
the proof-of-work, occasionally the rate of increase in cost does not have to be too
expensive and the other is systems like proof-of-personhood, which are relatively
new, and there are other criticisms of those. Maybe, but | think they're very inter-
esting socially.” - Professor of Communications Systems

There is a dichotomy when implementing a new digital technology: If firsts attempts
should go digital from the very beginning or to a hybrid model. Some interviewees
stated that one of the problems is that experts will understand the repercussions im-
mediately but that is not necessarily the case with the public, and in the end, they
would need to trust the experts. On that note, the Professor of Communications Sys-
tems showed himself critical about the trustworthiness of such implementations.

“There's a dependency in trusting the government and trusting the service that
functions of government, and if you don't trust the government, then you have an
inherent distrust of the service too. So, there's a kind of barrier there to using a so-
lution which doesn't solve the distrust in government problem anyhow. So, if you
have a perfect voting system that's electronic, it produces a result that the govern-
ment can just modify the result, ignoring it. Ignore it as it transfers, so then you
have a problem, so it didn't help having a blockchain in that.” - Professor of Com-
munications Systems

However, the primary goals of implementing a de-centralized ledger technology
(DLT) are not strictly related to build up trust, rather identifying what are the best
areas (fields) of this technology to be implemented. This constitutes a paradox for

our case of study.

“Whereas there are other systems, for example where you want trustworthiness
where the government might provide 1D for some service, for example, you want to
prove your university credentials. You want to show that you've got a master’s de-
gree from Gothenburg University, and you want to prove that. But that's issued by

the university. But why do you trust the university? Well, maybe the university is
given a certificate by the government, and so we have a chain of trust...” - Profes-
sor of Communications Systems

40



Besides the already several times mentioned decentralized technology features, in-
terviewees were questioned on what extra benefits could Blockchain contribute
within its application to E-voting. The Blockchain Expert provided a glimpse on this
matter and talked about the potential benefits of using Blockchain in voting including
efficiency and getting rid of human errors. This aligns with legitimacy-as-property
as the Blockchain Expert recognizes Blockchain as a valuable resource for improv-
ing voting systems.

“The thing is here they need time right to count to vote, and that makes sense. But
humans are error prone, like we make errors all the time. It's like 9:30[am] and
I've probably made a couple of errors today already. You know they are constant,
like you know, you have these people there. | mean, are they even getting paid?
These people, these volunteers, counting votes? Like they have no incentive to do
that job and great, and you see videos... | saw videos from the US where people
like hiding boxes of votes and this and that, they all have, you know, their own kind
of agenda here, | mean, talk about efficiency. You don't need that; you can just re-
move that human dependency altogether. And you know, it's like you're saying... |
mean, you have swish, or bank ID, whatever... It would be the same thing... You
would have a wallet, so it's one vote, one address. So, you would have an app, you
would just vote and then you can't vote anymore and it's there, it's immutable. It's
done.” - Blockchain Expert

But what are the added dimensions that the Blockchain technology would add in the
case of E-voting? Common denominators mentioned by the Blockchain Expert were
votes being traceable and verifiable by the voters at the micro-level, however reper-
cussions at the macro-level can be accounted on the technical side:

“First of all, you need to be able to scale it, right? | don't think it's the biggest issue
anymore. To be fair in blockchains, I think in terms of just voting, they're scalable 1
think usually when you talk about scalability in blockchain right now is that exer-
cising direct democracy in communities can it's a challenge, right? Even if you
have the system to do so, it still needs to scale, right? We are still talking bigger
than currently, you know ”. - Blockchain Expert

But also, on the cognitive level of the public. Important to highlight here, is how the
Blockchain Expert discussed scalability, security, and accessibility in Blockchain-
based systems, attributes of legitimacy-as-property.
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“We’re talking millions of people using it, so it needs to scale right? You know, like
| said, transparency is kind of a strength, but it also needs to be to be private and
find that balance to protect anonymity. Like I said, you know it needs to be secure.
You kind of mentioned hacking. | mean it is a real threat, right? | think there are
too regularly, I think I would say certain networks or... It's usually not the net-
works themselves, but usually bridges, what what's called a bridge. So, when you
try to, when you are kind of building bridges to send tokens across networks, when
two systems that aren't kind of fully compatible, they kind of those are usually that
gets exploited. But yeah, | mean security would be massive, right? And also, taking
access as well, right? | mean, not everybody's technical. | think that's a big hurdle
right now. If you go in the crypto space, you know it's kind of, it's fairly technical
and you need to have that knowledge usually to participate” - Blockchain Expert

As well as in the ease-of-use of the electoral system itself, what to some degree
would enhance the democratic character of the system:

“I mean it's improving all the time, but accessibility would be a big one as well.
Regulation I would think I'm not, I mean, and I'm biased here of course. But when
I'm thinking about it, seems like it's pretty straight forward there. | mean, you
know, I, but I would assume there are legal challenges and ethical kind of chal-
lenges involved. Not that | would be able to speak on them on any kind of length,
but yeah, there is always regulation and stuff, right. But personally, I think you
know the benefits outweighs the challenges you know at least, | mean, at this early
stage, you know the potential seems to be pretty extraordinary. So, it’s kind of
worth giving it a go if that makes sense.” - Blockchain Expert

However, the Operational Architect went beyond how secrecy of voting and personal
ID is preserved on E-voting systems and discussed the encryption within electronic
voting systems. This aligns with legitimacy-as-property as the architect acknowl-
edges the technical aspects of E-voting systems and their security features.

“that's sort of how I have understood that the electronic voting schemes work, that
you have your vote that is enclosed in an encrypted envelope. And then you have
your personal information alongside it. And then everything has encrypted around,
so that package could get sent around and then you sort of decrypt it as in layers.”
- Operational Architect
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5.2 Organizational Aspects

The introduction of a new technology, especially when it is about the digitalization
of a traditional paper-based process, is not a high-speed highway. Interested organi-
zations or adopters should communicate effectively with their target groups in order
to achieve levels of acceptance and shorten times of adoption. However, such pro-
cesses must be understood as gradual and having phases of implementation. E-voting
would not be the exception towards achieving massive levels of adoption. Aligning
the former with legitimacy-as-process, organizations should additionally look to
overcome roadblocks while reducing adoption time.

“Look at online banking. It's the same right. So, you now have a hybrid system
where people use online banking and pay with their phone and their watch, etcet-
era. But you can also go to the bank and get money. Granted, | don't know how it's

in Sweden. And this 90-year-old lady comes to the bank to retrieve some money.
They don't give it to her. They go to the machines, like I'm going to come with you.

I'm going to show you how you can do it yourself the next time. Right, and the next
time she goes inside again, they will help her again and show her at the ATM ma-
chine. They're a little bit stubborn like that. But that's, | think, the transition phase.
Also, so people can vote on their phone, they can also go to the polling station and
vote there, and their last vote, their most recent vote, will be the actual vote that's
put in. We need that because the acceptance of voting on your phone will be, |
think, less than 50% in the first year, right and it has its merits voting in the way in
the conventional way, we do several tricks that we don't realize, right? One of the
tricks is you must go into the voting booth on your own. You're not allowed to take
anyone with you. Right. We think that's normal. Right. But there is a reason for
that. There is a reason so | cannot coerce you in voting for me, right? OK, so that's
normal and everybody accepts that. But now I'm sitting on my couch at home,
right? There's nobody watching me. There could be somebody sitting next to me
and saying now you're voting for me. Right. So, coercion is something we have to
have a solution for in the conventional way we thought that out we've been voting
in that way the last 150 years right. Voting is also relatively new” - Professor of
Communications Systems

Adopters often might have different motivations towards experimenting with the im-
plementation of a new technology or solution.

“Digitalization is running everywhere, so it has to be, sooner or later, also in the
electoral process.” - County Council Project Developer
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Though, there is often a lack of consensus among adopters, while curiosity and trend-
iness can be an impulse for some decision makers to inform themselves and even
piloting some projects to check on the viability of the “new solution” other seem to
be more skeptical and prefer and are more in favor of a preassessment.

“I don't see the need for it. I don't see the problem that needs to be adjusted and
then as we move on, we go to voting stations, setting up voting stations where they

are again. Not really a problem.” ...... “a problem to get hold of enough locations
and enough people working. But that's more of a resource problem.” - Operational
Architect

During our research of elections around the world, we didn't find any major cases of
cheating or doubt in Sweden's elections. While we looked at important elections in
different countries, Sweden's elections seemed to be perceived as fair and trustwor-
thy. This discovery made us wonder to ask the County Council Project if they viewed
the Swedish elections in the same way.

“Yes yes, that's yeah without doubt without any doubts this yes.” - County Council
Project Developer

Misconceptions and misunderstanding are typical sources of skepticism and in the
case of Blockchain and Bitcoin this is not the exception. Some topics are perceived
by the regular citizen as to be understood only by experts but at the same time are a
popular topic of conversation, that is the case in the confusion of using terms as
Blockchain and Bitcoin interchangeably. Since the goal of this work is not to deeply
explain technical aspects, the only clarification needed is that Bitcoin is in essence
only a byproduct of Blockchain among many others. Those byproducts (often re-
ferred to as protocols) are not only related to financial transactions (cryptocurrencies)
but to a series of application fields. While addressing this topic, both the Professor
of Communications Systems and the Blockchain Expert point out the system failures
experimented by Blockchain products such as Cryptocurrencies. Parallelly, both
highlighted that the skepticism about Blockchain has a weak reasoning since a per-
fect system, not to mention the ones governments might be working with now, is not
to be found yet for any application or purpose.

“Many cryptocurrencies have seen complete failures. Put in back doors and then
steal all the money and you know it's been unfortunately common. And so, govern-
ments, when we talk to governments about using ledgers or just decentralized sys-
tems, the governments have very reasonable rejections.” - Professor of Communi-

cations Systems
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“You know what happens in crypto doesn't always favor blockchain development. |
mean because crypto is a little bit of a Wild West. There's a lot of things going on
there, so especially when you have situations like FTX. So, if you have situations

like that, people take that as blockchain is bad, but actually the situation only
speaks even stronger to why blockchain is needed”
- Blockchain Expert

Additionally, the Professor of Communication systems and the Blockchain Expert
point out the arguments in favor of Blockchain related to those same “failure cases”,
which are not widespread in the popular perception, due to misconception and lack
of technical understanding. This is immediately palpable by observing the following
quote from County Council Project Developer:

“The problem that we have when we talk about blockchain is that it's very strongly
connected with the Bitcoin and the crypto things and there is rather quite a lot of
negativity when it comes to talking about blockchain” - County Council Project
Developer

Despite the hype of Blockchain through different application fields, levels of infor-
mation still seem to be uneven among possible adopters (Electoral Authorities in this
case). The County Council Project Developer referred to Blockchain as the most
“secure” way found so far for the means of digitalizing an election. The County
Council Project Developer once again talked about the negativity when referring to
Blockchain among a specific group i.e., Electoral Authorities and Government Offi-
cials. While this statement links to Legitimacy-as-perception of the mentioned group,
a much broader study among voters and other important actors, when validating
Blockchain for electoral purposes, would be necessary prior to implementation.

“The Swedish system that we use for election is very secure and we have to stress
that, that's a very important thing to mention. We go in the way of developing
things digitally and this is just one piece in that process, and as a technique, block-
chain is the most secure way that we have found so far that might to be used when
it comes to elections and so on. But the securities, the system we use in Sweden to-
day, with paper voting, is very secure, and it has to stay secure, even with the new
technique.” - County Council Project Developer
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Another interviewee, the Blockchain Expert, mentioned a big factor for the success-
ful implementation within a new technology implementation project such as Block-
chain in public elections: Education.

“I think education is probably a big component and making people understand,
you know, making it accessible. | think currently you know, it's yeah, it's too com-
plex.” - Blockchain Expert

Transparency is definitively another major aspect, requisite and a goal when talking
about elections (and in the search of Legitimacy), but despite that the concept seems
to have different levels of understanding among the interviewees. We asked the ques-
tion on how Blockchain having implemented, as voting processing and counting sys-
tem, would make the results of any given electoral process available and visible in
real time. This feature was evaluated differently among the interviewees. For exam-
ple, the Blockchain Expert pointed out not seeing a problem having real time data
the day of the election visible during the day of the election.

“You get these benefits,; you know you could do so much more with a dashboard
and user experience and know it's updated instantaneously. You can track the, you
know, imagine if you did this in an election in Sweden where you could have real
time data updates for every municipality, every region.” - Blockchain Expert.

However, other interviewees pointed out that this could affect the judgement of the
voters on election day, producing biases. The Operational Architect highlighted that
if results were reported live, while the election is being conducted, could create anx-
iety while having side effects:

“During counting we publicize each precinct counting, each district. We are people
counting constantly from election night, 2 weeks on. And so, the votes shift con-
stantly. Now it's in this party has 30.2%... now it only has 31%.... and now it has

22... What happened? And some people get very anxious, anxious about this, and
start Twitter storms, about cheating and whatever when it's just normal counting.
So, one application could be to log each change. Now we have counted this pre-
cinct, bam... So, in retrospect, one can follow each change, immutably. As opposed
to now, when we must be... we have log files, we have log stamps, but those are
provided by us.” - Operational Architect
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But is there an alternative for reluctant authorities to give away control on the process
of the election to implement Blockchain? According to the Professor of Communi-
cations Systems there is a scheme available that would make this possible as long as
the government in question counts with the needed resources:

“You can run a blockchain on a semi-centralized service. So, for example, there
are several blockchain services or ledger services on cloud platforms which are in-
herently centralized... ” - Professor of Communications Systems

The creation of a digital national ID as pre-requirement for implementing Blockchain
for elections since the current digital infrastructure of Sweden is not suitable for that
particular purpose. The County Council Project Developer stressed the importance
of a national digital ID under government control as an important requirement for
Blockchain implementation. This emphasizes the property aspect of legitimacy,
where a secure and controlled foundation is required for the technology to be con-
sidered legitimate in an election context.

“First thing we require is the National Digital ID that is controlled by the govern-
ment, by the state. In this case in Sweden, Bank ID it's owned by the banks, it's
owned by private company that the banks are running together. In principle, they
can sell it tomorrow to China or to company in US and then then we lose the con-
trol the national control of the system. So, what we have to do in Sweden, first of
all, is to establish National Identities, that is controlled by a state authority. That's
the main concern, you have that you have it in Denmark, but you don't have it in
Sweden for example. That's the main problem here, using the technique that we
have today.” - County Council Project Developer

5.3 Legal and Political Aspects

The Legal Expert highlighted the framework that digital initiatives have in Sweden
as well as in the European Union, and responded to our inquiry if resistance exists
towards them from the authorities. The legislative reluctance exists towards imple-
menting new technologies in general, not exclusively about Blockchain. The reason
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is that creating specific legislation increases the risk of unintended loopholes or cre-
ating unintended blockages. The gradual process, through which the legitimacy of a
new adopted technology could be threatened, is a matter of Legitimacy-as-Process
and of recommended future research.

“Yeah, I would say there is sort of a... maybe not resistant, but reluctance rather.
It's kind of the same with Al technology. The EU has done, | mean the steps they
have taken so far, there are more legislative texts coming relating to like, liability
and stuff like that. But that's more on a product perspective. But looking at Al as a
technology area, well the most legislative... it's like ethical frameworks to sort of
help the Creators guide themselves towards following the rules that are already
there, | would say. So, it's not blockchain in specific, | would say that's sort of the
general approach to technology. And then with technology has specific areas of
technology has a few years behind them. And there have been like evident prob-
lems... And looking at for example, looking at sort of the platform technologies and
the platform business models we started seeing legislative changes there just in the
past few years, but they have been around since like early 2000s or 2010. No pro-
cess.” - Legal Expert

Authorities in Sweden in charge of the BLING project emphasized control, tracea-
bility, transparency, and costs criteria in their consideration for Blockchain for elec-
tion. However, the technical implementation challenges were joined by legal implied
ones that they were initially not aware of. Despite of having previously endorsed its
features and capabilities, the County Council Project Developer expressed concerns
regarding security, control, and compliance with GDPR when implementing Block-
chain for electoral processes. This includes both Legitimacy-as-Process, where the
adoption process must ensure security and transparency, and Legitimacy-as-Prop-
erty, as adherence to legal and data protection regulations is paramount for establish-
ing Blockchain in electoral processes.

“The other examples we've looked at, the main problem was that it wasn't secure, it
wasn't servers in the US in the Asia using... uh... that's our main concern that we
have to make it secure, we have to have the control of all the procedures concern-

ing that the process. We can't get relied, we can't rely on the servers that's out well
controlled and so on. That's the main concern, that has to be secure, and it has to

follow the European GDPR on personal security and so on, so that's our main con-
cern when it comes to criticism of the techniques that's been used in other areas

around the world. “- County Council Project Developer
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One of the first challenges we found when getting in touch with the electoral author-
ities for this project was the series of assumptions that were made in legal terms. The
digitization of a paper-based process is not only technically challenging but an ex-
tremely complex challenge from the legislative perspective. In the eyes of the Legal
Expert, those legal questions -connected to legal principles- are to a large extent also
technological questions. Therefore, the gradual process of legitimizing a new tech-
nology involves aligning it with legal frameworks, while considering fundamental
democratic principles, like valid identification, secrecy, and freedom of voting. En-
suring these principles through technological adaptation links to legitimacy-as-prop-
erty (“How do we do this?”) as well as to legitimacy-as-process (since doesn’t con-
sider legitimacy as given-stable condition), whilst also touching upon legitimacy-as-
perception when highlighting the individuals (micro-level) right to secrecy toward
society (macro-level) as a whole. Both the legitimacy-as-process and legitimacy-as-
perception concerning legal aspects of a new technology adoption represent good
future research opportunities.

“it’s very interesting from a legal perspective because those are usually and at
least in Sweden. Those legal principles are based on our constitutional law. So, it's
like the strongest legal framework we have can't just be changed. However, it must
be like two electoral processes in between and people have to agree. There's a re-
ally long process to change it, which sort of makes it and just signifies the funda-
mental importance of those kinds of laws for our societies. In Sweden, we have the
principles that our electoral processes should be secret, which I think is a very in-

teresting in relation to sort of blockchain creation, because how do you ensure?
While at the same time tracking things. And while at the same time, like sharing
that tracking, probably if you're going with the entire transparency and decentrali-
zation principle. And then, so the trip | suppose it's like and the elections should be
secret, and they should be free. So, you should be able to vote for whatever you
want. And the secrecy is sort of a fundamental requirement for that freedom, in my
opinion, and I think in the legislature’s opinion as well, is by knowing that no one
else can see what | vote for, they can track what | vote for. They're no conse-
quences for me personally. Apart from the sort of the political level that affects so-
ciety as a whole. | can vote. Vote for whatever | like without the fear repercussions.
And I think. Like with a good... I think those are probably the things that people
stumble upon when they don't take that into consideration in their initial creation
of the blockchain solutions.” - Legal Expert
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However, Blockchain for elections doesn’t seem to be in the political nor in the
legislative agenda in Sweden.

“We have to be very precise in what we want changed. Meaning that we have sort
of narrow minded ourselves. We can't look at everything at once. So, for instance,
the most popular thing that people talk about is Internet voting or digital voting.
That is not on the agenda because it's in the law, you can't vote on the Internet, so
we don't think about that. But if we were given the assignment, we will have to
solve it and we will solve it if given the assignment. There was a public inquiry,
SOU, in 2013, which suggested that there should be a “‘forsoksverksamhet” [exper-
imental operation], a sandbox experimentation with Internet voting in 10 years ago.
That was a suggestion, and it was discussed, and it was not launched, it was not in
law, so there was a discussion some years ago and then I think, and we sort of in-
formally think that the changed security worldwide factors have about troll-facto-
ries, and this is not on the agenda, there's no one pushing for that. But if since you
frame the question in a more intelligent way than | suspected, how can it be used
given all? One discussion that we have is during counting, we publicize each pre-
cincts counting each district.” - Operational Architect

“No discussion and one need to understand that the election legislation is highly
detailed. We are not free to pick and choose what to digitize or what not digitize.” -
Operational Architect

One of the main challenges of every new system prior to the bare consideration of
implementation, digital or not, is to be able to preserve the fundamental principles
inherent to the process in question, such as conducting elections. As already men-
tioned, from the voter's perspective anonymity, freedom and no repercussions are
the pillar ones:

“And the secrecy is sort of a fundamental requirement for that freedom, in my
opinion, and | think in the legislatures opinion as well is by knowing that no one
else can see what | vote for, they can track what I vote for, they're no consequences
for me personally apart from sort of the political level that affects society as a
whole.” - Legal Expert

“Because once you have something that is tracked and is stored. I think you will
stumble upon sort of the ‘how’ do I ensure people's identity that they are citizens,
they have the right to vote while at the same time not compromising their secrecy.”
- Legal Expert
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5.4 Solution Space

For possible adopters to be able to implement new technologies or techniques into
their processes, it is necessary for them not only to have a minimal understanding on
how the developers of the solution work but also to provide them with the necessary
input to find the best possible, ideally, addressing the adopters “needs” and “wants”
as Product Manager 1 explained:

“Actually, what product manager does is that connecting people and teams to-
gether and also with the with the markets, with senior level managers. So basically,
what I do as a product manager is that | work with almost every team in the com-
pany from customer success to support the developers design, then I connect to
customers. Then I connect to senior managers, and | try to bring everything to-
gether so that we can understand what are the problems in the market, what are
the problems for the users, how we can solve it? So how I do it is usually I have to
be in very close contact with customers.” - Product Manager 1

Adopters, ideally, have to have and be clear on their requirements and needs in order
solutions providers can fulfill them and formulate the right proposal.

“’Head of product’ is also involved. But then when it comes to the actual MVP and
really getting things done, you know to that level, then it's the ‘product manager’.
Usually, we call it like ‘product trio’ is also like in in theory that is the product
manager is a designer and it's a developer ‘head of development’. So, these three,
we will sit together, and we discuss.” - Product Manager 1

Active participation from possible adopters is in fact very important in order to de-
fine the need as well as for achieving the goals of implementation while having a
real impact in the redevelopment of the process in question, in this case elections.
New concepts can refer both to an invention or a new application of an existing tech-
nology.

“If you're bringing some concept to the market that hasn't been existing, try to do

some user tests, try to show it to people to see what they think about it and some-

times it's also impressive. For example, it has happened to me that sometimes me

and the designer, | mean he has designed something that he's also not very happy
with it.” - Product Manager 1
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This is crucial to define the needs correctly, delimiting them and achieving a scope
and plan of work with the adopters for them to be able to experiment correctly with
the technology or innovation.

“... I was working in this company that we had a pool of users who had signed up
with us that we would like to be like testers. And then sometimes we were sending
them, for example 2 versions.... we were monitoring how they were working with
both of them and then we would see, OK, which one is better? We were asking for
the feedback. Which one did you feel was better? ....” - Product Manager 1

Besides having their needs clear, which cannot be taken for granted, adopter should
be as precise as possible on explaining the generalities of the problematic as well as
important details to the solutions providers, while granting them access to the rele-
vant data they request, all under the respective data conventions.

“What is the problem of the customer if you are designing this? What is the thing?
So, let's just make it very simple. The customer inputs something into this process
does something on it gets the output, so should see what's the effect of this output
on the previous like. What is the situation? What is the future situation in this pro-
cess? So, | would say it's more like, Who is?... If | want to say it in a process, do |
understand who is the user? What personas are we talking about? What do they
want to do and what do they want? What do they want to get from it? Then when |
have this whole picture... That is the base for my MVP.” - Product Manager 1

While considering a possible set of solutions once the problem has been properly
defined - and the balance needs and wants is clear- thanks to the fruitful interaction
between the adopter(s) and the developers of the solution, the process of conceptu-
alizing and developing a base in which the adopter can test the needed/ desired fea-
tures starts. This is where the solution space in the so-called Dual Track Agile
(Trieflinger et al., 2021) method starts. Moreover, it marks the moment where two
key concepts in the results part of this thesis appear: Prototype and Minimal Viable
Product (MVP).
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Prototype and Minimal Viable Product (MVP) are often confused with each other,
paradoxically to Blockchain and Bitcoin, but it is while it is important for adopters
to understand the differences among them, their experimentations and testing will
take place using only one of them, the MVP:

“It was not in the MVP, but it was more like in the prototype level that we were
sending them like these two versions and then we were monitoring how they were
working with both and then we would see, OK, which one is better? We were ask-

ing for feedback. Which one did you feel was better? So, in that sense, when it
comes to prototype there is a very thin line between MVP and prototype, maybe in

some companies they call the MVP as prototype” - Product Manager 1

A prototype is less relevant from the adopter’s point of view due that it is a pre-
version not suitable for testing, however the adopter's input is crucial for the devel-
opment, Product Manager 1 and 2 helped to understand the chronology while clearly
stated the difference between Prototype and MVP.

“Yeah, I would say that ‘prototype’ is very just simple design. So how for example
we have worked with it is that the designer just design something. Is even in a Pow-
erPoint page, so they just design something and but then you can do an interaction
with this design, that is what we call prototype in my context” - Product Manager 1

“Yeah, so a prototype is an earlier version of the product that. Its only function is
to basically demonstrate to your users what it does... It might not do the work. But
it would convey very easily. It would make the users understand very, very easily
what the product should do. Or, but it might or might not do the work right.... it
does still work, it does it super clumsily, but it does the work, but at the same time
it's not scalable. You cannot really build something on top of it and release to us-
ers. But you can build it super fast and cost is right, but this is what a prototype
does essentially” - Product Manager 2

Paradoxically, while few adopters are conscious that they have a problem to solve,
it cannot be assumed that they fully understand it nor have the willingness to do it.
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“I usually ask these kind of like techniques of for example, why this like 5 Why
techniques, that you ask 5 several guys in the process so you can get deeper and
deeper and deeper into something. And because we already have existing custom-
ers, so it's not that we want to bring a totally new product to the market. Then I
would ask them questions about our existing product, things that what they use,
what they don't use, why don't they use it, what we can do so that they use it? You
know this kind of question. And then | work directly with two teams all the time,
which is design and developers.” - Product Manager 1

When it comes to the solution dimensions that Blockchain can contribute with, one
of the interviewees, the cyber security expert explained how achieving a full solution
in terms of the 3 main aspects 1) decentralization 2) scalability and 3) security is still
not technical feasible nor fully available. He referred to this as the Blockchain Tri-
lemma:

“Especially when it comes to Al and other topics. But that's another thing. I think
I'm not sure how you or I'm not sure if it's possible to use the same system and up-
date it the whole time as the future comes or if it would be easier to implement. Up-
dated systems and replace the old ones because, especially with blockchain, there's
a thing that's called, ‘blockchain trilemma’, and it describes that you're trying to
achieve with the blockchain decentralization. You want it to be scalable and you
try to achieve security, but the blockchain trilemma describes that it's only possible
to achieve two of those three goals, though if you try to have your system scalable
for the future and secure, then, it's almost impossible to have a decentralized and
would be centralized, and that inherits other risks. And if you want it to be decen-
tralized and secure, then for example, the verification process of users would be
too slow and could slow down the whole system.” - Cyber Security Expert

Product management plays an important role in successful implementation of proto-
types, to navigate the journey from conception to innovation by orchestrating in-
sights and dynamics between different actors.

“What product manager does is connect people and teams together and also with
the with the markets, with senior level managers. So basically, what | do as a prod-
uct manager is that I work with almost every team in the company from customer
success to support the developer’s design. Then I connect to customers, then | con-
nect to senior managers, and | try to bring everything together so that we can un-
derstand what the problems in the market are, what are the problems for the users,
how we can solve it? " - Product Manager 1
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“I go into a company, and I see that there is always this pressure from salespeople,
from customer success, that they want to build things for one individual customer
and as a product manager, it's my job to say that, No, this cannot... We cannot do
it, because we are focusing on this other thing now which has more strategic value.
So, I also try to dig deep that for example, I ask questions that OK, how is the cus-
tomer doing right now? Is there any other way that they can solve this problem? Is
there a possibility that they may turn with us if we don't solve this? And all these
things to really understand what the importance is of that one for example feature
that the customer is requesting because what happens in.”” - Product Manager 1

But does the need-solution pairing approach work in reality for technological imple-
mentation processes? Product Manager 1 stated that in the digital asset development
practice is known with another name: Dual Agile Development. Project manager 1
highlights the concept of "dual agile", this could be further explained as having two
sides. One side where you have the problem, and on the other side where you have
the solution. Then, through iteration, dual agile revolves around the relationships
between identifying a problem and finding a solution.

“And this thing that you mentioned about like this parallel thing, problem, and so-
lution, that's exactly how | work. So, it's like we call it this dual agile. So, we have
base, and we have solution space and that's exactly what we do like......so when
you redefine this problem then you know that OK now you start to go into the solu-
tion space and then you start to do the prototype you start to iterate and iterate and
iterate show it 7o the users.” - Product Manager 1

When questioning Product Manager 1 about the division line between human and
technology, we found ourselves with a rhetorical answer.

“I would say that product manager to a very high level, it comes about like sort of
peoples.” - Product Manager 1

During the interviews we came to realization that obligations do not purely lie on the
adopters” side, rather the solution providers need to play an active role from the be-
havioral aspect i.e., managing expectations. Product Manager 2 also highlighted how
managing expectations, especially regarding the time of iterations on developing a
solution takes, and how to explain it to the possible adopters.
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“And at some point, the product was the MVP was maturing more and more. So, |
would say sometime after one year after the initial start, we had the official launch.
And then we were basically managed, we managed to have some of our clients now
the right value. It was still not paid, but we wanted to develop it a bit further before

judging it. We also wanted to build their interest a bit more. And then yeah, we
continue with that. Meanwhile, the largest opportunity from the public sector that
was introduced to us by the investors. Started an RFP and research for proposals
for this type of system and that kind of means that we are forking holistic.”

- Product Manager 2

While creating consciousness and managing adopters’ expectations, solution provid-
ers require to think further than the design of a specific solution for a given customer
i.e., how the development can benefit other adopters? Product Manager 2, in accord-
ance with Product Manager 1, thereafter emphasizes that in order to achieve flexi-
bility and scalability, you must take your own solutions and make them broader in
order to appeal to a wider spectrum of potential adopters.

“We have like the standard product that we're still trying to put in the market at the
same time we're building something a bit more custom on top of it for this particu-
lar client or the client. The RFP, however, went on for quite a bit of time. Then the
pandemic came and then they basically pulled the RFB. They didn't want to buy an-
ything they were too afraid to. | had gotten some traction in the private sector. We
were testing this product with more and more users... They were giving us feed-
back now. | was in discussions with a few organizations and each of them had their
own ideas. It was very important that | actually would gather all of these ideas and
try to find the common patterns and develop those and not promise to these compa-
nies that | would develop everything that they would ask for. We'll say, look, let's
see, depending on the direction that we want to take on this product, we want to
make this concept strong, that we're in discussions with a few other organizations.
We want to make sure that this actually can be used by the other organizations
we're going to build a custom product for you, and thankfully they were under-
standing some of them.” - Product Manager 2
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The final question for us was, in fact, if there is a matching pair in the need- solution
landscapes that can satisfy the control requirements expressed by the adopter while
enjoying the potential listed benefits of Blockchain for E-voting. In this sense, the
Professor of Communications Systems opened a new window when questioned
about this: One could use a semi-centralized server service system for that.

“And then it's kind of semi-centralized. And the relationship now is that you have
the public transparency of the process, but you have the government control of the
service and perhaps if it's outsourced and it is on a public cloud. They may think
that's not enough, but in UK for example, we have government cloud service, so
they could use that.” - Professor of Communications Systems

While we were not lucky on finding matching literature on how Semi-centralized
server systems work, the Professor of Communications Systems provided an exten-
sive technical explanation that we considered to be interest as a matter of future re-
search, beyond the scope of this master thesis.

“You can run a blockchain on a semi centralized service. So, for example, there
are several blockchain services or Ledger services on cloud platforms which are
inherently centralized. If you look at Azure or AWS, you know the Microsoft Azure
on Google Cloud or Amazon's AWS, there are Hyperledger and Ethereum services
which run on those and so an electoral body could just use that as a blockchain. It
still has the tamper evidence so they can show the public that the votes have not
been altered by an agency including themselves. But it is centrally managed, so if
you want that's kind of my simple answer that that would be you know it would, it
would be completely reasonable for example in multiple countries. Now, perhaps
not in the country we were working with in Pakistan, but certainly most of Europe
governments have cloud services as part of government services and so running a
blockchain on a cloud service is perfectly feasible. And then it's kind of semi cen-
tralized. And the relationship now is that you have the public transparency of the
process, but you have the government control of the service and perhaps if it's out-
sourced and it is on a public cloud. They may think that's not enough, but in UK for
example, we have government cloud service, so they could use that.” - Professor of
Communications Systems

57



6 Discussion

6.1 Technical Challenges: Security and Control

Control & Compliance:

The County Council Project Developer emphasized the need of control, secure pro-
cedures, and to comply to regulations as well as stated the government’s concerns
on relying on external servers. In the same line, the need for securing processes guar-
anteed by internal control from Authorities is a necessary condition to meet Swedish
jurisdictional regulations. Parallelly, the Professor of Communications Systems also
raised concerns about how trust issues in governmental and service functions the
implementation of Blockchain might not necessarily solve. If the perception that the
government can still manipulate results would remain in a specific country, the im-
plementing authorities would be in the need of showing a high level of compliance
and transparency with legal regulations and data protection standards like the GDPR
in order for the technology to gain legitimacy, by the means of aligning with estab-
lished safeguarding regulations of data privacy. The former aligns with legitimacy-
as-perception from the public (macro level) and represents the main element of va-
lidity electoral authorities should aim for.

Verifiability:

The Blockchain Lab & 10T Expert discussed the concept of End-to-End verification
and highlighted the importance of allowing citizens to have proof of their votes in
the end results. Zero-knowledge proof was suggested as an approach to ensure ano-
nymity while verifying the vote. However, Blockchain offers additional security fea-
tures. The Blockchain Expert added that cryptographic methods such as Proof-of-
Person (PoP) enhance security by ensuring ID verifiability while preserving ano-
nymity.

The discussion about the importance of End-to-End verification and the role of Zero-
knowledge proofs can be linked to legitimacy-as-property. Verifiability mechanisms
add up to the transparency and accountability needed for a legitimate election pro-
cess.
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Transparency & Immutability:

The Blockchain Expert highlighted how the immutability of data stored and recorded
on a Blockchain reinforces its security against hacking attempts. The interviewee
mentioned as well that Blockchain is both transparent and immutable, ensuring that
once a vote is recorded on the Blockchain and the polls officially close, it cannot be
changed. Furthermore, the Operational Architect explained how the encryption pro-
cess used in electronic voting schemes would ensure that votes and personal infor-
mation would be securely enclosed in encrypted envelopes.

When highlighting the immutability of Blockchain and its contribution to security,
this finds a link to legitimacy-as-property in our opinion. Since immutability ensures
that the integrity of election data is protected, it complies with the critical require-
ment on maintaining legitimacy and trustworthiness throughout the entire electoral
process. Demonstrating such benefits would be the first step by election organizing
authorities on the “socio-cognitive perception or evaluation” to achieve legitimacy-
as-perception from voters and election participants.

The idea of using Blockchain to combat major concerns such as voter fraud and co-
ercion is also mentioned by the Professor of Communications Systems. The combi-
nation of E-voting and Blockchain, however, requires trust in both the technology
and the government. Blockchain transparency and immutability could enhance trust
if applied where the government provides verifiable ID services, but the technology
alone will not help if there is an inherent distrust in government. However, in order
to enjoy the benefits of a E-voting and Blockchain integration i.e enhance security
while diminishing human errors as stated by the Blockchain Expert, it has to be com-
bined with a reliable identity verification system that Sweden still lacks off. As stated
by the County Council Project Developer, the commonly Bank ID legitimation sys-
tem belongs to the private Banks; making it an unviable candidate for electoral pur-
poses since it can have a direct repercussion not on individuals’ private data but in
the conformation of the local and national governments.

A recurrent feature mentioned as an inherent characteristic of Blockchain is its de-
centralized character, while the topic has come commonly across not only in the lit-
erature but also in most of the interviews conducted, its full digestion as concept
requires time and has a low degree of ease-of-use. As explained in section 2, the
decentralized nature of Blockchain contrast with the typical centralized nature of
electoral processes where the element of control represents a non-negotiable priority
in the case of the Swedish authorities, and most probably for other jurisdictions.
However, here it is important to remember and clearly differentiate and clarify how
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the different actors look at both centralization and decentralization. As mentioned in
Valmyndigheten webpage (Valmyndigheten, 2023) “decentralization” is mentioned
as one of the characteristics for the elections in Sweden. However, that conceptual-
ization refers purely to the fact that votes are counted in their respective locations
and then results are reported to a central authority. In that case, the counting and
reporting procedures make the elections a centralized process controlled by a central
authority. In the nature of a public/permissionless Blockchain (Amelin et al, 2019)
there is no central authority in charge of the process, rather the information is visible
and shared. The insertion of Blockchain would remove, in principle, not only central
authority but also the element of control.

“When you talk about centralization and decentralization, you can talk about dif-
ferent degrees and levels, right? | mean. | don't see the benefit of if you can have a
network that provides infrastructure to do elections on it, but no one can control it

in the sense that they can go in and just change things by themselves.” - Block-
chain Expert

Security:

The County Council Project Developer stressed the concerns about security and
compliance, particularly related to secure procedures and compliance to GDPR. The
Blockchain Expert highlighted the security benefits of Blockchains de-centralized
nature and immutability in preventing hacking. The Cyber Security Expert explained
in likeness about the role of cryptography and encryption to ensure security. Differ-
ent cryptographic methods were discussed and the distinction between cyber security
and information security was highlighted and that two types of cyber-attacks could
be identified: attacks targeting the system itself and attacks that are targeting the
users. A secure system (legitimacy-as-property) is a foundational requirement for
establishing the legitimacy of the technology in the context of electoral processes
(legitimacy-as-property). Ensuring the security of data and processes is essential to
maintain the credibility and integrity of elections (legitimacy-as-process), hence the
need for control as stated by the County Council Project Developer.
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6.2 Organizational Dynamics: Navigating Change

Need & Motivation:

The County Council Project Developer highlighted the “need” to address digitaliza-
tion in various fields sooner or later, including electoral processes and that digitali-
zation is seen as motivation to step forward. On the other hand, the Operational Ar-
chitect presented different motivations among potential adopters explaining that,
some might see digitalization as unnecessary in some cases, where no palpable ben-
efit in the process in question is perceived.

The combination of technology, public perception, and regulatory frameworks
shapes the conversations surrounding innovations like Blockchain, especially when
addressing misconceptions around it. Skepticism often arises from misunderstand-
ing, exemplified by the recurrent confusion between Blockchain and Bitcoin, where
in reality one (Bitcoin) is a byproduct from the other (Blockchain), as stated by both
the Blockchain Expert and the County Council Project Developer. However, it is
important to explain these misconceptions to enable informed discussions.

During the interviews, the Trust factor was mentioned continuously as a crucial ele-
ment on driving a governmental initiative. Sweden has high levels of Trust in the
public institutions as shown in the trust index (Organization for Economic Co-oper-
ation and Development [OECD], 2023) that places Sweden as in position nr. 4. This
set the question of where the need is to add such a feature like Blockchain to its
electoral processes.

For the sake of understanding, the appropriate comparison to clarify the expressed
need towards having Blockchain in electoral processes in Sweden is the one con-
cerning with the only public area where the country has successfully implemented
Blockchain: Property rights (Sanka et al., 2021). The initial motivation for the Swe-
dish authorities was more related to appropriate property classification and fair tax
collection rather than combating issues of Trust. While Blockchain and in general
Distributed Ledger technologies were designed to restore trust in public systems (Na-
tarén & Herran, 2019), the evidence collected during the results of this thesis does
not point out to an existing need on the electoral side.
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Natarén & Herran (2019) provided decision criteria a government can follow when
deciding whether to implement Blockchain or not, and more importantly in which
areas. They studied the case of an emergent country like Mexico, but the lessons
general enough to extrapolate them to another country's case. These include the re-
view of the legal and technical landscapes of the country, as well as considering the
main contextual barriers for the implementation “This consideration arises from the
Mexican context and should not be considered from the point of view of the used
authors evaluations. So, the best two applications of DLTs in Mexican Government
to combat corruption seem to be the Strengthening of the Public Property Registry
and the Tracking of Public Funds....... The most obvious barrier for a successful
implementation of DLTs in Public Funds Tracking in Mexico is the political legacy
system. ” (Natarén & Herran, 2019)

Finally, Natarén & Herran (2019) mentioned that the digital infrastructure level of
the country can facilitate or slow down the implementation of a government initia-
tive. Digitalization rankings of the countries can be found on the Digital Evolution
Index (DEI) (Retrieved August 14, 2023, http://www.thenextsiliconval-
ley.com/2017/07/21/4784-digital-evolution-index-maps-competitiveness-of-60-
countries/#.ZHCb2XZBy5c¢) with a corresponding score. Sweden was classified as
number 2 in the world after Norway, setting a good precedent.

When considering the high levels of trust the Swedish citizens have towards their
public institutions, the debate about the need of Blockchain from Swedish Electoral
Authorities to legitimize themselves appears in first sight at least questionable. The
degree of trust (legitimacy-as-perception) in governmental institutions can, paradox-
ically, influence the perceived legitimacy of technological implementations (legiti-
macy-as-property) like Blockchain in elections.

During the introduction of this thesis, the term Agile Software Development was
brought to the table after the introduction of the respective constructs of Legitimacy
and Need-Solution Pairing. But how does this practice relate exactly to literature?
The interviewee Product Manager 1 brough the concept of Dual-track Agile as a
synonym -in the development of Digital Assets- to the practices of what VVon Hippel
& Von Krogh (2016) called Agile Software Development in their Need-Solution pair-
ing paper. Trieflinger et al. (2021) wrote an interesting paper about the topic of Dual
Agile Development where they intended to “Gain a better understanding of how
product discovery and product delivery can interact with each other and how this
interaction can be implemented in practice, this paper aims to identify suitable ap-
proaches to dual-track agile” (Trieflinger et al., 2021).
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Dual-track agile is a type of agile development which combines product discovery
(i.e., the ability of the adopter to validate products, services or features before imple-
mentation) and product delivery (i.e., the technical implementation and deployment
of the identified outputs of product discovery) in parallel (Trieflinger et al., 2021).
One of the approaches Trieflinger et al. (2021) presents a paper called “Essential
Approaches to Dual-Track Agile: Results from a Grey Literature Review” relates
specifically with the conception and creation of Product Roadmaps for the means of
Digital Assets Development. The reader that has made it until this point of the thesis
might relate the former with the concept of Minimal Viable Product (MVP), and with
reason.

Communication:

The Professor of Communications Systems discussed how the transitioning process
of introducing a new technology like e-voting would look like. He compared it to the
adoption of online banking and emphasizes that the acceptance (Legitimacy-as-pro-
cess) and adoption would take time. A hybrid system could be necessary to accom-
modate different levels of comfort with the new technology.

Control & Transparency:

Within the solutions landscape, failures of Blockchain products such as cryptocur-
rencies have promoted resistance and resistance towards the actual Blockchain tech-
nology itself would be built upon weak reasoning. The Blockchain Expert empha-
sized that failures in the crypto space do not equal Blockchain technologies potential,
rather highlighted the need for having a more transparent election. This disconnect,
between negative perceptions and broader capabilities of Blockchain, is also ex-
pressed by the County Council Project Developer, but in similar fashion as the
Blockchain expert highlights that Blockchain would be the most secure way to digi-
talize an election promising transparency and control.

The Blockchain Expert acknowledged regulatory and ethical challenges in imple-
menting Blockchain for electoral processes, but also brought up that the potential
benefits would overcome them, making explorations worth it. The Blockchain Ex-
pert also brought up the potential benefits of real-time data visibility during an elec-
tion through a Blockchain-based system. However, the Operational Architect
pointed out potential negative effects of reporting live results could include anxiety
and misinformation. This balance between security and transparency was a recurrent
topic during the interviews when questioning the interviewees about election results
reporting and visibility.
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The concept of decentralization is central to Blockchain technology. This term is
often understood differently depending on the context. For instance, in electoral pro-
cesses, decentralization means distributing vote counting across different locations
(poll stations), whilst in a public Blockchain, it means the absence of central author-
ity. The County Council Project Developer highlighted the importance of balancing
control, with the benefits of decentralization. Coincidentally, the notion of a semi-
centralized Blockchain, as explained by the Professor of Communications Systems,
could be run on government-controlled cloud platforms, and thereby, could be pre-
sented as a viable compromise, allowing for transparency whilst retaining control
I.e., what can be considered as a sign of pragmatic-legitimacy (legitimacy-as-prop-
erty) from the proposed solution. This insight also suggests that a semi-centralized
Blockchain system could align with governance priorities stated by the County
Counsil Project Developer, if properly executed.

6.3 Legal Horizons: Exploring Regulatory Frame-
works and Data Privacy

Assumptions:

During the discussions a couple assumptions made by the Swedish Electoral author-
ities in their initial due diligence about implementing Blockchain, from the legal and
political perspectives, popped up. The discussion around the adoption of Blockchain
technology in elections could be found between technological processes, legal
frameworks, and practical considerations. The unwillingness towards embracing
new technologies like Blockchain didn’t have to be based on resistance but instead
could be reflected on protecting established legal principles and societal values
which identifies the assumption that digitizing a paper-based process would not only
be technically challenging but also legally complex, as stated by the Legal Expert.
Control, transparency, and cost-effectiveness were the driving forces behind Swe-
den's investigation of Blockchain for elections, according to the County Council Pro-
ject Developer. However, these plans were halted by unforeseen legal obstacles such
as storage, highlighting how difficult it would be to switch from the secure paper-
based systems that Swedish elections has today, to a digitalized one.
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Trying to preserve the fundamental characteristics of democracy, which are built on
secrecy and freedom, has made Blockchain adoption a difficult challenge. The adop-
tion of Blockchain could hold potential benefits, but how it can develop would de-
pend on how these technologies align with existing legal and ethical norms, ensuring
the fundamental principles of democratic processes remain intact. Therefore, one of
the main challenges that was identified was the assumption that digitizing a paper-
based process would not only be technically challenging but also imply fulfilling a
series of legally complex and time-consuming requirements. Considering existing
legal principles and societal values, when adopting new technologies such as Block-
chain, should look for not only that a process remains legitimate according to estab-
lished norms but to increase its degree of validity.

Roadblocks:

The County Council Project Developer, responsible for the BLING project, empha-
sized the control need of the organization considering Blockchain for elections.
However, combining technical implementation with to the European GDPR and
other regulations was an unforeseen issue. Digital implementation initiatives legis-
lation is a complex process involving multiple processes, including the ones con-
cerning the own elections organizational issues as well as public agreement, b ac-
cording to both the Legal Expert and Operational Architect. This complexity high-
lighted one of the multiple implementationroad-blocks new technologies, such as
Blockchain, can face. Furthermore, Sweden has another unique trait that adds to the
complexity. The nation’s high levels of trust in its public institutions, at the top of
the global trust index (Organization for Economic Co-operation and Development
[OECD], 2023), could question the need of introducing Blockchain into its electoral
processes. The Professor of Communication Systems stood in alignment with such
question based on the case of UK, where just one fraudulent vote -out of millions of
votes- have been occasionally detected, disregarding the Blockchain adoption as nec-
essary, and that the existing operational cost for traditional voting is reasonable. On
the other hand, the Legal Expert, both Electoral Officials, as well as the Blockchain
Lab and IoT Expert replicated that this reality is also present in the Swedish case.
But there are also technical challenges as roadblocks revolving around ensuring se-
curity and compliance, and the County Council Project Developer highlighted the
need for such secure procedures.
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Technical challenges:

Blockchain as solution is aimed to guarantee data security, complying with privacy
standards while maintaining voters' identity as well as ensuring their anonymity. The
combination represents challenge from the technical perspective. Therefore, the Le-
gal Expert raised the question on how to verify citizens' identities without compro-
mising the secrecy of their votes. While not explicitly mentioned in the legal section,
the Blockchain trilemma, discussed by the Cyber Security Expert introduced possi-
bility of achieving decentralization, scalability, and security in Blockchain solutions;
though and as explained by the expert only 2 out of 3 of these features can be
achieved at the same time.

The technical challenges associated with the Blockchain trilemma can be connected
to pragmatic legitimacy (technical superiority) as well as to legitimacy-as-process
for future research purposes. Selecting a plausible technical balance should add up
on achieving the credibility and trustworthiness aimed by the implementation of the
technology.

6.4 Prototyping and MVP: Iterative Development
6.4.1 For Adopters

Problematic:

Both Product Managers provided valuable insights into the roles of product manag-
ers in different contexts. They highlighted the importance of understanding users,
collaborating with diverse teams, and ensuring that products remained relevant and
effective in their evolving part of the landscape. Product Manager 1 discussed the
importance of that adopters must clearly understanding their requirements and prob-
lems before engaging with solution providers. Product Manager 1 also emphasized
the need for adopters to engage in discussions about their problems and challenges
with the solution providers to bridge the gap between different teams. Product Man-
ager 1 also brought up techniques like the "5 Whys" to deepen into the understanding
of what adopters needs and what their challenges are.
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This made us connect the dots that Blockchain must go through a development pro-
cess like any other Digital Asset. Therefore, are there main considerations a possible
adopter (in this case an electoral authority) should make before even considering the
implementation of a new technique or technology such as blockchain? Is there as
similar process in the practice of Agile Software Development to the need-solution
pairing approach? Those 2 questions constitute the pillars of the other half in the
results part of this thesis, and like in the legitimacy lens, the answer to both is: Yes.

Needs:

Both Product Managers emphasized the significance of understanding user needs
and behaviors (need-solution pairing). By focusing on users and conducting iterative
feedback loops, election authorities could ensure that the Blockchain solutions aligns
with their own requirements, the voters, and other stakeholders. This approach en-
hances the transparency of elections and addresses potential concerns that related to
voter privacy, trust, and user experience. Product Manager 1 emphasized the im-
portance of adopters being clear on their requirements and needs to allow solution
providers to be more flexible to create effective solutions.

Regarding Solution Providers:

The Product Manager 1 explained the role of a product manager in connecting dif-
ferent teams including developers, customers, and senior managers. Product Man-
ager 1 also highlighted the importance of active communication from adopters to
drive successful solutions. Product Manager 2 also brought up the challenge of man-
aging adopters’ expectations, especially regarding development timelines.

The Product Manager 2’s experience of adapting solutions to individual client needs
i.e., recognize common patterns and developing those, and ensuring that it could be
utilized in other organizations whilst still being able to design a custom product,
could be relevant to electoral processes. It could be important in the sense that dif-
ferent regions and countries have different electoral systems and requirements. Ap-
plying a similar approach, election authorities could customize Blockchain solutions
to suit their specific needs whilst maintaining a standardized core that ensures con-
sistency and security. This balance between customization and scalability would be
important for diverse electoral cases.
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6.4.2 For Solution Providers

Expectations:

The Product Manager 2 emphasized the importance of managing adopters’ expecta-
tions, especially in terms of development timelines and iterations. Product Manager
2 also stressed the important of individual client needs i.e., recognize common pat-
terns and developing those, and ensuring that it could be utilized in other organiza-
tions whilst still being able to design a custom product, could be relevant to electoral
processes. It could be important in the sense that different regions and countries have
different electoral systems and requirements. Applying a similar approach, election
authorities could customize Blockchain solutions to suit their specific needs whilst
maintaining a standardized core that ensures consistency and security. This balance
between customization and scalability would be important for diverse electoral
cases.

Scalability:

The Product Manager 2 emphasized the importance of making solutions broader and
scalable to appeal to a wider range of potential adopters whilst the Cyber Security
Expert introduced the concept of the "Blockchain Trilemma," discussing the chal-
lenges of achieving decentralization, scalability, and security simultaneously in
Blockchain solutions. The Professor of Communications Systems finally suggested
the possibility of using a semi-centralized server services for Blockchain implemen-
tations for allowing a balance between public transparency and government control.

Both Product Managers stressed the importance of prototypes and MVPs. In the con-
text of elections, these concepts can be used to legitimize Blockchain implementa-
tions on a smaller scale before full-scale adoption. Developing prototypes could al-
low election authorities to showcase the potential benefits of Blockchain technology
to stakeholders, and the MVPs enable iterative testing and refinement based on user
feedback. This approach could therefore mitigate risks and allow for safer and grad-
ual implementation. Election authorities could thereby exploit the benefits of Block-
chain whilst still preserving the integrity, security, and transparency of voting sys-
tems by focusing on user demands, collaboration, customization, and iterative test-

ing.
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7 Conclusion

The objective of this thesis was to study the plausible application of Blockchain for
public electoral processes in Sweden under the framework of the European Block-
chain in Government (BLING) project.

First, this thesis established the requirements and combination of factors to be met
by a technology, such as Blockchain, to fulfill the need of Legitimacy for a public
interest process such as an election (Need space): Control and Immutability for the
Central Authority, as well as Transparency, Visibility, as well as Secrecy of voting
for the voters and other process participants. This provides, according to the authors
of this thesis, an answer to research question 1, however just partially.

In the conceptual framework section of this work, 3 different dimensions of legiti-
macy were defined: 1) Legitimacy as property 2) legitimacy as process and 3) legit-
imacy as perception.

As a first layer of legitimacy as property Suddaby et al. (2017) mentions the so-called
pragmatic legitimacy i.e., the assessment if the proposed implementation (solution)
Is in fact technically superior to the current system. Therefore, the first consideration
applying the legitimacy lens before going into a new implementation appears to be
straightforward: Is it needed? Is there a real reason for it?

“The system we use in Sweden today, with paper voting, is very secure, and it has to
stay secure, even with the new technique.” - County Council Project Developer

While Blockchain technology could add new dimensions respecting legitimacy as
process and perception, there doesn’t seem to be currently a need for its application
in the Swedish context. If Blockchain can in fact offer pragmatic legitimacy (legiti-
macy-as-property) that is also a matter of the future research, we are proposing in
this work.

Second, this thesis selected the need-solution pairing approach proposed by Von
Hippel & Von Krogg (2016) in order to explore among the plausible sets of solutions
(Solution space) that could contribute to the implementation of Blockchain for elec-
toral processes in Sweden.
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Third, this study claims to have found a matching pair, and therefore have success-
fully answered research question 2. The proposed answer takes the form of the use
of semi-centralized server systems in order to implement Blockchain for electoral
processes that we propose to be subject of further study by engineering or computer
science faculty students or researchers. This would help the County Board of Skane
to fulfill their control requirements over the electoral process (Matching pair).

Implementing a semi-centralized Blockchain would enhance the legitimacy of prop-
erty as the cloud services would be state-owned, the process of legitimacy would be
part of their influence, and the perception of trustworthiness towards authorities by
the public is already high in Sweden, making this proposal, in essence, legitimacy
within all three dimensions.

However, it is worth noting that in the context of finding a viable pair, we did not
conduct any exploration on the potential fulfillment of need at equal or lower cost.
This lack of analysis, however, opens the opportunity for future research within this
field.

Finally, a series of managerial implications and considerations were proposed for
possible adopters, interested in studying the implementation of Blockchain to an
electoral process. With this we went two steps back in the literature of existing ad-
hoc solutions for Blockchain with E-voting purposes.

While most of the decision makers on the adopter’s side (companies, institutions,
public sector) would typically rely on their IT or technical departments to advise
them of implementation considerations towards a new technology in their search of
optimizing their processes and boost their results, in this case Blockchain. We would
strongly encourage them to achieve a minimal required understanding of the input
requirements, the solution providers need to better address the needs and eventually
wants from adopters. This point will appear again in the discussion section as well
as be part of the final list of recommendations.

Therefore, our claim is that in order to match the dynamics of any given electoral
process with the basic characteristics of the Blockchain technology, it is necessary
to go two-steps back in the literature in order to generate a more generalized set of
guidelines that contains the minimal characteristics a Blockchain application must
include in order to be implemented on any given electoral process. That constitutes
the result of this thesis. The aim is that any implementation attempt or eventually
success case would not only benefit one but multiple possible adopters.
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Proposal: Two-steps back

As brought to the table by the Practitioners during Section 5.4, an MV/P is the base
for experimentation for early adopters regarding their desired features in the intended
implemented system. The MVP englobes the basic needs while allowing the imple-
mentation of the wants, but before creating an MVP a series of managerial implica-
tions need to be considered. As a result, the final proposition of this thesis consists
of a series of recommendations- for the “adopter”- to be consider before pursuing
the implementation of a digitalized process, such as Blockchain, into a traditional
one, such as the Swedish elections.

Table 3
Our Proposal: Prior Considerations for Blockchain implementation (E-voting):
Answer to practical

Managerial Implica- General system feature | Description
tions prior the Adop-
tion of Blockchain for
Electoral Purposes
(Inspired by Avital,
2007)

Technical Control & Compliance Identify the jurisdictional
Security location of needed tech-
nological resources and
the compatibility with
your local GDPR regula-
tions

Verifiability Identify the different
technological verification
mechanisms currently
present in the market
(i.e., Zero-Knowledge
proof, etc.)

Transparency Ask your solution pro-
vided about transparency
features of the technol-
ogy of your interest (in
this case DLT and
Blockchain)
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Immutability

Ask your solution pro-
vided about the immuta-
bility features of the
technology of your inter-
est (in this case DLT and
Blockchain)

Security

Investigate the different
technological security
mechanism currently
present in the market
(i.e., Encryption, Cryp-
tography, etc.)

Organizational

Need & Motivation

Define your business and
organization REAL need
as accurate as possible
and differentiate it from
other motivations

Communication

Differentiate between
needs and wants, try to
pre-evaluate the feasibil-
ity of your wishes.

Control

Understand & promote
technical understanding
within your organization.

Increase levels of infor-
mation about the topics
in question within your
organization

Educate people about the
use, possibilities, and
limitations of technologi-
cal resources.

Transparency

Promote transparency of
information and fight bi-
ases

Legal & Political

Assumptions

Avoid making assump-
tions, rather find out the
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how the legal and politi-
cal landscapes look like
regarding you’re your
digitalization initiative.

Roadblocks

Pre-identify possible
roadblocks and state the
question “What have we
not considered?”

Technical-Challenges

Anticipate that you will
face technical challenges
no matter the endowment
of resources you have.

Proposal

For Adopters:

1. Problematic

Define and explain
clearly the problematic
properly so that they are
explainable to third par-
ties and solution provid-
ers.

2. Needs

Define and understand
your own needs properly
so that they are explaina-
ble to third parties and
solution providers.

3. Regarding Solu-
tion Providers

Understand Solution pro-
viders™ perspective &
provide requested input.

For Solution Providers:

1. Expectations

Manage Expectations of
your Adopter

2. Scalability

Design for Scalability,
not for individual client
purposes
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7.1.1 Limitations

One limitation restricting our study was the time limitation. Finding suitable partic-
ipants for interview took longer than expected since the research area on applying a
plausible Blockchain in electoral systems is limited, it made the scope of finding
relevant participants for interviews narrow.

Another major aspect worth mentioning is that other candidates for lens, such as
cybersecurity, could have been chosen. However, it was discarded due to its high
technical level, not matching both the interest and background of the group of re-
searchers responsible for this study, nor from the interested partners from the BLING
project. Nevertheless, cyber security could be an excellent candidate for other re-
search efforts to go deep into as well as complementary to this work. Furthermore,
the so-called Blockchain Trilemma (where achieving Decentralization, scalability
and security is not achievable at the same time, but only combining 2 out of these 3
elements) that we became aware of by interviewing the Cybersecurity Expert could
be a good candidate as an approach for such proposed research.

7.1.2 Future Research

As stated in the conclusion, while Blockchain technology could add new dimensions
respecting legitimacy as process and perception, there doesn’t seem to be currently
a need for its application in the Swedish context. If Blockchain can in fact offer prag-
matic legitimacy (legitimacy-as-property) that is a matter of the future research we
are proposing in this work.

As stated in Section 4, legitimacy as process analyses the term related to movement,
activity, and temporal evolution (Suddaby et al., 2017). Studies about legitimacy as
process are intended to produce stage models able to demonstrate how organizations,
their practices and outcomes move from one state to another. For Electoral Authori-
ties and Bodies this can be a matter of interesting future research, evaluating the
impact of the insertion of an innovative technology such as Blockchain.
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An important clarification is that, since most of our results point out in the direction
of legitimacy as property rather than as a process, it is important to mention a dis-
tinction that Suddaby et al. (2017) made between them. In legitimacy as process fo-
cused studies, authors tend to use the term “legitimation” or “legitimizing” rather
than “legitimacy.” This is the reason we sticked to the term legitimacy across the text
of this master thesis. As Suddaby et al. (2017) state in their article, process-oriented
research on legitimacy states the three key processes by which legitimation occur:
(1) persuasion/translation/narration, (2) theorization, and (3) identification/categori-
zation. Future research could include pilot projects of insertion of Blockchain which
include creating a citizen dialogue, storytelling from authorities about other success-
ful experiences with the tool as well as defining the appropriate categories (areas or
fields) as subject of implementation.

In Section 4 we stated how the study of legitimacy-as-perception concerning Voters,
Political Parties and Candidates as well as Electoral Observers as matter of future
research. Typically, researchers going into legitimacy-as-perception should focus on
two main constructs: 1) Judgment formation from individuals and 2) the relationship
of the aggregation of such judgements forming a “macrolevel legitimacy opinion”
i.e. achieving validity from the public as stated by Suddaby et al.(2017) Particularly,
that second aspect represents the micro-to-macro translation within social theory as
Suddaby et al.(2017) referred to be still underexplored, at least until the time of pub-
lication of their famous Legitimacy paper. Furthermore, the authors stated that there
is a skewness to the analysis of legitimacy and institutional change in the form of
legitimacy-as-process in the literature. The study of implementation of Blockchain
in a process of public scrutiny, such as elections, represents an excellent motive to
go deeper into the study of legitimacy-as-perception at the macro level. Such an ef-
fort would imply the use of vast -both material and time- resources not available to
the authors of this master thesis.

Finally, as stated in Section 5, while we were not lucky on finding matching literature
on how Semi-centralized systems work, the Professor of Communications Systems
provided an extensive technical explanation that we considered to be interesting as a
matter of future research, beyond the scope of this master thesis.
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9 Appendices

9.1 Appendix 1 - Original Interview Questions

First question for everyone

e What is blockchain for you?

Researchers:

e \What are the most basic characteristics a blockchain would need in an electoral vot-
ing system?

e Could blockchain make electoral processes more transparent and trustworthy?

e Are there any potential benefits of implementing blockchain technology for electoral
voting system?

e Could blockchain increase the accuracy and speed of the vote counting system?

e What could be some of the key technical challenges associated with implementing
blockchain in electoral voting system?

e Are there any potential limitations associated with implementing blockchain in an
electoral voting system, that you could think of?
Practitioners:

e What are some of the operational challenges associated with implementing blockchain
in an electoral voting system?

e What kind of infrastructure would you believe is necessary to support a blockchain-
based electoral voting system?

e Could we ensure that all eligible voters are able to participate in the voting process,
regardless of their technological literacy?



e How would addressing concerns about the potential cost of implementing blockchain
in an electoral voting system?

e How would we educate the public about the benefits and limitations of using block-
chain technology in electoral voting systems?

Electoral officials:

e What potential security risks exist with implementing blockchain in an electoral voting
system? How can those security risks be mitigated?

e Are there any ethical considerations to acknowledge when implementing blockchain in
an electoral voting system?

e Are there any potential legal or regulatory barriers to implementing blockchain in an
electoral voting system?

Last question for everyone:

e |s there anything you see that we have overlooked?

9.2 Appendix 2 - History of Blockchain

Most people agree that the first application of modern day Blockchain technology originated
with Bitcoin and Satoshi Nakamoto.

In a paper titled "Bitcoin: A Peer-to-Peer Electronic Cash System™, Nakamoto (2008) proposed
a direct online payment from one party to another without the involvement of a third-party
intermediary (such as banks). Nakamoto’s (2008) article addressed the issue of double spending
(“spending the same digital token more than once”), which was the main challenge that made
digital currency impossible to adopt previously (Popovski et al., 2018). This issue was resolved
by tamper-resistant links between each transaction and the transactions that came before that.
Nakamoto’s (Popovski et al., 2018) method was made “tamper-proof” by making all the trans-
actional history of any electronic coin available for verification by anyone in the network. Ver-
ifying transactions is done by solving complex mathematical problems, this process is referred
to as mining.



Following the publication of the paper (Nakamoto, 2008), the first open-source Bitcoin-Client
was made available (where the first Bitcoins was eventually created). This Bitcoin-Client cre-
ated the actual underlayer for Bitcoin transactions. Nakamoto mined the first block of Bitcoins
(containing 50 Bitcoins) that would frequently be known as the "genesis block" (Chohan, 2022).
In other words, a block is a collection of verified transactions and unique digital signature, and
blockchain is made up of blocks that are connected to one another chronologically after verifi-
cation (mining).

The first Bitcoin transaction in history took place when Hal Finney (an American computer
scientist) downloaded the Bitcoin client and acquired the first 10 Bitcoins from Nakamoto.

Before stopping the involvement with the Bitcoin movement and vanishing completely, Naka-
moto mined roughly 1 million Bitcoins himself. Gavin Andresen (an American software devel-
oper) rose to the position of main developer at the Bitcoin Foundation and later would be seen
as the 'public face' of Bitcoin (Chohan, 2022).

Few people were aware of Bitcoin when it first joined the market in 2009 at a value of $.06 per
coin. In December 2017, when the price of one Bitcoin surpassed $19,000, "Blockchain™ tech-
nology had become the newest buzzwords and took the world by storm. The word "blockchain™
alone seemed to produce value just by being adopted.

Blockchain initially attracted attention due to its capacity to remain anonymous, as is the case
with cryptocurrencies like Bitcoin, but its true strength lied in the complete transparency it
provided. Blockchain could be applied to every subject that involves transactions and could
therefore be implemented in almost every field, making its technological advancement arguably
similar to the creation of the Internet (Popovski et al., 2018).

But on the other hand, despite the fact that many people have bought Bitcoin, very few people
truly have the knowledge about the actual blockchain technology that powers crypto currencies.

9.3 Appendix 3 - Glossary

e End-to-end (E2E) verification: voters can check if their vote is counted correctly.
(Shahzad & Crowcroft, 2019).

e Homomorphic Encryption — Is an advanced algorithm that makes possible to process
all the content of a set of certain encrypted messages without decrypting the messages
(U.S. Vote Foundation, 2015).



Immutability: each vote is recorded and cannot be changed, if a person has to re-vote

the previous vote can be invalidated (Shahzad & Crowcroft, 2019).

e Legitimacy —when considering political matters, the concept of legitimacy relates to
the perception of what is appropriate or not, and the need to the public opinion to see
this need satisfied. (DiMaggio & Powell, 1983).

e Need-Solution Pairing — A research approach proposed by Von Hippel & Von Krogh
(2016) where problem definition and solution (s) are found parallelly (Von Hippel &
Von Krogh, 2016).

e Transparency: Each transaction on the ledger is visible to all parties- but probably en-
crypted for security purposes (Shahzad & Crowcroft, 2019).

e Proof of Concept (PoC) Relates to the verification process of the feasibility of an im-
plementation idea in a real scenario (Abuirdris et al., 2021).

e Proof-of-person (PoP): Relates to the identification that someone is a real person and
not a robot or electronic tool (Shahzad & Crowcroft, 2019).

e Proof-of-Stake Relates to the consensus protocol of Blockchain driven by users and
miners on validating the accuracy of new blocks (Abuirdris et al., 2021).

e Proof of Work (PoW) Relates to the verification mechanism on adding new transac-
tions, it was introduced originally on Bitcoin protocols but has rapidly expanded to other
Blockchain applications (Abuirdris et al., 2021).

e Zero-knowledge (ZK) proof is a protocol between two parties, called the prover and the

verifier, that is associated with a language L = {x | 3w : R(x,w)}, where R is a polyno-

mial-time predicate in a parameter k and x and w are strings of length k. The protocol
enables the prover to convince the verifier that she is in possession of a “witness”. In
plain English, I can prove to someone else that | know something without showing how

(U.S. Vote Foundation, 2015).

9.4 Appendix 4 - The Swedish Elections

The Basis

The Swedish electoral system is based on equal voting rights and on freedom, secrecy and direct
parliamentary voting. It is free in the sense that no one else can decide the voter's choice rather
than the voter itself, it is secret since there is no need of disclosure of how the voter voted, and
it is direct since voter chooses which candidate(s) will be elected to the parliament (Valmyn-
digheten, 2023). Likewise, the Swedish electoral system is described by the authorities as man



ual, decentralized, and transparent. Both the voting reception and voting counting are performed
manually by both election workers and volunteers. The process of vote reception and vote
counting is done locally at local polling stations, which is why the authorities claim the process
to be decentralized. Another big pillar of the electoral process is transparency, the average
citizen is allowed to go to any polling station to observe the counting, reception and counting
process making the authorities to call the process transparent by nature (Valmyndigheten,
2023). These are the foundational pillars the Swedish elections are built upon.

Frequency of voting

Every four years, on the second Sunday in September, ordinary elections are held for the Swe-
dish Parliament as well as regional and municipal governments.

Elections for the European Parliament are held every five years. Each EU member states na-
tional electoral law governs how the elections are conducted, and in Sweden, the electoral law
demands that election day must always fall on a Sunday.

Sweden conducts four general elections:

e The Parliament — 349 members of parliament, legislating for major public issues such
as budget, are elected every 4 years.

e Regional councils — Regional counselors, legislating for local issues such as health care,
are elected every 4 years.

e Municipal councils — Municipal counselors, legislating for local issues such housing,
are elected every 4 years.

e The European Parliament — European Parliamentarians, legislating for major European
issues such as budgets, are elected every 5 years (Valmyndigheten, 2023).

Different Constituencies

Constituencies (“election circuits”) are a division of geographical areas in Sweden. In the dif-
ferent constituencies, parties choose running candidates for a seat at the European parliament,
Swedish Parliament, regional or local council.



Parliamentary constituencies

Sweden is divided into 29 constituencies for the purposes of elections for the Parliament. There
are 349 seats in the Parliament, 310 of which are assigned to fixed constituencies.

Regional constituencies

The regional council decides how many seats the entire council should have as well as whether
the region should be divided into one or more constituencies.

Municipal constituencies

The municipal council decides how many seats should be on the full council as well as if the
municipality should be divided into one or more constituencies.

European Parliament

Sweden itself represents a constituency for the European Parliament elections. According to
every EU Member State's population, seats are allocated among the different members.

Secrecy of Vote

Citizens, without interference from others, can go behind a screen by themselves where they
independently collect their ballot papers. Then can enclose votes in envelopes to ensure the
vote's confidentiality.

Identification process

Poll workers check the voters' names against a nominal electoral roll and collecting their ballots,
in addition they are trained to answer voters' questions and help those who require it.

An accessible electoral system

Legislation in Sweden makes it possible for us to have a very open and accessible electoral
process. This indicates that there are numerous ways and locations where you can cast your
vote. For instance, you can cast your ballot earlier than on election day almost anywhere in
Sweden, on election day you can cast your ballot at your polling station, if you are unable to
cast your ballot in person, you can vote by courier or at a mobile polling station, and if you are
abroad, you can also cast your ballot from abroad at the Swedish Embassy.



Election results and re-count.

Votes are counted twice: The first on election night in a preliminary count at the local poll
stations, and the second counting on the next day by the county council as final count. The
election results for the Parliament and the county councils for elections, to regional and munic-
ipal councils, are then validated by the election authority i.e., Valmyndigheten.

Corrections may be made up to the time that the county council or the electoral authority has
decided on the outcome. The ballots are kept in the county council, and the entire vote-counting
process is public. The votes can be recounted multiple times if necessary, repeating the same
procedure.

Security

Election security refers to all the election administration's organized efforts to protect the elec-
tions through election-related laws. Measurements include physical security, operational secu-
rity, accident prevention, information security, crisis preparation, and continuity management.
The Swedish Election Authority and other regulatory bodies have declared the presence of more
threats, sabotage attempts, and disinformation campaigns aimed to influence general elections
since the 2018 elections. As a result, the Swedish Election Authority started a project to
“strengthen the elections” in the spring of 2020 which ran until the end of 2022.

The framework of the project included in one of its points:

“Create a digital introductory course on electoral security and conduct follow up workshops
for all municipalities and county administrative boards in the country”. (Valmyndigheten,
2023)

Election observation in Sweden

The Organization for Security and Cooperation in Europe (OSCE) is a security cooperation
body with 57 participating States that sends international observers to the Swedish elections.



Personal data processing and EU GDPR

Any information that can be directly or indirectly linked to a living person is considered per-
sonal data. General Data Protection Regulation is the meaning of the acronym GDPR. The Per-
sonal Data Act (PuL), which was formerly in effect in Sweden, is replaced by the legislation.
A universal and equal level of protection for personal data is what the General Data Protection
Regulation aims to achieve.

The Swedish election Authority is responsible for the processing of personal data which in-
volves collecting, transmitting, combining, storing, and erasing the personal data.

Information Control directionality

Election Authority may, in certain circumstances, take steps to protect information in docu-
ments to prevent the disclosure of specific personal information. The Public Access to Infor-
mation and Secrecy Act governs what information the Election Authority is permitted to keep
private.



