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Abstract

Context In order to address the growing need for connectivity in today’s cars, the
in-vehicle network has increased in complexity, now consisting of over 100 electrical
control units. Balancing the level of security with high performance is non-trivial,
and current networks have shown to sacrifice security measures for performance,
therefore leaving the networks sensitive to both manipulation and information re-
trieval.

Objective The first objective of this thesis was to assess the security of in-vehicle
networks and identify potential security threats that may be exercised with com-
modity hardware and without expert knowledge in vehicular networking. Secondly,
propose solutions to identified security vulnerabilities that act as a defence against
the exercised attacks.

Method The project was executed with the Design Science Research methodol-
ogy, where an artefact is developed and evaluated through iterations. The artefact
consists of commodity hardware and open software as well as our approach to sim-
ulate an attack of an uninitiated tamperer. The applying artefact was evaluated by
testing it on vehicle test beds. The evaluation was also the basis for the assessment
and in extension the proposed solutions.

Results The in-vehicle network was susceptible to multiple attacks such as Man-
in-the-middle and Replay attacks. For instance, multiple components in the network
were successfully manipulated through replay attacks on the network. The replay at-
tacks were conducted in combination with a minimization algorithm which enabled
reverse engineering of specific functions with high precision. This made it possible
to not only take full control but to block user input. Moreover, Man-in-the-middle
attacks on the Ethernet tra [c Mielded raw data indicating a lack of encryption and
also enabled us to map the network topology. To resolve the aforementioned issues,
this thesis proposes solutions at varying security levels that would have prevented
our attacks; such as CAN bus message counters, MACsec for low-level protection
against sni Cngland TLS encryption for the confidentiality of raw data.

Conclusions The project has shown that it is indeed possible to extract and
manipulate data even with the limitations enforced in this project. In addition, it
showed that the tested in-vehicle networks lack resilience against unauthorized access
and manipulation. The proposed solutions protect against exercised attacks but are
subject to future research in terms of implementation and overhead measurements.

Keywords: Vehicle, Network Security, CAN, Ethernet



Sammandrag

Kontext For att bemota det vaxande behovet av uppkoppling i dagens bilar har
fordonets interna natverk okat i komplexitet som nu bestar av 6ver 100 uppkopplade
styrenheter. Att balansera sakerhetsnivan med hog prestanda ar inte enkelt, och nu-
varande natverk har pavisats o [ra sakerhet for prestanda. Detta lamnar natverken
sarbara for bade manipulation och informationshamtning.

Mal Forsta malet i detta kandidatarbetet var att géra en bedémning av sakerheten
hos fordons interna natverk samt identifiera potentiella sarbarheter i natverken.
Bedomningen utfordes med kostnadse [eKtiv och allméantillganglig hardvara samt
utan specialistkunskap inom bilnatverk. Det andra malet var att foresla sakerhet-
slosningar for funna sarbarheter.

Metod Projektet har utforts enligt Design Science Research metodiken, dar en
artefakt iterativt utvecklats och evalueras. Artefakten bestod av kostnadse [eKtiv
och allmantillganglig hardvara samt 6ppen mjukvara for att simulera en lekman-
namassig attack. Evalueringen av artefakten baserades pa resultatet fran avlyssning
och attacker pa en testrigg. Detta utgjorde grunden till bedémningen av néatverkens
motstandskraft gentemot sadana attacker samt forslag pa I6sningar.

Resultat Fordonsnatverket var mottagligt for flera attacker som Man-in-the-middle
och Replay-attacker. Till exempel manipulerades flera komponenter i natverket med
framgang genom Replay-attacker pa natverket. Replay-attackerna genomférdes i
kombination med en minimeringsalgoritm som mdjliggjorde reverse-engineering av
specifika funktioner med hog precision. Detta gjorde det mdjligt att ta full kon-
troll och blockera anvandarinmatning. Dessutom gav Man-in-the-middle-attacker
pa Ethernet-trafiken radata som indikerar brist pa kryptering och mojliggjorde
kartlaggning av natverkstopologin. Som Idsning fér de ovanndmnda problemen
foreslas skyddsmekanismer pa olika sakerhetsnivaer som skulle forhindrat utforda
attacker; CAN-raknare, MACsec for lagnivaskydd mot sni Cngloch TLS-kryptering
for datasekretess.

Slutsatser Projektet har visat att extraktion och manipulation av data ar mojligt
trots de begransningar som tillampas. Dessutom pavisades det att de testade for-
donsnétverken saknar motstandskraft mot obehorig atkomst och manipulation. De
foreslagna losningarna skyddar mot ut6vade attacker men ar foremal for framtida
forskning vad géller implementering och matningar av overhead.

Nyckelord: Fordon, Natverksékerhet, CAN, Ethernet
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1

Introduction

The automation of the modern car has enabled new opportunities and features, and
in many ways made cars more convenient and safer for the driver and passengers.
This has led to an expansion in the cars' software and their internal communication
system, at a cost of increasing complexity [1]. The increasing number of functions
expected in a modern vehicle inevitably leads to an increasing number of sensors
and devices, each with their own responsibility. In order to address the growing
need for connectivity between components, the modern car has evolved into a net-
work of over 100 independent computers called Electronic Control Units (ECUS).
Each ECU controls one or more aspects of the electrical system. Together with
the sensors and actuators, the ECUs communicate over the in-vehicle network to
handle the majority of the functions, including brakes, lights, and engine controls.
Two common in-vehicle network types are Ethernet and the Controller Area Net-
work (CAN). Both of these networks have their strengths and weaknesses. CAN
is the traditional network in vehicles and is cost-e cient, reliable, but is limited in
terms of bandwidth and therefore security measures. Ethernet is a high bandwidth,
general purpose protocol that will be predominantly used in vehicular networking in
the future to support features such as autonomous driving [2]. With the adaptation
of software-based technologies the vehicle also inherits many of the vulnerabilities
common in the software industry such as Man-in-the-middle attacks. Such attacks
could result in fatal consequences when directed towards critical functions. In order
to minimize the threat of common attacks, the in-vehicle network has to beesilient
against intrusion. In this report, a network is considered resilient against intrusion

if it: (1) does not leak information upon breach, (2) is secured against unauthorized
manipulation.

Prior assessments of resilience have proven the network to be fragile and possi-
ble to be manipulated [3]. In extension, showcasing that control of critical functions

is practically possible. Studies on software-based security solutions have been con-
ducted but have unveiled the dilemma of secure methods having too much overhead
for real-time critical functionality [4, 5]. While a solution through added security
hardware is feasible in terms of performance, it is expensive and unreasonable to
retro t.

Studies have been conducted analysing CAN security implementations [6, 3, 7].
For instance, Buttigieg et al. studied attacks on an individual component physically
extracted from the vehicle [6]. However, the experiment was conducted in a syn-
thetic environment where the connection to the CAN bus was simulated. In a live
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setting, direct access to individual components is limited. A comprehensive study
had access to laboratory equipment and established the extent of the vulnerabilities
[3]. Although, the exploitation of discovered vulnerabilities required total access to
internal computers and stationary hardware, which is arguably unrealistic unless
the car is already compromised. Moreover, CAN security measures in the form of
encryption and authentication with medium to high security measures have been
investigated. However, an investigation by Nowdehi et al. [4] concluded that it
had too much of an overhead for a real-time system. Low security measures and
synchronization-based security have been explored and utilized by manufacturers
such as BMW [6]. However, the solution only applies to the debugging/service
OBD-II port, leaving the internal CAN busses still vulnerable.

Due to its simplicity and versatility, Ethernet is nearly ubiquitous in modern com-
puter networks [8]. Its widespread use and vulnerable design have resulted in a
signi cant amount of research documenting and mitigating its vulnerabilities [8, 9].
However, Ethernet's use in automotive networks is not as well studied. Studies have
been conducted on adapting existing mitigation solutions to meet the requirements
of automotive Ethernet networks [10, 5, 11]. Nonetheless, there is a lack of inves-
tigatory research into vulnerabilities of automotive Ethernet networks as opposed
to CAN [3, pp. 447 462]. A research project commissioned by the BMW Group
[12] found vulnerabilities related to an Ethernet switch in a production car, yet the
vulnerabilities were implementation speci ¢ and the report did not publicly give any
recommendations for mitigating these issues.

While assessments of live vehicles have been carried out, they do not use the type of
commodity hardware used by a hacker. And, while commodity hardware has been
used for assessment in related work, it has exclusively been carried out on specic
components extracted from a vehicle, thus not in a live setting. This paper studies
vulnerabilities found with commodity hardware in a live setting and aims to discuss
and propose software solutions to resolve discovered vulnerabilities. The research
guestions are as follows:

1. How resilient are in-vehicle networks against unauthorized access and manipula-
tion, conducted with cost-e cient hardware and without expert knowledge?

2. What software solutions could have prevented methods exercised in question 1?

To address these questions, automotive CAN and Ethernet have been analysed.
The authors argue that substantial vulnerabilities exist with the aforementioned
limitations, which enable data extraction and manipulation. For CAN, a counter
based solution is proposed. While the solution is low security it has a low over-
head and pose a rst barrier of defence against replay attacks. In Ethernet, a list
of recommendations is proposed, such as leveraging existing encryption models for
application level encryption, randomized Media Access Control (MAC) addresses,
and the use of existing authentication models for the Local Area Network (LAN).

The contribution of this thesis is an assessment of in-vehicle network resilience
conducted without expert knowledge in vehicular networks and with commodity
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hardware. The thesis also proposes security measures that would have prevented
the attacks exercised in the assessment.

The structure of this thesis is as follows: Related work is presented in chapter
2. Chapter 3 includes the theoretical background for context. The methodology
and research design are presented in chapter 4. Results and proposed solutions are
presented in chapter 5, and the discussion of the results in relation to related work is

presented in chapter 6. Ethics is discussed in chapter 7, and the thesis is concluded
in chapter 8.
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Related Work

In 2010, Koscher et al. [3] conducted a comprehensive experimental security analy-
sis on two modern automobiles. Similarly to our study, their purpose was to assess
the level of resilience a conventional automobile has against digital attacks. Their
attack methodology consisted of packet sni ng in combination with targeted prob-
ing, fuzzing and reverse engineering. As a result, they managed to manipulate
every ECU that was tested, and therefore achieving complete control over compo-
nents such as door locks and brakes. Koscher et al's strategies included advanced
hardware and techniques that require expert knowledge about the components and
electrical system in the vehicle. Our study on the other hand examines whether
similar vulnerabilities are present in a production car from 10 years later restricted
to more commodity hardware and limited access to the test bed.

Another experimental security analysis, but in a simulated vehicle environment,
was conducted by Buttigieg et al. [6]. Their objective was to analyse the resilience
of the CAN protocol speci cally. By conducting a Man-in-the-middle attack with
the use of commodity hardware, they managed to control the instrument cluster
extracted from a BMW E90. Our study presents an alternative and less physically
intrusive method for taking control over speci ¢ components by exploiting security
issues in the CAN protocol. Furthermore, we present experimental results from an
industrial automotive test bed that together with the results from Buttigieg et al.
strengthen the need for security measures in the CAN protocol.

Lin and Sangiovanni-Vincentelli [4] proposed a software-only security mechanism
for the CAN protocol to help prevent masquerade and replay attacks, which are
also attack methods exercised in our study. Lin and Sangiovanni-Vincentelli fo-
cused on a security mechanism that keeps the bus utilization as low as possible to
t the CAN bus's limited bandwidth. Their solution consisted of three elements:

ID tables, pair-wise secret keys between nodes, and message counters. The solu-
tion mechanism proposed by Lin and Sangiovanni-Vincentelli was used as a base for
nding appropriate security solutions based on our experimental ndings.

The security mechanism proposed by Lin and Sangiovanni-Vincentelli, along with
nine other solutions, was evaluated by Nowdehi et al. [4] in 2017 in order to in-
vestigate the lack of adoption of suggested CAN security measures in the industry.
Nowdehi et al. found that none of the examined solutions ful lled all of the crite-
ria set by industry experts, which highlighted the di culty of developing security
mechanisms appropriate for the industry. The measurements in cost-e ectiveness,

5
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security level, and acceptable overhead provide a foundation for this thesis to reason
about the viability of possible solutions.

Kiravuo et al. [8] conducted a survey of vulnerabilities present in LAN Ether-
net networks. The survey states that Ethernet's prevalence in computer networks
is partly due to its ease of con guration and simplicity. However, these attributes
also make Ethernet networks vulnerable. Kiravuo et al. lists known vulnerabilities
of Ethernet networks and presents possible mitigations of these vulnerabilities. This
thesis veri es the existence of the vulnerabilities that were listed by Kiravuo et al.
(Unauthorized Join Topology and Vulnerability Discovery in automotive Ethernet
networks.

Corbett et al. [13] discuss the impact of the vulnerabilities documented by Kiravuo
et al. [8] on automotive Ethernet networks. Since the safety of the vehicle depends
on accurate and timely readings from its sensors, the authors decided to focus on
protecting the integrity of the network. Their paper compares the attributes of
the Ethernet with other automotive network standards and presents a list of secu-
rity challenges and opportunities that di erentiate Ethernet from the alternatives.
Corbett et al. conclude with a list of recommendations to protect the automotive
Ethernet network from misuse, such as ngerprinting ECUs based on physical layer
attributes. This thesis provides alternative mitigation measures than presented by
Corbett et al. based on our experimental evidence.

Lastly, Lang [5] studied existing security standards to nd suitable ones to adapt to
automotive Ethernet systems in order to mitigate the vulnerabilities documented by
Kiravuo et al. [8]. Similar to Corbett et al. [13], Lang focused on protecting the in-
tegrity of Ethernet packets against modi cation. Using a simulated automotive net-
work, Lang was able to nd two standards (DSA and HMAC) that could protect the
network’s integrity while maintaining a low level of latency. The recommendations
provided by Lang can be implemented in combination with the recommendations
provided in our thesis.



3

Theoretical Background

In this section we describe terms and concepts that are necessary to understand the
contents of this thesis.

3.1 The OSI Model

The communication layer of a vehicle or any network implement network protocols,
which de ne the communication between hardware and software components [14].
These protocols can be organized into di erent layers, where each layer provides dif-
ferent services and is often dependent on the previous layer [14]. The International
Organization for Standardization (ISO) developed the Open Systems Interconnec-
tion (OSI) model, which consists of seven layers as shown in Figure 3.1.

1. The physical layer consists of the network's physical transmission technologies,
which control how signals are transmitted over the medium.

2. The data link layer establishes and terminates connections between other de-
vices in the network. It divides binary sequences into frames and transmits
them from source to destination.

3. The network layer decides the most suitable path through the network, and
routes packages accordingly.

4. The transport layer divides and reassembles ows of data into packets that
are transmitted through the lower layers.

5. The session layer creates and maintains communication channels between de-
vices.

6. The presentation layer prepares data retrieved from the application layer for
transmission. It de nes how data is decoded, encrypted and compressed in
the transmission between two devices.

7. The application layer consists of the protocols used by services and applica-
tions. Examples of such protocols are Hypertext Transfer Protocol (HTTP),
File Transfer Protocol (FTP), and Domain Name System (DNS).

In order for the data to be sent to a receiver it uses a header, which contains
the necessary information related to its protocol for routing the data between the

di erent layers. Figure 3.1 shows the OSI model as well as the data and its header.
While sending, the data is encapsulated at each layer and a new header is added.
While receiving, each layer de-encapsulates the data and removes a header in order
to move it to the next layer.
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Figure 3.1: A visual representation of sending data from the sender to the receiver
using the OSI model.

3.2 The In-vehicle Network

The in-vehicle network consists of interconnected ECUs. The software for the dif-
ferent vehicle functionalities is distributed over the ECUs [15]. Examples of network
technologies that currently exist to connect the ECUs is CAN, the Local Intercon-
nect Network (LIN), the Media Oriented Systems Transport (MOST), FlexRay, and
the Ethernet [16]. Figure 3.2 illustrates an example model of the in-vehicle archi-
tecture with the di erent ECUs and the kinds of networks that are often used to
connect them.

Figure 3.2 is a general model of what the in-vehicle network can look like, but
the in-vehicle network's design can vary between di erent car models since they do
not all follow the same standard.
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